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Te3uchbl
JIOKyMEHT COAEPIKUT TOJIHYIO crierin(uKanyio 0a30BOro NpOTOKOJIA EPeAadr dJIeKTPOHHOM NouThl B ceTH Internet. /lokymeHT
KOHCOJMIUPYET, 06HOBJ’I}ICT 1 pas3bACHACT MCPCUUCIICHHBIC HUXKC CHeLlI/lq)I/IKaLII/II/I, HE U3MCHAA UX (byHKIJ,l/IOHaJ'IbHOCTI/I:
Ucxonnas cnietmdpukanns SMTP (Simple Mail Transfer Protocol) - RFC 821 [30],
TpeboBaHusI K CHCTEME JJOMCHHBIX UMCH U €¢ UCIIOJIb30BAHMIO JIUIS Tepenadyn MeKTpoHHor mouTsl - RFC 1035 [22] u
RFC 974 [27],
[osicaenus u Borpock npumennmocta RFC 1123 [2],
Mexanusmbel SMTP Extension [19].
Hannenii nokyment orMmenser aeiicteue RFC 821 u RFC 974, a taxke oonoBmsier RFC 1123 (3amMeHa MaTepraioB, CBSI3aHHBIX
¢ nepenadeit anexkrponHod moutel B RFC 1123). Oanako cnenudukanust RFC 821 comepXUT HEKOTOphIe BO3MOXKHOCTH,
KOTOpbIE HETOCTATOYHO MCTIOIB30BAIHCH B Internet cepeauanl 1990-X roioB u (B MPUIIOKEHUIX ) HEKOTOPHIE TOTIOTHUTEIbHBIC
TPaHCIIOPTHBIE MOJEIH. DTH pa3zeibl ONYIICHbl B LENSAX YHPOLICHHS M COKpalleHus creuudukanuu. VHTepecyrommuecs
yuTaTesu MOryT ooparutbes k RFC 821.
JlokyMeHT Tak)Ke BKJIIOUAeT HEKOTOpbIE JIONOJHUTENbHbIe Martepuaisl u3 RFC 1123, kortopble noTtpeboBanu
JIOTIOJTHUTEJIBHOTO Pa3bsICHEHUs. DTH BONIPOCHI ObLIM BBIOPAHBI, IPEX/IE BCEro, B pe3yJIbTaTe MPOCMOTpPa Pa3IMYHBIX CIIUCKOB
PACCBUIOK W TEJICKOH(QEPEHIHHA, a TaKKe H3YYCHHUS HEOOBIYHBIX MPOOJIEM WM HHTEPIPETAIlUH, MOSBISIBIIUXCSA IO Mepe
pacupenust yucnaa peanuzaunid SMTP. Tam, rae AaHHBII AOKYMEHT BBIXOIUT 3a MpeAesibl KOHCONMMIALUUU U PEaJbHO
OTJIIMYAETCS OT CBOUX MPEIIICCTBCHHUKOB, IPUBEICHHBIC 3/I€Ch CBEICHUS UMEIOT 00JIee BBICOKHIA MTPHOPUTET.
Xotsa mpotokonr SMTP Owin pa3zpaboraH Ijisi TPAaHCIIOPTHPOBKH M JOCTABKH 3JEKTPOHHOW IMOYTHI, NaHHAS CHeru(pUKamus
COJIEPKHUT CBEICHUS, WUMEIOIINE BaXHOE 3HAYEHHWE IS MPOTOKONIOB «pacmupeneneHus» moutel POP [3, 26] u IMAP [6].
JlomoTHATETFHOE PACCMOTPEHNE BOTIPOCOB TOCTABKH MOYTHI B SIIMKH aapecatoB mpuBoauTcs B RFC 2476 [15].
[Maparpag 2.3 comepXKUT OMpeneNeHUs] HCIONb3YeMBIX B JOKYMEHTE TEPMHHOB. 3a HCKIIOUYEHHEM TeX CIy4aeB, Korua
TpeOyeTcsl UCIIONb30BaHNE MCTOPUYECKH CIOXKHBIICHCS TEPMHHOJOTHH, B JOKYMEHTE HCIONB3YIOTCS TEPMHUHBI «KIUEHT» U
«cepBep» 11l 0003HaYEHHsI IPOLIECCOB OTIpaBuTenei u nonyyareneit SMTP, cooTBeTcTBEHHO.
CBsI3aHHBIN C JaHHOW crienuduKaimen TOKyMeHT [32] MOCBsIIEH OMMCAHUIO 3ar0J0BKOB M Tella COOOIICHHUN, UCIIOIb3YEeMBbIX
(hopMaToB U CTPYKTYP, @ TAKIKE CBI3CH MEXKIY HIUMHU.
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3anaueii mporokona SMTP (Simple Mail Transfer Protocol — mpoctoii mpoToKoI nepenadu 3JIeKTPOHHOH IMOYTHI) SIBISETCS

Ha/iexkHast U 3QHEeKTUBHAS TOCTABKA COOOIICHUH SIIEKTPOHHON TTOYTHI.

[Iporokon SMTP He cBsizaH ¢ KOHKPETHBIMH IOJICHCTEMaMHM Iepeladyd U TPeOyeT TOJNbKO HaJEKHBIX KaHAJIOB Iepeaavu
MIOTOKA JJAHHBIX C COXPAHEHHEM MOpsaKa. XOTs 3TOT JOKYMEHT 00CYy>KAaeT BOIPOCH JOCTABKU MPUMEHHUTENBHO K IPOTOKOITY
TCP, BO3MOHO HCHONB30BaHHE WHOrO TpaHcmopra. HekoTopble u3 albTepHAaTHBHBIX BapUaHTOB PAcCCMOTPEHBI B

npunoxenusax k RFC 821.

Baxnoi#i ocobernHocteio SMTP sBiseTcss BO3MOXKHOCTh JOCTaBKH IIOYTHI Yepe3 CeTH, OOBIYHO Ha3eiBaeMbie SMTP mail
relaying (cM. maparpad 3.8). CeTb cOCTOUT U3 AOCTYHHBIX OIWH Ipyromy o nporokory TCP xoctoB ceru Internet, xocToB
TCP/IP Intranet-ceTeii, HaXOAAUINXCS 3a OpaHAMay’paMu, U XOCTOB B npyrux cpemax LAN mwm WAN, ucnoip3yroonmx Ha
TPAHCIOPTHOM YpOBHE MpoTokoubl, oTimaHble oT TCP. Mcmone3ys SMTP, mpomecc MoeT mepemaBaTh MOYTY APYTOMY
MIPOIIECCY B TOW K€ MIIM KaKOW-TO MHOM CETH ¢ OMOIIBIO relay-mporeccoB Wild MUTI030B, JOCTYITHBIX U3 00euX ceTei.

TakuM IyTeM MOYTOBBIE COOOLICHMS MOXHO IepellaBaTh 4Yepe3 MHOXKECTBO NPOMEXYTOUHBIX TPAHCIATOPOB (relay) mim
IUTI030B Ha IMyTH MEXAY OTNpaBUTEIEM M KOHEUHBIM ajpecaToM. [l ompenereHus CIeXyIoIero «IpoMeXyTOYHOTO
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nonyuatens'» (next-hop) Ha myTH Kk aapecary ucronb3yercst Mexanusm Mail eXchanger (MX) cHCTeMbl TOMEHHBIX MMEH
(DNS) [22, 27], pacCMOTpEHHEIH B TTIaBe 5.

2. Modenb SMTP
2.1 basoBas cTpyKTypa

VYerpoiictBo mpotokona SMTP nokazaHo Ha pUCYHKeE:

e + fomm +
e o | | |

[MTonp3. |[<-=>| | Komaumer/ OTRIMKM |

t-—————- + | Client- | SMTP | Server- |

to—— - + |  SMTP  |<———-—————————- > | SMTP | t——— - +
| Paiyos. | <—->| | U modTa | | <-->|dannos. |
| cucTeMa | | | | | | cumcTeMa |
Fo—— - + Fomm - + Fomm - + Fo—— +

KamenT SMTP Cepsep SMTP
Korma y knuenra SMTP ecth cooOiieHue i mepenadd, OH OpraHu3yeT IBYXCTOPOHHHMU KaHau CBsi3u ¢ cepepom SMTP.
O6si3anHocTh KimeHTa SMTP cocrout B ocTaBKe MOYTOBBIX COOOLICHWI HAa OJMH WM HECKOJbKO cepBepoB SMTP wim
BbIJIaya cooOIIeH s (0TYeTa) O HEBO3MOKHOCTH JOCTABKH ITOYTHI.
Cnoco0 npenocTaBiIeHust MOYTOBBIX cooOmeHnid kiaueHTy SMTP u onpeneneHnst KIMEHTOM JOMEHHOTO UMEHH, Kyzia CIeIyeT
aJipecoBaTh COOOIIEHHUE, SBISIETCS JIOKAJBHOW 3ajadeil M He paccMaTpuBaeTcs B crenudukanuu. B HEKOTOpHIX ciryyasx
JIOMEHHBIE UMEHa Npeo0pa3yIoTcs WK onpeaensorcs kimmentoM SMTP, koTopslii u OyaeT onpenensTe KOHEYHOTo aapecaTa
mouThl. B nmpyrux cmywasx, korga ximeHTs! SMTP cBs3ansl ¢ peanmsanusaMu mpoTokosnoB POP [3, 26] wmu IMAP [6] wm
korna xmeHT SMTP HaxomuTcs B M30IMPOBAaHHON TPAHCIIOPTHOH Cpee, JOMEHHOE UM OYAET ONpPeNeNiaTh IPOMEKYTOUHOTO
IoITy4aTess, Yepe3 KOTOporo TpaHcaupyercs Bes mouta. Kimentst SMTP, koTopsie mepenaioT Bech TpapuK, HE3aBUCHMO OT
JOMEHa ajipecara, CBSI3aHHOTO C KOHKPETHBIM COOOINEHHMEM, WIM HE IMOAACPKUBAIOT O4YepelNeH Ui MOBTOPa MOIBITOK
nepefayd CoOOWIEHMH NpH HeyAauye, MOTYT COOTBETCTBOBATh JaHHOH clenu(uKanud, HO He oOecreynBaTbh BCEX
Bo3MoOKHOCTeH. Ilpeamonaraercs, 4ro MOIHO(QYHKIMOHAJBbHBIE peanm3annu SMTP, Bkmo9as TpaHCIATOpaMH, KOTOPHIE
HCHOJIB3YIOTCA HETOJIHBIMHU CUCTEMaMH, WU HX TOJy4YaTe/In 6y]1yT MNOAACPKMBATL O4YEPEAN, IMOBTOPLI U AJBTCPHATHBHYIO
aJipecalyio, paccMaTpyuBaeMble B JAHHOM JIOKYMEHTE.
Cnoco0, ¢ momoursio kKotoporo kineHT SMTP nocie onpenenenns JOMEHHOTO UMEHH ajpecara, HaxoauT cepsep SMTP s
repeadu COOOIICHHS, a TaKXKe MpPOIecC Mepeadn ONpeAeystoTces ganHou crerudukanueit. s nepexaun moursr SMTP-
cepepy kimeHT SMTP opranusyer IBYXCTOPOHHMI KaHal cBA3M C cepBepoM. SMTP-xkimeHT ompenenser aapec
MMOIXOMSIIETO XOCTa, HA KOTOpoM pabortaer cepBep SMTP mpeobpasys momenHoe mms momydatens B MX-3amuch (Mail
exchanger) IpoMeXyTOYHOTO MJIM KOHEYHOTO XOCTa-MOITyqaTes.
Cepaep SMTP MoXeT GbITh KOHEUHBIM HIIM HPOMEKYTOUHBIM TpaHCIATOpoM® (relay) mmm mumoszom® (gateway). Komanssr
SMTP renepupytorcs u nepenarorcs cepsepy SMTP. Cepep SMTP nepenaet oTKIMKH B OTBET Ha KoMaHABI KineHTa SMTP.
WHpIMu crioBamH, nepesiada cOOOIIEHHSI MOKET OCYIIECTBIIATECS B OJUH IPHEM IIyTEM COCIUHEHHS MCXOIHOTO OTHPABHUTEINS
SMTP c xoneunsm nmomygatenem SMTP unn gepes memnouky mpoMeXyTOYHBIX CHCTeM. B mrobom cirydae mpoTokon TpedyeT
OT CepBepa JOCTaBUTh COOOLICHHUE a/IpecaTy W MPEJOCTaBUTh OTYET O HEBO3MOXKHOCTH JIOCTABKH.
[locne opraHuzanMu KOMMYHHMKAlMOHHOTO KaHajla M coOrjacoBaHusi mnapamerpoB kiveHT SMTP oObl4HO MHMIMHpYET
NOYTOBYIO TpaH3akuuio. Takas TpaH3akUus OOBIYHO COCTOMT M3 IOCIIEIOBATENILHOCTH KOMaH/, 3aJalolUX OTIPABUTENS U
MoJTy4aTessl COOOIIEHMS, a TaKKe IepefalolinX COAepKaTeNbHYI0 YacThb IHMChMa (BKJIIOYAsh BCE 3aroJIOBKM M TpOYHe
cTpyKTypbl). Eciti oiHO coollieHne nepenaeTcsi MHOKECTBY a/lpecaToB, Pa3yMHO IepelaBaTh OJHY KOIHUIO COOOIIEHHS IS
BCEX TI0JTydaTelieii, JocTaBKa KOTOPHIM OCYIIECTBIISIETCS Ha OJIMH WM Yepe3 OJUH NPOMEKYTOUHBIH TPAHCIIATOP.
CepBep obecnieunBaeT OTKIMK Ha Ka)XKIYIO IOJYYCHHYIO KOMaHIY — OTKJIMK MOJKET IOKa3blBaTh BOCHPHUSTHE KOMAaHABI (B
TaKUX CIy4YasX OXHMIAIOTCS NOMOJHUTEIbHBIE KOMaHIBI), a TaKKe COJEPKaTh COOOIIEHHE O BPEMEHHON WM HOCTOSHHOW
ommbke. KomaHzapl, 3amaromuye OTHpaBUTENS WM IONydaTelied, MOTYT BKIIOUYaTh IMOAAep)KHBaeMble cepBepoM SMTP
pacmmpeHus, onrcaHHble B maparpade 2.2. Jluanor Mexay KIMEHTOM M CEPBEPOM OCYIIECTBIIACTCS MO3TAImHO (KOMaHAa —
OTKJTUK — KOMaH/A ...), XOTSI MO>KHO HCIIOJIh30BAaTh 110 B3aNMHOMY COTJIACHIO KOHBEHepHYyIo 00paboTky [13].
[ocne 3aBeprueHus nepepauyn cOOOIIEHHST KIMEHT MOXET 3allPOCHUTh Pa3pblB COCIMHEHHS WIM WHUIMHPOBAThH CIEAYIOLIYIO
NoYTOBYIO TpaH3akuuio. Kpome toro, kinumeHT SMTP MoxeT HCIonb30BaTh COEAMHEHHE C CEpBEpOM ISl JOCTyna K
JIOTIOJTHUTEIBHOMY CEpPBHCY THIIA POBEPKH IMOYTOBBIX a/IPECOB MIIM MTOUCKA aJPECOB U3 CITUCKA PACCHUIOK.
Kak ckasaHo BbIIe, NPOTOKON OOECIIEYMBAET MEXaHU3M Iepefauyd d3JEKTPOHHOW TO4YTH. OJTa Iepepadya OOBIYHO
OCYIIECTBIISIETCS HEMOCPEACTBEHHO C XOCTa OTIPABUTENsS Ha XOCT IOJydYaTels, Koraa oba XOoCTa HCIOJB3YIOT OAWH
TPaHCIIOPTHBIH cepBHC. Ecim e XOCThl MOJKIIOYEHBI K pasHbIM CHUCTEMaM TPAHCIOPTHOTO CepBHCa, Iepeaada
OCYIIECTBIISICTCS C UCIIOJIB30BAaHUEM OJIHOTO MJIM HECKOJBKHX NMPOMEXYTOUHBIX cepBepoB SMTP. IIpoMexxyTouHbIe XOCTHI B
TaKUX CIydasx JeHCTBYIOT Kak TpaHciaTopsl (SMTP relay) mim nutro3sl B Ipyrue cpeqsl epeaadu U BEIOUparoTcss 0OBIYHO
ncnonp3oBanneM MX-3zamucer DNS (ciry:k0a TOMEHHBIX HMEH). B HEKOTOpBIX cCilydasx, OJHAKO, WCIOJB3YeTCS SBHOE
3aJaHre MapIIpyTa OTHpaBuTeseM (cM. riaaBy 5 u npmioxkerus C, F.2).

2.2 PacwumnpeHHas mogenb

2.2.1 ba3oesble eonpochbl

B pamkax nporpammel, Hadatod B 1990, npubnusurensHo uepe3 10 ner nocine Boimycka RFC 821, npoTtokos 6611 00HOBIIEH 32
cueT n00aBJIeHUs] MOJIEIM service extensions, IMO3BOJISIIONICH KIMEHTaM W CepBepaM COINIacOBaTh MCIOJIB30BaHUE OOLIMX
(GyHKIMHA CcBepX ompeeseHHbIX ncxogHoi cneumdukanmeir SMTP. Mexanusm pacmupennss SMTP onpenpenser, kakne

! Tpancastop uiau uuto3. /lpum. nepes.
% Mocne TpreMa MIcbkMa cepBep BHIMONHsET yHKImU knueata SMTP, nepeckuas coobmieHne ganpoie.
* Moxer nepeaaBaTh COOOIICHNE Jajblle, HCTIOIb3yst onuHbIi oT SMTP nporokod.
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JOTIONTHUTENbHBIE (YHKIMH KIHeHT u cepBep SMTP cMOTryT HCHONB30BaTh MpPHU B3aMMOJICHCTBHH, CEPBEP MOXKET
WH(POPMHIPOBATH KIMEHTA O IMOAICPKIUBAEMBIX PACIIUPEHUIX.
Cospemennble peanuzanud SMTP momkHbI oanepKuBaTh 0a30BbIe MEXaHU3MBI pacuiupeHus. Hampumep, cepBep A0JLKeH
moxaepxuBate kKomaHael EHLO, naxxe ecam B HEM He pealM30BaHO COOTBETCTBYIOUIEE pACIIMpPEHHE, a KINEHTaM
pexomMeHayeTcsl ucrnonb3oBaTh kKomanay EHLO Bmecto HELO*. B Tex ClIydasix, KOTJa UIsl MHTepOorepadelbHOCTH He
Tpebyercs siBHOE ucnoib3oBanue HELO, Hactosimas crierudukanys Bceraa paccMmarpusaet Toiabko EHLO.
[Iporokon SMTP mmpoko pacrpocTpaHeH M BBICOKOKaYECTBEHHBbIE pealn3aluy olecrednBaroT TpeOyemylo [uisi paboThl
ycroiunBocTh. OHaKko cooliecTBo Internet ceiiyac cunTaeT OCTAaTOUYHO Ba)KHBIMU HEKOTODBIE CITY)KOBbI, KOTOPBIX ITPOCTO HE
ObUIO B MOMEHT CO3/aHus IpoTokoisa. [Ipu 1o0GaBieHNN MOANEPKKHA TAaKUX CITYy>KO TOJDKHA 00eCHedMBaTHCS BO3MOXHOCTH
MIpUeMIIEMOH PabOThI CTAPBIX peali3aluil mpoTrokona. K 4ncity Takux pacmmpeHuid OTHOCSTCSL:

Komannma EHLO B3amen npexxseit komanast HELO;

Peectp pacmmpenuii cepsuca SMTP;

JomomantenpHabie mapameTpsl komang MAIL u RCPT;

Bo3MOXXHOCTD 3aMeHBI KOMaHJI, OTPECEHHBIX B JaHHOM MpoTokojie (TakuX, kak DATA) mpu mepemade CHMBOJIOB,

omuHbIX oT ASCII [33].
Cuna mpotokona SMTP obycnosneHa, pexe BCEro, ero MpoCcTOTOW. 3HAKOMCTBO C MHOKECTBOM ITPOTOKOJIOB ITOKA3bIBAET,
YTO MPOTOKOJIBI C MEHBLIMM YUCIIOM OIILHMI MOJTYy4aroT OoJiee IIMPOKOE PacpOCTPAHEHUE, HEXKEIH YCI0KHEHHBIE TPOTOKOJIBI.
Kamuoe paclimpeHue, HE3aBUCUMO OT 06ecneanaeMblx UM MPEUMYyHICCTB, DOJKHO 6I)ITI) TIIATCJIbHO IMPOBEPCHO B YaCTU €TO
peau3aium, pasBepThIBAHMS U UHTEpOnepadeIbHOCTH. Bo MHOTHX CllydasiX CTOMMOCTh pacuiupenue cepsuca SMTP moxer
MHOTOKPATHO MPEBBICUTH JOCTUTAa€MbIE IPEUMYIIECTBA.

2.2.2 OnpedesieHuUe u peaucmpauusi pacwupeHull
Peectp pacumpennsix cimyx6 SMTP momnepxuBaercsi areHTcTBoM [ANA. C KaXIbIM pacIIMpeHHEM CBS3aHO KIIIOYEBOE
sHagenne EHLO. Kaxpmas npomomuurensHas cioyxOa, peructpupyemas [ANA, nomkHa OBITH oOmpereseHa Ha OCHOBE
CTaH/IapTHOTO IIpoToKoa ik ooopenHoro IESG akcniepumenTanbHoro nporokoia. OnpeneneHne J0KHO BKIIOYATh:

TexcToBOe nMs pacmupeHHoro cepuca SMTP;

Kirouesoe 3Hauenne EHLO cBsi3aHHOE ¢ 3TUM CEpBHCOM;

CuHTaKkcHC ¥ BO3MOXKHBIE 3HAUEHUs TapaMEeTPOB, CBA3aHHBIE C KIIt04eBbIM 3HaueHneM EHLO;

Bce nmomonmuutensHble komaHapl SMTP, cBszaHHbIE ¢ pacmmpeHHeM (Takde KOMaHAbl He TPeOyroTcs, HO OOBIYHO

UCTIOJIB3YIOTCS);

Bce HOBBIC mapaMeTpsI pacmpenus, cBsi3anabie ¢ komangamMu MAIL i RCPT;

Omnmcanue BO3IEHCTBUS MOMEPKKN PACIIUPEHUS Ha TIOBEACHUE KIMEHTOB U cepBepoB SMTP;

BennuuHy, Ha KOTOPYIO 3TO PAaCHIMPEHHE MOXKET yBEITHMYMBaTh MakcUMaibHyIO mauHy koMana MAIL u RCPT ceepx

CTaHAAPTHOTO pa3Mepa.
Kpowme Toro, Bce xitoueBsie 3HaueHnst EHLO, naunHaromuecs ¢ X WK X, YKa3bIBAOIIIE HA JIOKAIBHBIC PACIIMPEHUS CEPBUCA
SMTP, ucnosib3yloTcsi Ha OCHOBE JABYXCTOPOHHHX coraiieHnid. KitodeBble ciioBa, HaunHatomecsi ¢ X (HE3aBUCHMO OT
perucrpa) He MOTYT HCIIONb30BaThCS B PETMCTPUPYEMBIX PACHIMPEHUsIX cepBuca. M HaoOOpOT, KilOYEBbIE 3HAYCHUS,
npencrasisemsle B otkiinke EHLO, xoTopblit He HaumHaeTcs ¢ X, AOJLKHbI COOTBETCTBOBATH CTaHAAPTY, MPEATIOKEHHOMY
cragpapry wm onobpenHomy IESG skcnepumentansHoMy pacmmpenuto SMTP, 3aperucrpupoBannomy IANA. s
COOTBETCTBYIOIIMX TPEOOBAaHMSAM CTaHAApTa CEPBEPOB HEIOMYCTHMO IpeAiaraTh HadMHAIOIIMECSd C OTIMYHBIX OT X
CHUMBOJIOB PACIIMPEHUS CEPBUCA, ECIIU OHHU HE 3apErHCTPUPOBAHBI.
VIMeHa MOTMOMHUTENBHBIX KOMAHI M TapaMeTPOB IOAYMHSIOTCA TEM K€ MpaBHJIaM, YTO HCIIOJB3YIOTCS Ul KIFOUEBBIX
sHagennii EHLO; B dacTHOCTH, KOMaHIBI, Ha4yWHAOMMecs C X, SBISAIOTCA JIOKAJbHBIM pACIIUPEHHEM W MOTYT
HCIIONIB30BaThCs 0€3 perucTpalMy M CTaHAapTu3anuu. M HaoOOpoT, Bce KOMAaHIpBI, KOTOPHIE HAYMHAIOTCS C CHMBOJIOB,
OTJIMYHBIX OT X, OJDKHBI PETUCTPUPOBATHCSL.

2.3 TepmuHonorusa

Kirouespie cmoBa MUST (neo6xomumo), MUST NOT (nmemomyctumo), REQUIRED (tpebyercsi), SHALL (momxHo),
SHALL NOT (ne momkno), SHOULD (caenyer), SHOULD NOT (ue caeaxyer)), RECOMMENDED (pexomenayercs),
MAY (Bo3mo:kHo0), OPTIONAL (Heo0s3aTeIbHO) B JTAHHOM JOKYMEHTE TPAKTYIOTCS CIEAYIOIINM 00pa3oMm:

1. MUST - Heo6xoaumo

Oto cnoBo, a takxe TepMmuHbl Tpedyerca (REQUIRED) m ny:kno (SHALL) mcmomeiyercs ans TpeOOBaHUH, KOTOPBIE
SIBJISIFOTCS @0COJIIOTHO HEOOXOAMMBIMH B ITAHHOMW crieliuuKaiyu.

2. MUST NOT - HegonycTtumo

Ora ¢pasza wiu cnoBa SHALL NOT (He mo3BoJisieTcs) 03HA4a0T aOCOJIOTHBIH 3alpeT B paMKax crielu(ukanuu.

3. SHOULD - caenyer

Ot10 cioBo, a Take Tiaron pexomenayerci (RECOMMENDED) wucnons3yercs it 0003HaueHHs TpeOOBaHHMH, OT
BBINOJIHEHHUSI KOTOPBIX MOXKHO OTKAa3aThCsl NMPH HAJIMYMU pa3yMHBIX NpuyuH. OHAKO IPH TaKOM OTKa3e CleIyeT MOMHHTH O
BO3MOJKHBIX ITPOOJIEMax B pe3ybTaTe OTKa3a U MPHHUMATH B3BEIICHHOE PEIICHHE.

4. SHOULD NOT - =e ciaexyet

Ora ¢pasza u rmaron He pexomenayercsi (NOT RECOMMENDED) ucnons3yroTcss IPUMEHATENEHO K OCOOCHHOCTAM HITH
(GYHKIHSM, KOTOPBIE JIOIMYyCTUMBI U MOTYT OBITh ITOJIE3HBIMHU, HO MOTYT BBI3bIBATh ITpo0ieMbl. [Ipy peanusaium Takux Ormiuii
CIIeZlyeT YIUTHIBaTh BOSMOXKHOCTH BOSHUKHOBEHHS MIPOOJIEM ¥ MPHHUMATH B3BEIICHHOE PEIICHHE.

5. MAY - BO3MO:KHO

310 CcnoBo, a Takke mnpuiararesbHoe HeoOs3aTeabHbIH (OPTIONAL) 00603HauaroT 3JIEeMEHTHI, pean3anus KOTOPBIX
sBJIsieTCsl HeoOs3arenibHOM. OfHU pa3paboTYMKM MOTYT BKIIOYATh TaKHE ONLUH B CBOK MPOAYKLHUIO JUIS PacLIMpEHHs

4 OnHaKo WIS COBMECTUMOCTH CO CTapbIMH peann3alus M KIUeHTH U cepBepbl SMTP mo-npexxHeMy AOMKHBI MOJACPKHBATH KOMAH/IBI
HELO.
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BO3MOXKHOCTEH, & IPYTrHe - OMyCKaTh B IEJSIX YIPOIeHUs. Peanu3anus, He BKIIOYAONIAs Ty UM UHYIO OIIHUIO, OJDKHA ObITh
TOTOBa K paboTe ¢ peann3aIiisiMHi, KOTOPBIE HCIONB3YIOT 3Ty ONIHIO0 (BO3MOXKHO COBMECTHas pabora OyaeT oOecriednBaThes
3a CUeT HEKOTOPOro yuiepda (pyHKIMOHAILHOCTH). BKItoUatolie Onuio peann3alun J0DKHbI ObITh TOTOBBI (€CTECTBEHHO,
0€3 UCIIOJIb30BaHMsI TAKOH OIIMK) K B3aUMO/ICHCTBUIO C peaii3alusiMU, KOTOPbIE TAKYO OMIUIO HE MO/IEPKHUBAIOT.

2.3.1 O6BLekmbI 371eKMPOHHOU MNoYmabl

[Iporoxon SMTP oGecnieunBaer TPaHCIIOPTHPOBKY OOBEKTOB JIEKTPOHHOM MOYTHL. Kaxmplii 0OBEKT COCTOMT M3 KOHBEpTa
(envelope) u cogep>KkUMOTO.

Konepr SMTP mepemaercs kak cepusi HpoTOKONBHBIX 3nmeMeHTOB SMTP (cm. rmaBy 3). KomBepT comepxut ampec
OTIIpaBHUTEINA (IT0 KOTOPOMY JOJDKHBI BO3BPAIIATHCS OTYETHI 00 OIMMOKAax) M OIUH WK OoJiee aJipecoB IMONydaTesel, a TakKe
JOTOJTHUTENbHY0 HHPOPMALHUIO IJIs1 PaCIIMPEHHBIX CIyX0. B crity McTOpudecKuX MpUYMH MOTYT HUCIOJIb30BATHCS BapHALIN
komaHzbl ¢ aapecoM mnomy4datenst (RCPT TO) nnsa 3amanHust anbTepHATUBHBIX PEXHMMOB JOCTABKH THIIA HEMOCPEACTBEHHOTIO
0TOOpaKkeHHUsI; Ceifuac ciaeIyeT BO3ACPKUBATHCS OT Takux Bapuanmi (cM. maparpad F.6).

Conepxxumoe SMTP nepenaercst B Buze npotokoiabHoro anementa SMTP DATA u coctout u3 IByX 4acTel — 3arojOBKOB U
tena. Ecim copepkMMoe COOTBETCTBYET NPYrMM COBPEMEHHBIM CTaHIapTaM, 3arojoBOK (OpMHpYeT Ha0op map «roie —
3Ha4YEHHE», CTPYKTypHPOBAaHHBIX B COOTBETCTBUHM CO cneuudukanueid ¢opmara coobmenuii [32]; Tenmo cooOmeHus, mnpu
HaJIMYUM B HEM CTPYKTYphl, coorBerctByeT cneumdurammun MIME [12]. ComepkuMoe sBIsIeTCS TEKCTOBBIM II0 CBOEH
MIPUpPOJIEe M BBIpaXkaeTcsi ¢ ucnosnb3oBanueM Habopa cumBosioB US-ASCII [1]. Xots pacmmpenuss SMTP (tuna 8BITMIME
[20]) MoryT 00XOOUTH 3TO OTpPaHMYEHHE AJSI COAEP’KHUMOTO, 3arOJIOBKH BCETrZa JOJDKHBI KOJMPOBATHCS C HMCIOIB30BAaHUEM
Habopa cumBonoB US-ASCIIL. Pacmmperne MIME [23] ompenensier anroput™ MpeICcTaBICHUS B 3aT0JIOBKAX CHMBOJIOB, HE
Bxomsamux B US-ASCII, ¢ uconp3oBannem komOnHanuii cuMBosioB Habopa US-ASCII.

2.3.2 Omnpaeumenu u nosiy4yamersnu

B RFC 821 nBa xocta, npuHuMaromye ydactue B Tpausakuuu SMTP, Obun onmcansl kak SMTP-sender (oTnpaButens) u
SMTP-receiver (momy4arens). B Hacrosimiel crienuUKanyuy UCIOJIB3YIOTCS WHBIE TEPMHHBI, OTPA)KAIOIINE CJIOKHBIIYIOCS
npaktiuky - SMTP client (uHorma mpocro client) 1 SMTP server (wm mpocTo server) Ui OTIPaBUTENS U MOITydYaTess,
COOTBETCTBEHHO. IIOCKONBKY B pEXHME TPAHCISAIMM OIWH XOCT MOJKET BBICTYIATh B KauyeCTBE KIMEHTa U CEpBEpa,
MIPOAOIDKACTCS UCTIOIb30BaHIE TEPMUHOB «ITONydaTesby (receiver) M «oTnpaBuTensy (sender).

2.3.3 [Nloumoebie azceHMbI U XpaHunuwa

B nanHO# crienuduKkanyy UCTIONB3yeTCs COBPEMEHHAs TEPMUHOJIOTHSL, yCTosIBIIascsi ¢ MoMeHTa myonukauuu RFC 821. A B
YaCTHOCTH, KJIIMEHTHI U cepBepbl SMTP o0ecrieunBaroT MoYTOBBII TPAHCIIOPTHBINA CEPBHC U HAa3bIBAIOTCS «areHTaMH JJOCTABKH
moutsl» - AJIIT (Mail Transfer Agent unmu MTA). [Tonp3oBarensckue nmourossie areHTsl — [1TTA (Mail User Agent, MUA nn
UA) BBICTYIIAIOT B KadecTBE HCXONHBIX OTHpPaBUTENCHl M KOHEYHBIX MONydareleld IMOYTOBEIX coobmennii. Ha cropone
ormpasurens [1IIA MoxeT cobuparb mouty oT moip3oBatens g nepenaun ee AJIIT; arent IITA Ha cTopoHe momydarens
nepenaet mouty I1ITA (mmo kpaifHeii Mepe, IepeaeT STOMY areHTy OTBETCTBEHHOCTD 32 JIOCTABKY IIOYTHI, HAIIPUMED, TTOMeIas
€e B «IIOYTOBOE XpaHWIMIIE» - message store). OmHAaKo, XOTS 3TH TEPMUHBI M JOCTATOYHO TOYHO BBIPAXKAIOT CYTh U
MPUMEHUMBI K JpyruM cpemam, rpanunsl Mexnay I[IITA (MUA) u Al (MTA) ompeneneHsl HEZOCTATOYHO HYETKO.
CrenoBartenbHO, YUTATENb JOJIKEH BHUMATEILHO OTHOCUTHCS. K TEPMUHOJIOTHN.

2.3.4 Xocm

B pamkax maHHO# crienupUKalMyd TEPMUH «XOCT» 0003HaYaeT KOMIBIOTEPHYIO CUCTEMY, ITOJKIIIOUSHHYIO K Internet (wim, B
HEKOTOpHIX ciydasx, k gactHo# cetr TCP/IP) u moxnep:kuBatomntyto mpotokosn SMTP. Xoctel 00603HauaroTCsi UMEHaMHU (CM.
2.5); 0603HaYeHHE YHCIOBBIMH alpeCaMH HE PEKOMEHIYEeTCs HCIIOIb30BaTh.

2.3.5 [JomeH

JloMeH (IOMEHHOE MMsI) COCTOUT W3 OJHOM WJIM HECKOJNBKHX pa3lelICHHBIX TOYKaMU KOMIOHEHT. B konTekcre SMTP 3tn
KOMIIOHEHTHI (MeTKH B TepMuHax DNS [22]) MOryT cozepath TOIBKO MOCIeI0BaTeNbHOCTH OyKB, mudp, neduca (-) u 3HaKa
moyepkuBanus () u3 Habopa cumBoiioB ASCII [1]. JloMeHHBIE UMEHA HCIONB3YIOTCS JUII 0003HAYCHUSI XOCTOB M JIPYTHX
00BEKTOB HepapXuH TOMEHHBIX NMeH. Hampumep, ToMeHHOe UM MOXeT yKa3biBaTh Ha TniceBnoHnM (Metka CNAME RR) mmu
MeTKy 3amucu MX (Mail exchanger), koTopast OyAeT HCIIOIB30BATHCS U JOCTaBKH MOYTHI BMECTO MPEICTaBICHHOTO UMECHU
xocTa. JIonoTHAUTENBEHBIC CBEICHHSI O IOMEHHBIX UMEHAaX MOXKHO HaiTH B padote [22] v r7aBe 5 maHHO# crieruduKanny.
JloMeHHOe uMsl, KaK OIMCaHO B JAHHOM JIOKyMeHTe u pabote [22], npencrasisier coboit nonnoe ums (fully-qualified domain
name wm FQDN). JlomeHHnsie umeHa, He sBisomuecs FQDN, ecTh HM 4YTO WHOE, KaK JIOKAJIbHBIE TICEBAOHHUMEL. B
Tpan3akuusax SMTP nosiBneHue TOKaNbHBIX ICEBJJOHUMOB HEJOIMYCTUMO.

2.3.6 byghep u mabnuya cocmosiHusi

Ceccu SMTP sBnsroTCS IBYXCTOPOHHUMH W KaK[ash W3 CTOPOH MOAMEPKUBAET OOIINI B3I (TOUKY 3pEeHHUS) Ha TEKyIlee
cocrosiHue. B 3TOM I0KyMeHTe MbI OyieM HPEICTaBIATh TAKOE COCTOSIHIE BUPTYAIbHbIM OydepoM u Tabnuiieil cocTosiHmit Ha
cepBepe, KOTOPBIE MOTYT HCIIOJNB30BaThCS KIMEHTOM (HAIpuUMep, KIHMEHT MOXKET OYHCTHTH Oydep, cOpocuTh Tabmwiry
COCTOSIHUS - B pe3ynbTaTe 4ero nHpopmanus u3 Oydepa ynansercs, a TaOnuIa MepexoauT B HEKOE Ha4aIbHOE COCTOSHUE).

2.3.7 Cmpoku

Komanaet SMTP u (ecim pacumpenue cepBuca He 3aJlaeT HHOTO0) JaHHbIe cooOIeHni nepenatorcs kak crpok (line). Ctpoka
COCTOUT U3 HEKOTOPOro (BO3MOXKHO, HYJIEBOTO) YHCIIa CHMBOJIOB JAaHHBIX W 3aBeprraercs cumBonamMu ASCII mns Bo3Bpara
kapetkn (CR - 0Dh) u mepeBoma ctpoku (LF - OAh). [locnemoBaTtenbHOCTD 3aBEpIIEHHs CTPOKA B IOKYMEHTE OyaeT
obo3nauarbcss <CRLF>. [lns peanmu3anmii, KOTOpbIE COOTBETCTBYIOT TPEOOBaHHSM INAaHHOW CIEIM(PHUKANNHN, HeTOMyCTHMO

> Anrmuiickoro andasuta. Ilpum. nepes.
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MIPUHUMATh WIA TEHEPHPOBAThH IS 3aBEPIICHUS CTPOKH JIOOBIE IAPyTHE IMOCIEIOBATEIHHOCTH CUMBOJIOB. CepBepsl MOTYT
BHOCHTH OTpaHIYEHHS Ha [UTHHY CTPOK (cM. maparpad 4.5.3).

B momonHeHue 0OTMETHM, YTO UCTIOIB30BaHUE B TeKCTe OTHENbHBIX cMBOJIOB CR min LF (He B komOunanun <CRLF>) nmeer
JONTYI0 UCTOPHUIO MPOOJIEeM B peayu3alisix MOYTOBBIX CHCTEM W TNPIJIOKCHHAX, paOOTAIOIINX C 3JIEKTPOHHOW mouroi. s
xnuerToB SMTP HemomycTMma mepenada 3THX CHMBOJIOB 33 HCKIIIOUEHHEM TEX CITydaeB, KOTAa KOMOWHAIUS CHMBOJIOB
CIy)KMT JUIsi 3aBEPUICHUs] CTPOKH, a B OTOM CJydae AOJLKHA TPUMEHSTHCS TOJBKO CTaHAAPTHAs I10CIEN0BaTEIbHOCTh
<CRLF>.

2.3.8 Omnpasumenb, cucmema 00cCmasKu, mpaHCAsIuuUsi, W03

B nmannO# cnenmdukanum pasnudaroTcs detblpe Tma cucteM SMTP Ha ocHOBe BBIOMHSIEMBIX UMH (YHKIHHA Iepenadn
anekTpoHHOU mouTsl. Cucrema-ornpasutens (SMTP originator) BHOCHT cooOmenne B Internet mim, B 001mem cirydae, B Cpeay
TpaHcnopTHOTo ceppuca. Cucrema nocraBku (delivery) SMTP npuaHMaeT mouTy OoT TPaHCIIOPTHOTO CEpBHCA U TEpEelaeT ee
N0JIb30BATEILCKOMY TTOYTOBOMY areHTY WM pa3MellaeT B XPaHWIIHUILE COOOIIEHHH, U3 KOTOPOTrO MOJIb30BATEIbCKUA areHT
MOXeET B35Th No4YTy BrocineacTBuu. Tpancnsarop (relay) SMTP nonmywaer nmouty ot kinrenta SMTP u nepenaer ee apyromy
cepepy SMTP (st 1oCTaBKM WIH CICHYIOINEH TpaHC/suy) 0e3 W3MEHEHHUs JaHHBIX, H00aBIss JIUIIb TPACCHPOBOUHYIO
MH()OPMAIHUIO B 3ar0JIOBOK.

[lmozamu (gateway) SMTP Ha3pIBalOT CHCTEMBI, IOJIydaloUIUe IOYTY OT KJIMEHTOB W3 OJHOW TPAHCIOPTHOH Cpeabl U
TIepealoIue ee cepBepy ApYyroi cpeapl. Pa3nuyuuns B MpOTOKOIAX M CEMaHTHKE COOOIIEHHUS 110 pa3Hble CTOPOHBI 1ILTI03a MOTYT
motpeboBaTh TpeoOpa3oBaHMsI, KOTOpPOE HE MOXKET OBITh BHIONHEHO TpaHcisTopaMu SMTP. B koHTekcte maHHOU
cnenuukamun opanamayspsl (firewall), mepemuceiBaromue agpeca, TakKe pacCMaTPUBAIOTCS Kak IUTIO3HI, JaXXe €CIH 10 00e
CTOpOHBI OpaHaMaydpa ucrons3yercs cpexa SMTP (em. [11]).

2.3.9 Codepxxumoe coobujeHus1 u noymoenie OaHHbIe

TepmuHbl «comepkuMoe cooOmeHus» (message content) U «mo4roBble NaHHble (mail data) B 3TOM JOKyMEHTE SBISIFOTCS
B3aMMO3aMEHSIEMbIMU U CIIyKaT Juisi oOo3HaueHHs WH(pOpManuy, neperaBaeMod mnociie Bocnpustus komanasl DATA no
3aBepluenus nepegaun. CopepKumMoe cOOOIEHNs BKIIOYAET 3ar0JIOBKU U (BO3MOXKHO CTPYKTYPUPOBAHHOE) TEJIO COOOIIEHUS.
Cremmnduranus MIME [12] oGecrieurBaeT cTaHAapTHBIE MEXaHU3MBI CTPYKTYPHUPOBAHHUS TeJIa COOOIICHUIA.

2.3.10 lNMoymoenslii swuk u adpec

B nanHO# cneumgukanyu TEPMHH «aJpecy O3HA4aeT TEKCTOBYIO CTPOKY, WACHTU(HIMPYIONIYIO I0JIb30BATENsl, KOTOPOMY
npe/sHa3HaYeHo CcOOOIIeHHe WM MECTO, B KOTOPOM IoyTa OyneT coxpaHeHa. TepMuH «modToBbId suK» (mailbox)
0003HauaeT MecTo XpaHeHUs MouThl. OOBIYHO 3TH TEPMHUHBI B3aMMO3aMEHSIEMBI, €CIIM HE MMEET 3HAYCHUS Pa3HUIA MEXIY
MECTOM XpaHEHHs TI0uYTHl (TIOYTOBBIM SIIMK) M €€ KOHKPETHBIM IIojydaTeneM (azpec). Anpec OOBIYHO COCTOHMT U3
MIOJIb30BATENbCKON M JOMEHHOM dactu. CTaHZAapTHBIE COMVIAIICHHS 00 MMEHAaX MOYTOBBIX SAMIMKOB MPEAINOIaraioT
rcnoibp3oBaHue Qopmara local-part@domain - coBpeMeHHas TEPMUHOJOTHS TMOIACPKUBAET 3HAUUTEIHHO Oojiee MIMPOKUH
CHEKTpP NPUMEHEHHM, HEXeJIW MPOCTO MMEHa nojb3oBareneid. Ilo 3Toil mpuuMHe, a TakXKe B pe3ysbTaTe UCTOPUYECKOU
MIpoOIeMBl, CBA3aHHON C MONBITKAMH IMPOMEXYTOUYHBIX MEHSTH JIOKAJIbHYIO 4acTh afpeca B LENAX ONTHMHU3ALNH, JTOKaIbHAs
4acTh aApeca J0JIKHA HHTEPIPETHPOBATHCS TOIBKO XOCTOM, YKa3aHHBIM B JIOMEHHOW 4acTu ajpeca.

2.3.11 Omknuk

Otxmuk (reply) SMTP sBnsiercss noarBepkaeHneM (IMO3UTHBHBIM WJIM HETaTUBHBIM), KOTOPOE IEPENaeTcsi OT IOydaTels
yepe3 KaHAJ Iepenavyd B OTBET Ha KoMaHmy. OOmieit ¢hopMoi OTKIHMKa SBISETCS MUQPPOBOH KOJ 3aBepIIeHUs (ycIieX WIn
Heynadya), 3a KOTOPbIM OOBIYHO CIIEAYeT TEKCTOBas CTpoka. Kombl HCIONB3YIOTCS NpPOrpaMMaMH, a TEKCT OOBIYHO
MpeqHa3HaueH Uil delioBeka. B HemaBHel paborte [34] mpuBOAWTCS CHEMU(HUKANNS CTPYKTYPHPOBAHHBIX CTPOK OTKIIMKA,
BKJIIOYas HCIIOJIb30BaHNE JOTIOIHUTENBHBIX U OoJiee crieluduuecknx KOI0B 3aBePIICHHS.

2.4 O6LWwue CUHTaKCU4eckmne npuHUMNblI 1 Modesb TPaH3akKUuuUun

Komanner u otknmrkn SMTP moquuHSIIOTCS JKECTKIM CHHTAKCHYECKUM TpaBriIaM. Bece KOMaHIpI HAUWHAIOTCS ¢ «KOMAaHIHOTO
riaronay (command verb), a Bce OTKIMKH — ¢ 3-3HAYHOTO II(PPOBOTO KoJa. B HEKOTOPHIX KOMaHAaX W OTKIIMKAaX 32 KOMaHIOH
WA KOZOM JIOJKHBI CIIeIOBaTh apryMeHThl. HekoTopsle KoMaHAbl HE MPUHUMAIOT apTyMEHTOB (IT0CTI€ HAa3BaHUS KOMAaH/IbI), a
3a HEKOTOPHIMH KOJaMHU OTKJIMKOB MOJKET CJEIOBAaTh IPOM3BOJBHBIN TEKCT. Bo Bcex ciydasx MPHCYTCTBUS TEKCTa OH
OTIeNsAeTCcS OT KOMaH/bI MIIM KoJa cuMBoJIoM npobena. [lonHble onrcanus KOMaH[ H OTKIIMKOB IIPUBEICHEI B I1aBe 4.
Peructp cuMBOJIOB B KOMaHAax W 3HA4YEHHAX apryMeHTOB He uMmeer 3HaueHus (1. e., TO: u to: B komanme RCPT ne
pa3iIMyaroTCs), OAHAKO 3TO MPABWIIO MMEET MCKJIFOYEHHUS IJIsl JIOKAJIbHOM YacTW Ha3BaHMUS MOYTOBOTO SIIUKA (paclIMpeHUs
SMTP moryT SBHO yKa3bIBaTh 4yBCTBHUTENbHBIE K PETUCTPY CUMBOJIOB IeMeHThI). Ha3BaHus KOMaHJ, 3HaYEHUS apTyMEHTOB
(KpoMe JIOKaJIbHOHM 4acTW MMEHHM MOYTOBOTO SIIUKA) U CBOOOIHBIM TEKCT MOKET COJEP>KaTh IPOU3BOJIBHYI0 KOMOWHAIUIO
CHUMBOJIOB BEPXHEr0 M HIDKHEro peructpa. s J0KanbHOM 4acTH MMEH IOYTOBBIX SIIIMKOB PETUCTP CUMBOJIOB J0JIKEH
NpUHUMAaTbcad BO BHHMMaHue. CrenoBaTenbHO, peanu3auud SMTP qomKHBI NBITATBECS COXPAaHUTH PETHCTP CHMBOJIOB B
JIOKAJTHHOHN YaCTH MMEHH TI0YTOBOTO SIIHMKA. B 9aCTHOCTH, 711 HEKOTOPBIX XOCTOB ITOJIB30BATENh smith MoXeT oTiudaTecs oT
mons3oBarers Smith. OHaKo, HCMIOTB30BaHNE YYBCTBUTEIBHBIX K PETHCTPY JOKATBHBIX YacTeil B MMEHAX MOYTOBBIX SIIHKOB
CHIDKAeT ypPOBEHb HHTEPOINEPaOEIbHOCTH — CIIEAyeT H30eraTh TaKOro MPHUMEHEHHS JOKaIbHBIX NMEH.

Hexotopsie cepBepsr SMTP B mapymenne nansHoit cnenndukamym (m RFC 821) TpeOyioT OT KIMEHTOB MpPEICTaBICHUS
KOMaHJI B BEpXHEM perucTpe (3arjiaBHble OyKBHI). B peamm3anum cepBepoB MOIYT NMPHHUMATHCS MEPHI IS MPEICTABICHUS
KOMaH]I B COOTBETCTBHH C TPEOOBAHUSAMH TaKUX CEPBEPOB.

ITone aprymMeHTOB COAEPKHUT TEKCTOBYIO CTPOKY TMEpPEMEHHOW JUIMHBI, 3akaHuMBarollytocs cumBoiamu <CRLF>.
[IpuHMMaromas cTopoHa He OyIeT NpeANpUHUMATh HUKAKUX ASHCTBUI IO ITOJIy4EeHUs CTaHAAPTHOTO 3aBEPLICHUS CTPOKH.
CuHTaKCHC KaKJO0M KOMaHIBI paccMaTpHBaeTCsi HM)KE BMECTE C ONHMCAHMAMH KoMmaHxA. OOLiue 3J1eMEeHThl M I1apaMeTphl
paccMmoTpensl B naparpade 4.1.2.
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Komanner n otkmukn coctosat u3 cumBoiioB ASCII [1]. Korma TpaHcnopTHBINA cepBUC obecniednBaeT 8-OMTOBBIN (OalTHI MIIH
OKTETHI) KaHAN TepeNadd, KaXIbld 7-OMTOBBIM CHMBOJ TEpeAaeTCs C BBIPABHHBAHHUEM IO IMPAaBOMY Kparo (crapmuii OuT
OKTeTa MMeeT HyleBoe 3HaueHue). CranmaptHbiii cepBuc SMTP obecneumBaeTr MOIAEP)KKY TONBKO 7-OMTOBBIX CHMBOJIOB.
Kiment-ornpasutens SMTP, KOoTOphIif HE CMOT COTIacOBaTh MOIXOAAIIEE PACIIUPEHUE C CEPBEPOM, He J0JIKEeH TepeaaBaTh
coobmieHnH, cofepKanix WHPOPMALHUIO B CTApPIIMX OMTAaX OKTEeTOB. Ecny B HapyIIeHHEe 3TOTO MpaBmiIa TaKoe COOOIIeHHe
nepenaercs, npuHuUMaronuii cepeep SMTP Mo:keT cOpocuTh cTapiinii OUT WM OTBEPrHYTH COOOLICHUE KaK HEKOppeKTHoe. B
obuem ciyuae Tpanciaropy SMTP pekomenayeTcsi mpeanonaraTh, YTo COAECPKUMOE MPUHITOTO COOOIIEHHS KOPPEKTHO H,
npernosaras, 4To KOHBEPT MO3BOJISIET ATO CAEJIATh, TPAHCIMPOBATh COOOILIEHNE Oe3 MPOBEPKH ero cojepxumoro. KoneuHo,
€CII COJIEPI)KUMOE HEKOPPEKTHO M MyTh MEpeladyd HEe IO3BOJISIET €ro BOCIPUHSITH, TAaKOE PEIICHWE MOXET INPHBECTH K
JIOCTaBKE KOHEYHOMY aJipecaTy HCKakeHHoro coobmenus. Cucremsl noctaBkn SMTP moryrt oreprath (Bo3Bpamiarh -
bounce) Takue cooOmeHus, He mocTaBiag ux. Hukaknm mepenaromum cuctemam SMTP He mo3Bossiercst mepenaBaTs envelope-
KOMaH[IBI, COJAEpKaIllhe CHUMBOJNBI, He BKItodeHHbIe B Habop US-ASCII;, nmpuHUMaOmM CcHCTeMaM peKOMeHAyeTcs
OTBEpraTh TaKMe KOMAaH/IbI, UCTIONB3Ys CTaHAapTHEIA oTKIHK 500 syntax error - invalid character.

Knuent MoxeT y cepBepa nepenady 8-OMTOBOTO COAEPIKUMOTO COOOIICHHH C MCIIONF30BAaHUEM PACIIMPEHHBIX BO3MOKHOCTEN
SMTP (S8BITMIME [20]). CepBepam SMTP caenyer mnommepxuBath pexnm SBITMIME. Omrako 3TO He J0JKHO
TPAKTOBaThCA KaK pa3pelieHre Ha HEOrpPaHHUYEHHYIO Iepernady 8-OMTOBBIX CHMBOJOB. /[ OTHpaBUTENs HEAONMYCTHMO
3anpamuBarhk pexum 8BITMIME niist nepenayu JaHHBIX, B KOTOPBIX IJIsl CTapIIEro OUTa HE UCIOJIb3YETCsl COOTBETCTBYIOIIEE
konupoBanre MIME; cepBepbl MOTyT OTBEpraTh Takue cOOOLIEHHS.

Hcnonk3yemast B 3TOM JOKYMEHTE METaJIMHIBUCTUYECKass HOTauusl coorBeTcTByeT HoTaumu Augmented BNF, npunstoii B
JOKyMEHTaxX I0o4TOBOH cucreMbl Internet. UwnrarensM, KOTOpble HE3HAKOMBI C 3THM CHHTAaKCHCOM, CIIIYET IPOYECTb
cnenupukarmuo ABNF [8]. Ins siCHOCTH TEpMHUHBI METAs3bIKa, HCIIONB3yEMbIC B TEKCTE, 0003HAUCHBI YTIIOBBIMU CKOOKaMU
(manpumep, <CRLF>).

3. O630p npouyedyp SMTP

B aro0ii rnaBe mpuUBeEHbI OMUCAHUS MPOLEAYpP, UCHOAb3yeMbIXx B SMTP: uHUIIMMPOBAaHUE CEAHCOB, IOYTOBBIE TPAH3AKIUU,
MIepeChUIKa MTOYTHI, POBEPKa UMEH IOYTOBBIX SIIUKOB, 00pa0OTKa CIHCKOB PACCHUIKH, a TAK)KE OPTAHHU3AIMS U 3aBEPIICHHE
oOMeHa TaHHBIMH. BOIPOCHI TpaHCISIMMY MOYTHI, MOYTOBBIX JTOMEHOB M CMEHBI POJICH PacCMaTPUBAIOTCS B KOHIE IJIaBhl. B
[Tpunoxennu D paccmaTpuBaeTcss HECKOJIBKO KOHKPETHBIX CLIEHAPHEB.

3.1 UHnuumpoBaHme ceaHca

Ceanc SMTP unnmpyercs, KOraa KIMEHT COSIUHSACTCS C CEPBEPOM H CEPBEP OTBEYAET COOTBETCTBYIOLINM COOOIIICHUEM.
Peammzanms cepepa SMTP MoskeT BKIIOUATh HUIACHTU(DHUKAIMIO CBOMX IPOTPAaMM M CBEICHHS 00 WX BEPCHH B OTKIHK
TIOATBEPKACHHUST COeAMHEHUs mocie koga 220, Ha mMpakThKe 3Ta WHGOPMAIWs IO3BOJSIET YINPOCHUTHh MOUCK WM PEIICHHE
npoOnem. Peanu3anum MOryT BKIIIOYAaTh BO3MOXKHOCTH 3alpeTa INEpefadyd JaHHBIX O MPOrpaMMe M €€ BEpCHM B LEIIX
6e3omacHOCTH. XOTsI HEKOTOPBIE CHCTEMBI TAKKE YKa3bIBAalOT CBOM KOHTAKTHBIE aJpeca Ul CBSI3aHHBIX C IOYTOM MpobieM,
9TO HE MOJKET CIYKHTh 3aMEHOI TpeOyeMoro cTanmapToM aapeca postmaster (cM. maparpad 4.5.1).

IIporokon SMTP mno3Bossier cepBepy GOpMalbHO OTBEPraTth TPAH3AKIHMIO, MO3BOJSAS MMO-TPEKHEMY H3HAYAIbHBIC
COEIMHEHUs: Ko 554 MoKeT BO3BpAIaThCs B OTKPBIBAIOLIEM coo0LIeHun B3ameH kona 220. CepBep, UCIIOB3YIOLIMN TaKOH
BapHUaHT, J0JI’KeH IIO-TIPEKHEMY JKAaTh, NMoka KiueHT nepeaact komanay QUIT (cm. maparpad 4.1.1.10) nepen 3akpbiTHeM
COE/IMHEHUSI, a Ha JII0OYI0 MEIIAIOIIyI0 KOMaH Iy ciaeayeT Bo3Bpamats oTkimK 503 bad sequence of commands (HekoppekTHas
M0CIIeI0BaTeNbHOCTh KoMaHA. [lockonmbKy mombiTka opranusaiun SMTP-coequHeHnss ¢ TakMMH CHCTEMaMH MOJKET
MIPUBOJNUTE K OLIMOKE, CepBEpy, BO3BpamamomeMy Kox 554, cieayer mepenaBaTh BMECTE ¢ KOAOM HH(OpMaIuio, KoTopas
TTO3BOJINT MEPENAIOIIEeH CHCTEME TTIOHATh IPUIHHY OLITHOKH.

3.2 UHnuumnpoBaHue KnueHTa

[Tocie Toro, Kak cepBep nepeaal NpUrialaee cooOeHre U KIMEHT MOIydrIl ero, MociIeHNI 00bIYHO NepeslacT cepBepy
komanny EHLO, naenTndununpyromnyio kimenTa. A TONOJIHEHHE K OTKPBITHIO ceaHca nucnonszoBanne EHLO nokaseiBaer, 4To
KIIMEHT CIIOCOOEH paboTaTh C pacHIMpPEHHBIM CEPBHCOM M 3alpalllMBAacT y CepBepa CIUCOK HMOAIEPKUBAEMBIX PaCIIMPEHUMH.
Crapsie cucrembl SMTP, HecrocoOHBIE IMOAAEPXKHMBATh PACIIMPEHUS CEPBHCA M COBPEMEHHBIE KIMCHTHI, KOTOPHIM HE
TpeOyeTcsl pacHIMPeHHBIH CEPBHC ¢ WHUIIMHPYEMOM ITOYTOBOM ceaHce, MOryT ucnoib3oBate HELO B3amen EHLO. s
CEpBEPOB HeJOMYCTHMO BO3BpaIats pacumperasie oTKIukH B ctiiie EHLO ma xomangy HELO. [ KOHKPETHOW MOTBITKH
COE/IMHEHUsI, eCIM CepBep Bo3Bpallaer OTkKiIMK command not recognized (komanaa He pacrno3Hana) Ha EHLO, kmuenty
cJeyeT HadaTh Ipolecc 3aHOBO U nepenath komanny HELO.

Xocr, nepepatomnii komanay EHLO, unentuduuupyer B Hell ce0s; KoMaHIy MOXKHO MHTeprnperupoBarth kak «Hello, I am
<domain>» ([Tpuser, s fO0MeH ...), a 1 ciayvass EHLO — «and I support service extension requests» (s Mory ...).

3.3 MouToBbLIE TpaH3aKUunKn
[HouroBas tpamzakumss SMTP cocroutr u3 Tpex ortamoB. Hawanmom TpaH3akumu ciyxuT komanga MAIL, naromas
UeHTUHUKALIUIO OTInpaBuTenst (B oOmem ciydae komanaa MAIL Moxer ObITh BBeleHAa TOJBKO IIPH OTCYTCTBHUHU
HE3aBEPIICHHBIX MOYTOBBIX TpaH3akuui; cM. maparpad 4.1.4.). [locie 3Toro ciemyer omHa Win Heckoiabko komana RCPT,
yKa3bIBaIOIIUX NosryyaTenei coobmmenus. [locneanuit stan Tpan3akiuu HaunHaeTcs komannoit DATA, koTopas HHUIMUPYET
repeavy MOoYTOBBIX aHHBIX U 3aBeprraercs nHaunkaropoM end of mail, KOTOpPEI Takke MOATBEPKAACT TPAH3AKIIUIO.
1. IlepBbIM 11aroM NOYTOBOM TpaH3aKLUU ABIseTcd komManga MAIL.

MAIL FROM:<reverse-path> [SP <mail-parameters> ] <CRLEF>

Ota komaH1a roBoput nonyydarento SMTP o Havae HOBOW MOYTOBOW TPaH3aKLUUK U COpAchIBAET BCE TaOJIMIIbI COCTOSHUMN
u Oycdepsl, BKiIIOYas JOOblE JaHHBIE IOJy4YaTessl WIM TOYTOBbIe jaaHHble. YacTh <reverse-path> (oOpaTHBIA IyTbh)
NEepBOTO HMJIM EAMHCTBEHHOTO apryMeHTa KOMAaHJbl COJEPXKHT Ha3BaHHWE IIOYTOBOTO SIIUKA OTIPABUTENA (MEXIY
cKoOKaMu < M >), KOTOPOE MOXKET MCIIOIb30BaThCs IS Mepeiaun oT4eToB 00 ommbkax (cM. maparpad 4.2). Bocripunss
xomaHny, cepsep SMTP Boszepamaer orkiauk 250 OK. Ecnu ykasaHHBIM HOYTOBBIM SIIIMK MO KAaKUM-TO MPUYMHAM
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HETIpHEMJIEM, CEpBEp /0JIKEH BO3BPATHTh OTKIMK, ITOKAa3bIBAIONIMH BPEMEHHOM THI OTKa3a — IOCTOsIHHas (T. €.,
MOBTOPHUTCSI TPH TIOBTOpE KOMAaHJABI KIMEHTOM) WJIM BpEMEHHas (T. €., agpec KJIMEHTa MOXXET OBbITh MPUHSAT IpH
CIeQyIoIleM BbI30Be) ommOka. HecMOTps Ha OYEBHIHOCTb 3TOrO TPEOOBAHUS, CYIIECTBYIOT OOCTOSTENILCTBA, IIPU
KOTOPBIX BO3MOXXHOCTH BOCIIPUSATHS OOpPAaTHOTO ITyTH HEBO3SMOXHO OIPENEIHTh, NIOKAa He OyleT MOJydeH IO KpaiHeH
Mepe onuH npsmon myTh (B komanae RCPT). B takux ciaydasx cepBep MoKeT BOCHPUHSTH OOpaTHBINA MyTh (OTKIHK 250)
U COOOLIMTh O BO3HMKHOBEHUHM MNPOOJIEM I0Cie TOIYyYeHHS M MPOBEPKH NpsAMBbIX myTed. OOBIYHO 3TO Jenaercs ¢
MOMOIIBIO OTKIMKOB 550 mnn 553.
Hcropuuecku <reverse-path> MoXeT conepkaTh OOJIbIIE JAHHBIX, HEXEIM IPOCTO HMsS IIOYTOBOTO SIIMKA, HO
COBpPEMEHHBIM CHCTEMaM He CJIeAyeT WCIIOIb30BaTh MapHIPYTH3AaLHUIO IIOYTHl OTIpaBHTENIEM - source routing (cm.
[Mpunoxenne C).
JomomHuTeNpHBIE TTapaMeTpsl <mail-parameters™> CBSI3BIBAIOTCSI C COTJIACOBAHHBIM pacimperneM cepBuca SMTP (cm.
2.2).
2. BropbM sTamom TpaHzakuuu siBisieTcs komanna RCPT.
RCPT TO:<forward-path> [ SP <rcpt-parameters> ] <CRLE>
[epBBIif MM eMUHCTBEHHBIH apryMEeHT 3TOH KOMaHIbl BKIIIOYACT HPSAMOHM IyTh (OOBIYHO MMs HOYTOBOTO SIIMKA WIIN
JIOMEHa, 3aKIIOYeHHOE B CKOOKM <), mueHTHuumpyromuii momydarens. BocrnpunsB komanzmy, cepsep SMTP
Bo3Bpamaer oTkiuk 250 OK u coxpanser mpsmMod myTh. Ecin H3BECTHO, YTO IMOYTa HE MOXKET OBITH JOCTaBIICHA
agpecary, cepep SMTP BozBpamaer otk 550, 00BIYHO COMIPOBOXKAAEMBIN CTpOKOi THIa "no such user - " ¢ umMeHeM
MIOYTOBOTO SALIMKA, U KOTOPOTO HEBO3MOXHA JIOCTaBKa (BO3MOXHBI TaKkKe JPyrHe 0OCTOATENBCTBA M KOJBI BO3BPATA).
OTOT 3TaIl TPaH3aKIMH MOXKET ITOBTOPSITHCS MIPOU3BOJIEHOE YHCIIO Pas.
[Mapamerp <forward-path> moxkeT comepxarh He TONbKO aapec mnoiydareis. Vcropuuecku <forward-path> moxer
BKJIFOYaTh MapuipyT (source routing) K IOJIy4aTeNI0 B BHJE CHHCKAa MPOMEXKYTOUHBIX XOCTOB, OJJHAKO COBPEMEHHBIM
xmuerTaM SMTP He pexoMeHayeTesl HCIIONB30BaTh MapUIpyTH3alui0 MOYTH oTmpaBureneMm (cMm. Ilpunoxenue C).
CepBep A0JKeH ObITh TOTOB K BOCHPHSTHIO CIIUCKA SOUrce route B MPSIMOM ITyTH, HO PEKOMEHIyeTcsl ITHOPUPOBATh 3TH
MapIIpyThl ¥ MOKHO OTKJIOHATH MpEeAjaraeéMyl0 3THM MapLIpyTOM TpaHcsiuuio. [1ogo0HO 3TOMYy cepBep MOKeT
OTKa3aTbCs OT IMpUEMa IOYTHI, npeﬂﬂawaqeﬂﬂoﬁ AT APpYrux XOCTOB MM CUCTCM. Ot OTpaHUYCHHUA ACIA0T CEPBEP
Oecrioyie3HBIM KaK TPaHCJIATOP Ul KJIMEHTOB, HE IIOJHOCTBIO MOAJCp)KUBAONMX (yHKunoHansHOCTE SMTP.
CrnenmoBatenbHO, I KIHEHTOB C OTPAHWYCHHBIMH BO3MOXKHOCTSMH HETOMYCTHMO IIpe/roiararb, aro oo SMTP-
cepep B Internet MO>XKHO MCTIONIB30BaTh s 00paboTku (Tpancisnuu - relaying) moutsl. Ecnmu komanna RCPT mpunsrta
0e3 mpemmectByromeii komanasl MAIL, cepBep mo/rkeH BosBpamarth oTkiauk 503 "Bad sequence of commands".
JlomoTHUTENBHEIE TTapaMeTphl <rcpt-parameters™ CBS3BIBAIOTCS C COTJIACOBAHHBIM pacimperneM cepuca SMTP (cwm.
naparpad 2.2).
3. TpeTbuM dTanoM TpaH3aKIUH sBisieTcs 00padoTka koMauasl DATA (vu ee aHaora Jyisi pacIIMPeHHOTO CEPBUCA).
DATA <CRLF>
Bocrpunss xkomanmy, cepsep SMTP BosBpamaer npomexyTodnbld oTknuk 354 Intermediate m paccmarpuBaer Bce
MOCIIEAYIOIINE CTPOKH, BIUIOTh (HO HE BKIIOYAst) 10 MHIMKATOPA 3aBEPIICHHS MOYTOBBIX JaHHBIX. [IpH ycnenHom mpueme
BCETO TEKCTa CEPBEP COXPAHSET MOIyUCHHBIE JaHHBIE M BO3BpAIaeT OTIPaBUTEO0 OTKIHK 250 OK.
[TockonbKy MOYTOBBIE AAHHBIC IMEpPENAOTCS dYepe3 KOMMYHHKAIMOHHBIM KaHall, 3aBEpIICHHE MAaHHBIX JOJDKHO OBITh
yKa3aHO TakuM 00pa3oM, 4TOOBI MOXKHO OBLTO BO30OHOBUTH KOMaHAHBIA mnuainor. IIporokon SMTP wucmonssyer mis
0003HaUeHNsI KOHIA MOYTOBBIX JAHHBIX TOUYKY B IyCTOH CTpoke. sl MpemoTBpalieHus] OMHOOK B CIIydasX HaJIMYUs
TaKOW IOCJIEJOBATEIbHOCTH B IIOJb30BATENbCKUX JAHHBIX IIPUMEHSETCS CIenualbHas Tpouexypa (transparency),
onucaHHas B naparpade 4.5.2).
WHaukatop 3aBeplieHHs MOYTOBBIX JaHHBIX TaKKe MOJATBEPKAAET MOYTOBYIO TPAH3AKIUIO U TOBOPUT cepBepy SMTP kak
00pabaTbIBaTh COXpaHEHHBIE MOJIb30BAaTEIbCKAE W MOYTOBHIC JlaHHbIe. BocnpuHsaB nanHele, cepsep SMTP Bo3Bpamaer
otkiuk 250 OK. Co6oit npu o6padotke komanapsl DATA MokeT IpOUCXOIUTh TOJIBKO Ha ABYX 3Tarax oOMeHa JaHHBIMH:
Ecmn xomannst MAIL u RCPT He Obiim BBeZeHBI WM OBUIM OTBEPTHYTHI, CEPBEP MOKET BO3BpAIATh OTKIIUK
command out of sequence (503) mnu no valid recipients (554 — HET KOPPEKTHBIX IOJTydaTeleii) B OTBET HA KOMaHIy
DATA. Ilpu moIy4eHWH OIHOTO W3 TaKUX OTKIWKOB (WM JIOOOTO OTKIMKA 5yz) [UIA KIIMCHTa HeI0MycTHMa
repeada TaHHBIX cepBepy (TOUHee, mepeaada JaHHBIX HeJ0MyCcTHMAa, TToKa He OyIeT MoyYeH OTKINK 354 ).
Ecnm xomanma BocipuHSATa U NepeaaH OTKIUK 354, HeblmonHeHue kKoMaHasl DATA MoeT OBITh CBSI3aHO TOJIBKO C
HETIOJIHOTOM MOYTOBOM TpaH3aKLMM (HampuMep, HE YyKaszaH ajpecar), HEJOCTYIIHOCThIO PEcypcoB (BKIIOUas U
HEOXKUJIaHHYIO0 HEIOCTYITHOCTh CEepBepa) WM OTKa30M cepBepa OT 00paboTKu COOOHIeHHS B COOTBETCTBHU C
3aJJaHHOM MOJUTUKOW WUJIU 11O UHBIM NPUYUHAM.
OnHako Ha MMPaKTHKE HEKOTOPhIE CEPBEPhI HE IPOBEPSIOT aJipecara rnocjie nprema Tekcra cooduienus. TakuMm cepepam
cjeayeT TPaKTOBaTh OTKa3 Ui OJHOTO WJIM HECKOJIKUX IOJIydaTelieil KaKk «OTKa3 OOYCIIOBJICHHBIH APYTMM OTKa30M»
(subsequent failure) " 1 Bo3BpaIaTe NIOYTOBOE COOOIICHUE, KaK YKa3aHO B miaBe 6. Mcnonp3oBanue oTkimka 550 mailbox
not found (M ero SKBHBaJIeHTa) IIOCIE BOCHPHATHS AAHHBIX JeJaeT IS KIMEHTa CJIOKHOM MM HEBO3MOXKHON
JMarHOCTHKY IIPHYMHBI OTKa3a.
[Ipu ucnonezoBanmu Gopmara RFC 8§22 [7, 32] mouToBBIe HaHHBIE BKIIOYAIOT AJIEMEHTHI 3arojioBKa, Takue kKak Date,
Subject, To, Cc, From. Cepepam SMTP He pexomenayercsi oTBepraTb COOOMICHNS Ha OCHOBE JE(EKTOB B 3ar0JIOBKAX
RFC 822 u MIME [12] unu B Tenme cooOmeHus. B 4acTHOCTH, HEAOIMYCTUMO OTBEPraTh COOOIICHHS, B KOTOPBIX YHUCIIO
nojiel Resent He cooTBercTByeT min Resent-to mossisiercst 6e3 Resent-from u/uinu Resent-date.
KomaHnzbpl MOYTOBBIX TpaH3aKIHUH JOJIZKHBI HCTIONB30BATHCS B IPUBEACHHOM BBIIIE TOPSAIKE.

3.4 lMNepecbinka Ana KOppekuMm u ooHOBNEeHNA aapecoB

IMojepKa MEpeCchUTKH Yallle BCEro TpedyeTcs AJsi KOHCOMUIAIUU aJPEeCcOB M YIPOIICHHS aJpecallid B CETH MPEANPUATHS
(WM IPUMEHUTENBHO K TAKOW CETH) M peke JUIsl ClydaeB M3MeHeHHs aapecoB. [lepecbuika 0e3 yBeAOMIICHUS OTIPABUTEINS
(Silent forwarding) B nesnsix obecneyeHus: 6€30MaCHOCTH WM MHBIX 1I€JISIX BEChMa pacrpocTpaHeHa cerojins B Internet.
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B 00oWxX MepednciIeHHBIX CIyYasx MPUXOIUTCSA pemaTh BOMPOC COKPBHITHS WHPOpMamuu (B HEKOTOPHIX CIy4asx —
0€30MaCHOCTH) — CIIEAYET JIN IMOKa3bIBaTh OTIIPABUTEIIO JAHHBIC O MTEPECHUIKE MOYTHL. DTO MOKET OBITH 0c000 BaYKHBIM, KOTIa
KOHEUYHBIH aJpecaT MPOCTO HEAOCTYIeH [uid oTnpaButes. ClieqoBaTeIbHO, MEXaHW3M TIePECHUIKH, OMMCAHHBINA B maparpade
3.2 pabotsl RFC 821 1 ocobeHHO cTpoKH OTKIMKOB 251 (ckoppekTupoBaHHbIHN nory4datens) U 551 (komanga RCPT) momxHb
OCTOPOKHO OLIEHUBATHLCS MPH pa3paboTKe U, KOT/ia 3TO BO3MOXKHO, [IPU HACTPOIKe KOH(UTYypaIiu CUCTEMBI.
B wactHOCTH:
CepBep MOKeT IepechlUiaTh COOOIICHHS, KOTJa €My HM3BECTHO 00 M3MEHEHUH anpeca. [Ipu Takoil mepechUIKe cepBep
MOKeT TIPEIOCTABIIATh CBEICHHUS O CMEHE ajpeca ¢ KoJAOM 251 WM «IOo-THXOMY» MepechUIaTh COOOIICHUE, BO3BpAIlas
kox 250. Ilpu ucnonb3oBaHny Koda 251 HeZOMyCTHMO IpEAIojararh, YTO KIMEHT OyJeT OOHOBIISITH MH(pOpPMaIHio 00
ajipece Mmorydyaressi Ha OCHOBE IIPUHATOTO OT cepBepa OTKIIMKA.
CepBep MOKeT OTBEPTHYThH WU «3aBEPHYTH» COOOIIEHMsI, KOTJa X HEBO3MOXKHO JOCTaBHUTH MO YKa3aHHOMY anpecy. B
TaKAX CIy4asxX CepBep MOKET COOOIUTh O CMEHE aapeca B OTKIMKEe 551 WM OTBEprHYTh COOOIIEHHE Kak
HejocTaBisieMoe ¢ KomoM 550 0e3 MOmMONHUTENbHBIX cBeaeHWi. [lpm wmcmonp3oBaHMEM Koma 551 HegomycTHMO
Mpeamnoiararb, 4YT0 OTHpPABUTENs OyAeT OOHOBIATH ajpec Ha OCHOBE IONYYEHHBIX CBEACHWH WM IOBOIUTH 3Ty
WH(OPMALIHIO 0 ITOJIE30BATENS.
Peanuzaumsim cepsepoB SMTP, mnoanepxuBaronM OTKIMKA ¢ Koxamu 251 w/mnm 551, HacTOSTEIBHO PEKOMEHIYETCs
obecrieunBaTh KOH(MUTYpALMOHHBIH MEXaHH3M, MO3BOJISIONIMHA OTKIIOYUTH JONOJHUTEIBbHYI0 HMH(POPMAIMIO ISl CalTOB,
KOTOPBIC MOTYT UCIIOJIb30BaTh €€ HeXKEIATSIbHBIM CIIOCOO0M.

3.5 OTnapgoyHble KOMaHAbI
3.5.1 O630p

IIporokon SMTP obecneunBaeT KOMaHIBI IJIsi HMPOBEPKHA HMEH MOJIH30BATENICH WM IONyYCHHS COACPKUMOTO CITHCKOB
pacceuiok. Takue onepanuu ocyiiecTBisitores ¢ noMoiupio komana VREY u EXPN, kotopble mosyyaroT TEKCTOBBIE CTPOKH B
KadecTBe apryMeHToB. Peanmsanusm caenyer moxnepskuBats koManasl VRFY n EXPN (0coGeHHOCTH UCTIONB30BaHHUS STHX
KOMaH]I pacCMOTpeHHI B maparpadax 3.5.2 u 7.3).
s komauael VRFY mapamerpom sBIISIETCS UMSI TIOJIB30BATEINSA, K KOTOPOMY MOXET J00aBIIATHCS JOMEHHOE UM (CM. HHUXKE).
[Ipu moxy4eHun HOpMaTbHOTO OTKIHMKA (K04 250) Takod OTKIIMK MO:KeT BKIIIOYATH IOJIHOE MMS TOJH30BATENS H I0JIAKEH
BKJIIOYATH Ha3BaHHME MOYTOBOTO SMIMKA. TEKCT OTKIINKA AOJIZKEH MCTION30BaTh OAHY U3 JBYX BO3ZMOXKHBIX (POpM:

User Name <local-part@domain>

local-part@domain
Korma ums, ykazanHoe B komaniae VRFY moker waeHTHGUIMPOBATH 0o0Jjice OMHOrO MOYTOBOIO SIHKA, CEPBEP MOKET
OTMETUTh HCEOJHO3HAYHOCTL WJIM MPCAJIOKHUTH B OTKIIMKEC HECKOJBLKO BapHUaHTOB. NubiMu CJIOBaMH, B TaKuX ClIy4dasx

BO3MOJKHBI JIOOBIE U3 NIEPEUUCICHHBIX BAPUAHTOB OTKIMKa Ha KoMaHay VRFY:
553 User ambiguous

W
553- Ambiguous; Possibilities are
553-Joe Smith <jsmith@foo.com>
553-Harry Smith <hsmith@foo.com>
553 Melvin Smith <dweep@foo.com>
150)071

553-Ambiguous; Possibilities

553- <jsmith@foo.com>

553- <hsmith@foo.com>

553 <dweep@foo.com>
[Ipy HOpMayBHBIX YCIOBUSIX KJIMEHTY, MOJIyYMBLIEMY OTKJIMK 553, cieayer AOBeCTH 3Ty MH(GOPMAIHMIO 0 I0Jb30BaTEIs.
Hcnonp3oBanye NpUBEICHHBIX 3/1eCh (JOPM M KIIFOUEBBIX CIIOB User ambiguous (IOJIb30BaTelisi HE ONPENESUTh OJHO3HAYHO)
nim ambiguous (HEOIHO3HAYHOCTB), BO3MOXKHO JIOIIOJHEHHBIX PACIIMPEHHBIMH KOJAaMH OTKJIMKa (THIAa PacCMOTPEHHBIX B
pabore [34]), nomoraeT npyu HeoOXOJMMOCTH 00ecTIeunBaTh aBTOMAaTHUECKU ITEpeBO/] Ha ApyTHe S3bIKH. KIIMEHTHI ¢ BHICOKUM
YPOBHEM aBTOMAaTH3alMH U MOJAEPIKKOI IPYTHX SI3IKOB MOTYT IOIBITAThCA MEPEBECTH OTKIMK, BO3BPATUTH MOJIB30BATEIIO
HECTaHapTHYIO WHAWKAIMIO WU MPENPHHATh HEKOTOPhIE aBTOMATHUECKHE ONIepaniyl TUIA OOpaIIeHHs K CITyKO0e KaTaloros
JUIA NOJMY4YEHHUs NOTOIHUTENBHBIX JAHHBIX I€pe]l BO3BPATOM OTKIIHMKA ITOJIb30BATENIO.
s xomauner EXPN cTpoka mapamMeTpoB HACHTUGHUIHUPYET CIHCOK PACCBUIKHM M IPH YCIIEIITHOM BBIIIOJHEHWH KOMAaHIBI
BO3BpaaeTcst OTKIMK 250, KOTOPBI MOKeT BKIIOYaTh MHOTOCTPOUYHBINA CIIMCOK MOJIh30BATEINIEH CITUCKA U M0JI2KeH BKIIOYATh
VMMEHA MTOYTOBBIX SIIUKOB M3 CIIUCKA.
Ha HekoTophIx XocTax pa3inyus MEXIYy CIHCKaMH PacChUIOK M IICEBJIOHUMAaMH BBIPaKEHBI BeChbMa Ci1abo0, IMOCKOJIBKY 00a
TUIA 3allUCel MOTYT COXPaHATHCS B €IMHOM CTPYKType NaHHBIX M MOTYT CYIIECTBOBaTh CIIMCKH PACCBUIOK, COAEpIKaIliue
€IUHCTBEHHBIN anpec. Ecnu naercs 3anpoc Ha npumeHeHre koManasl VREY k cniMcky pacchbulOK, TO3UTUBHBIA OTKJIMK MOYKET
OBITH BO3BpAIlCH, €CIIM HANPABJIEHHOE IO a/Ipecy CIIMCKa COOOLIEHHE MOXET OBITh JIOCTAaBICHO KOMY-JIHOO M3 CIIHCKA, B
OCTaJILHBIX CIIyYasiX cJiefyeT BO3BpallaTh cooduienne o6 ommdke (Hampumep, otkiauk 550 That is a mailing list, not a User —
«3TO CHMCOK PacChUIKH, a He monb3oBaresby Wi 252 Unable to verify members of mailing list «HeBO3MOKHO NPOBEPHUTH
WICHOB CNHCKa»). Ecnu memaercst 3ampoc MMEHH MOJB30BATeNsl U3 CIHCKA, CEPBEP MOKET JaBaTh MO3WTHBHBIA OTKIHK,
COJep KAIINIA CITMCOK M3 OJHOTO UMEHH, MM coobmienne o6 ommbke (Hampumep, 550 That is a user name, not a mailing list —
«3TO UM TOJIL30BATENIS, @ HE CIIMCOK PACCBUIKIY).
[Ipu ycnemrHoM BBITIOMHEHHH BO3BPAIIAETCs MHOTOCTPOYHBIH OTKIMK (0ObruHBIN mmst EXPN), comepkamuii uMs OTHOTO
MIOYTOBOTO AMIMKA B KaX10M cTpoke. CUTyaluy ¢ HEOJHO3HAYHBIMU 3aIIPOCAMHU OBLIN PACCMOTPEHBI BBIIIIE.
Tepmun User name (MMs HOJB30BaTeNs) SABISAETCA HEIOCTATOYHO UYETKUM M JOJDKEH MCIIOIB30BaThCA OCMOTPUTENBHO.
Peamuzanun xkomann VREFY u EXPN moJkHBI, 0 KpaliHEH Mepe, Pacllo3HaBaTh JIOKAJIbHBIC IIOYTOBBIE SUIUKU KaK MUMEHA
nonb3oBareneii. OnHako B cetu Internet 3adacTyro OJMH XOCT OOCIY)KMBA€T IOYTY MAJsl MHOXECTBA JIOMEHOB, XOCTaM
(ocobeHHO TEM, KOTOpble pabOTarOT € pa3HBIMH JIOMEHAMH) cJeayeT oOecreuynBaTh Takylo (yHKIMOHAIBHOCTh U
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BocipuHUMaTh (opmy local-part@domain kak WM IOJB30BATENsd; XOCTHI TAaKKE MOIYT pACIO3HABaTh KaK «HMMEHa
M0JIB30BATENEN» CTPOKH JPYTUX TUIIOB.

Crnygail OJy4eHHsS WMEH IOYTOBBIX SAIIMKOB M3 CHHCKA PACCBHUIOK TpeOyeT MHOTOCTPOUYHBIX OTKJIMKOB THIIA IPHBEICHHOTO
Hmxe (C — KITMeHT, S — cepBep; npum. nepea.):

EXPN Example-People

250-Jon Postel <Postel@isi.edu>

250-Fred Fonebone <Fonebone@physics.foo-u.edu>

250 Sam Q. Smith <SQSmith@specific.generic.com>

0 n n

UJIU
C: EXPN Executive-Washroom-List
S: 550 Access Denied to You.

CumBoinbHast ctpoka aprymeHToB VRFY u EXPN He MOXeT ObITh OMOJHUTEIHHO OTPAaHUYCHA BCICICTBUE PA3IHUUHBIX
KOHLIETIUMH HMMEH IOJb30BaTelied M MOYTOBBIX SIIMKOB B Pa3HbIX pealu3alusax. B HEKOTOPHIX CHCTEMax apryMeHTOM
komaHnel EXPN moxer ObITh uMs (paiina, comepikaliero CIuCOK PacChUTKU, HO 3]I€Ch OISITh HMPUXOJUTCS CTAIKHBATBHCS C
Pa3IMYHBIMU KOHICTIUAMU UMEHOBaHUS (aitnoB B Internet. OTMETHM Takke, 4TO B CHIIy UCTOPHYCCKHUX IPUYMH BapUAIHU
BO3BPALLAEMBIX 3TUMH KOMaHAAMM OTKJIMKOB JOCTAaTOYHO BEJHMKH W BBINOJHATH MHTEPHPETALUIO OTKIMKOB CJiedyeT OYEHb
OCTOPOXHO U TOJBKO B LIEJSAX TUATHOCTHKU.

3.5.2 HopmanbHblie omknuku VRFY

Korma Bo3Bpainaetcs HopManbHbId (kox 2yz wiau 551) B pesynbrate 3ampoca VRFY win EXPN, oTKIMK 0OBIYHO BKIIHOYAET
HMs [IOYTOBOTO SMIMKA, T. €., JOJKHA IPUCYTCTBOBATh 3amuch Bupa <local-part@domain>, rae domain sBIsIETCS MOTHBIM
(fully qualified) nomeHHbIM MMeHeM. B cuTyanmsx, HCKIIIOYAIOMIMX HapylIeHne TpeOOBaHMH TaHHOW crienn(pUKanul, MOKeT
TEKCTOBAasl CTPOKa NMPOM3BOJILHON (hopmbl. [yt obyierdeHust aHann3a W pasJeiieHUus] UMEHH IIOYTOBOTO SIIIMKA W JaHHBIX
yenmoBeKa (WM KOMITAHWH) aJpec CJIeayeT BBIBOAWUTH B YIJTIOBEIX cKoOkax. IIpm Bo3Bpare ampecoB (a HEMPOU3BOJIBEHOU
TekcToBO# cTpoku) koMaHAsl EXPN u VRFY mosukHBI BO3BpamaTh TOIBKO KOPPEKTHRIC 3HAUCHHS JOMEHHOM 9acTH aapeca,
KOTOpBIE MOXKHO HCTONb30BaTh B komaHAe RCPT. CrnenoBaTensHO, eciad apec MOApa3yMeBaeT IOCTaBKY IMPOrpaMMe HIId
JIpYTOH CUCTEME, AOJIKHO YKa3bIBATHCS MMS IOYTOBOTO SIITMKA, MCIONB3YEeMOro I JOCTymla K aapecary. Bos3mpar myter
(stBHBIE MapmIpyTHI source route) st komasa VREFY u EXPN venomyctum.

Peanuzanusam cepBepoB ciexyer mnozanepkuBatk o0e komanael VRFY u EXPN. B Ilensx 0e30macHOCTH MOKeET
o0ecreunBaThCsl JIOKajlbHasi BO3MOXKHOCTh OTKJIIOYMTH 3TH KOMaHJbI C MOMOIIBI0 KOH(UTrypannoHHbIX mapamerpoB. Korna
9TH KOMaH/Ibl ITOJUIEPXKHUBAIOTCA, HE TpeOyeTcsi paboTaTh Yyepe3 TPaHCISATOPbI IPH pa3pelieHHON TpaHcisiuuy. [lockonbky o6e
9TH KOMaH bl ObUTH HeoOsi3aTesabHbIME B crieridukanny RFC 821, oHn 10/KHBI OBITh YKa3aHbI KaK paclIipeHHs CepBUCa B
orkiuke EHLO (ecmu koMaHIBI TOIICPKUBAIOTCS ).

3.5.3 3HayeHuss omknukoe npu ycnewHom 3asepweHuu VRFY unu EXPN

s cepBepoB HeaomycTHM Bo3BpaT oTKIMKOB 250 ma komanmsl VRFY un EXPN, moka ampec peanpHO HE mpoBepeH. B
YaCTHOCTH, JUIS CepBepa HEXOMYyCTUMO BO3Bpamiath koj 250, eciiu ero JACHCTBHUS OrPaHHYHIIUCH HMPOBEPKO KOPPEKTHOCTH
CHHTaKcuca. B Takux ciydasx ciexyer Bo3spamiath koj 502 (komanaa He peann3oBana) win 500 (CHHTaKcHYecKas OninoKa,
KOMaH/sia He pacrnio3Hana). Kak Obu1o yKkazaHo, peanu3anusi (B CMbICIE IPOBEPKU aJpECcOB U BO3BpaTa MH(OpMaLnK) KOMaH[
VRFY u EXPN nacrositenbHo pekoMenayetcs. CienoBaTelibHO, peanu3aiuu, Bo3pariatomue kog S00 nau 502 111 koMaH bl
VRFY He SBISIOTCS MONHOCTHIO COBMECTUMBIMU C TAHHOH crielM(UKAIUCH.

CyILIEeCTBYIOT CHTYalldH, KOTJa aapec MPEICTABISACTCS KOPPEKTHHIM HO HE MOXET OBITh MPOBEPEH B pealbHOM MacmTade
BpEMEHHU (B YaCTHOCTH, KOTZIA CEpBEp HCIIONB3YyeTcs MpH OOMEHE MOYTOH IUIs OPYroro cepBepa Wi AoMeHa). «Bummmas
KOppeKTHOCTB» (Apparent validity) B Takux ciay4asx OyIOeT BKIIOYATH IO KpaifHEH Mepe MPOBEpPKY CHHTAKCHCA, M MOXKET
TaKXKe BKIIIOYATh MPOBEPKY BO3MOXKHOCTH TPAHCILIINM Ui YKa3aHHOTO ajpeca. B Takux ciydasx cjiexyeT BO3BpaIlaTh KOI
252. Ot cutyanuu cBszaHbl ¢ Bompocamu npoBepkd RCPT, paccmoTpeHHbIMH B maparpade 2.1. AHAJOTHYHO CUTYallWH,
ormcanHoil B 3.4, koael 251 u 551 moryt ucnone3oBatbes it komann VRFY u EXPN, uroGsl mokas3ath agpeca, KOTOPBIE
pacro3HaHbl, HO OYTa I HUX OyJeT MepechlIaThes MM Oblla BO3BpalleHa. Peamm3anusM B o0mmeM ciydae cjiaeayer ObITh
0oJiee JKECTKUMH B BONPOCAx MpoBepku aapecoB it ciydas VRFEY, nexenu mis komanasl RCPT, maxe ecnu 3to Oymer
3aHMMAaTh HEMHOTO OOJIbIIIC BPEMEHHU.

3.5.4 Cemanmuka u ucnonb3ogaHue EXPN

Komanma EXPN 3agacTyio OueHb MOJIe3HA s OTIAAKH WM TOWCKAa IpoOJeM, CBS3aHHBIX CO CHHCKAMH DPACCBUIOK U
NICEBIOHUMAaMK KO MHOXeCTBY ajpecoB (multiple-target-address alias). HekoTopble cucTeMbl MBITAIOTCS UCIIOIb30BATh MOUCK
OTIpAaBHUTEIISl B CIIUCKE PACCHUIKK JUIS MPEJOTBPALICHHs NyOauKaToB. PacnpocTpaHeHHe CHCTEMBbI MICEBJOHHMOB C TOYTON B
Internet st xoctoB (06614HO 3amucu MX u CNAME Ha cepBepax DNS), mo4TOBBIX AIIUKOB (pa3aMyHBIC THUIIBI JOKAIBHBIX
NICEBJIOHMMOB XOCTa) W B pa3IM4YHBIX Proxy-CUCTEMax JeJlaeT IOYTH HEBO3MOXHOW CTPATEeruio COIJIACOBAHHOIO
HCII0JIb30BaHUA IMCEBAOHUMOB U MOYTOBBIM CUCTEMAaM HE CJICAYET MbITATHCA PCIINTDL OTY 3a/iavdy.

3.6 [loMeHbI
[pu ucnonb3oBaHuu goMeHHbIX UMeH B SMTP nomyckatorest Tonbko npeodpazyemsie (resolvable), mosHbie JOMEHHbIE HMEHA
(FQDN). HUnbMu croBaMH, JOMYCTUMBI UMEHA, KOTopble BKIO4YeHHl B 3amucy MX RR mmu A RR (cm. rmaBy 5), a takxke
umeHa, ykaszanHele B 3amucsix CNAME RR cepsepoB nmen (DNS). HemomycTuMo uCrosib30BaHHE JIOKAIBHBIX MMEH U
HETIOJIHBIX JJOMEHHBIX UMeH. OJTHAKO CYLIECTBYIOT JBa UCKIOUeHUs U3 npaBuil FQDN:
Homennoe mms B komanne EHLO moskHO OBITE OCHOBHBIM MMEHeM xocTa (primary host name — JoMeHHOE WM,
BKITFOYCHHOE B 3armiuch A RR) mimm, ecii XocT He MMeeT UMEHH, - «JIOCIOBHBIM) alpecoM B cooTBeTcTBHH C 4.1.1.1.
3ape3epBUpPOBaHHOE MMs TIOYTOBOTO SIIHKA postmaster Mo>KeT ucmoiib3oBatbesi B koManne RCPT 6e3 ykasanus momeHa
(cm. maparpad 4.1.1.3) 1 1OMKHO BOCTIPHHIMATHCS CEPBEPOM.
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3.7 TpaHcnauus

HocrymHocts 3amuceit MX (Mail exchanger) B DNS [22, 27] u3z6aBisieT 0T HCOOXOIUMOCTH UCIIONB30BaHUS SBHO 3aJaHHBIX
MapHIpyToOB B ouToBOH cucteme Internet. C sBHOW MapipyTu3anueil mouTsl CBI3aHO MHOXKECTBO MPOOIIEM, JIENAIONINX TaKoe
HCIIOJIb30BAaHUE COBEPIIEHHO HexenaTenbHbIM. Kimentam SMTP He ciienyeT reHepupoBaTh sIBHBIE MapIIPyTHI Source route 3a
HCKII0YeHNeM 0co0bIx cutyannii. CepBepsl SMTP MoOryT oTka3piBaTh B TPAHCISAILMH WIM HE BOCIPHHUMATH COOOIICHHUS B
yYKa3aHHBIM OTIpaBuTeneM MaprmpyrtoMm. OOHapyXUB MapmIpyTHYI0 HHpopMalro, cepsep SMTP MoxeT urHOpHUpOBaTh ee u
IIPOCTO TepeciaTh MOYTy KOHEYHOMY ajpecaTy, yKa3aHHOMY B IOCJIEAHEM 3JIEMEHTE 3aJaHHOrO MapuipyTa (cepBepam
cjaeayeT IOCTyNaTh HMEHHO Tak). BerpedaroTes ciydan HEKOPPEKTHOTO HCIIOIb30BaHUS UMEH afpecaToB, OTCYTCTBYIOLINX B
3anucax DNS ¢ ucnonp3zoBaHueM peoOpa3oBaHKs MMEH Ha MPOMEXYTOUYHBIX XOCTaX, YKAa3aHHBIX B MapIIpyTe source route.
[Ipy noBpexneHWn 3aJaHHOTO MapuIpyTa B TaKMX CIyd4asX BO3HHKalOT NpoOiembl. CyIIecTByeT HECKOJIBKO IPHYHMH, MO
KOTOpBIM A5 kiueHToB SMTP HemomycTnma resepanuss HEKOPPEKTHBIX MapLIpyTOB SOUrce route WiM myTeil, 3aBUCSIIUX OT
HIOCJIE/IOBATENILHOTO MPEe00pa30BaHKs UMEH.

Koraa mapmpyTsl source route He UCTIONB3YIOTCS, Tpolece, onrcanublii B RFC 821 miis koHCTpynpoBaHust 00paTHOTO MyTH U3
MIPSIMOT0, HEMPHUMEHHUM M OOpaTHBIH Iy Th BO BpeMsI JOCTABKHU OYJET MPOCTO apecoM, yKa3aHHBIM B KomaHae MAIL.
Tpancnupyronmii cepeep SMTP 00bruHO onpenesnsiercs u3 3anucu MX U He SIBISETCS CUCTEMOI OKOHYATEIbHOM JOCTAaBKU
moytsl. Takoil cepBep MOXET NPUHMMATh WJIM OTBEPraTh TPAHCISIIIMIO MOYTHI aHAJOTWYHO BOCIPHATHIO WINM OTKa3y JUIS
MTOYTHI JIOKAJIFHBIX ITTOJIB30BaTelNeil. Ecinm cepBep MPHHSIT TPaHCIIUIO, OT CTaHOBUTCS KiueHToM SMTP, opranu3ys kaHain
nepenadn crenyromemy cepsepy SMTP, ykazanHoMy B DNS (B COOTBETCTBHH C TpaBHIIaMH, ONHCAHHBIMHU B TIIaBe 5), U
nepesact eMy nouty. Eciiu cepsep oTBepraeT TpaHCISIMIO HOYTHI AJIsI KAKOT0-JIM00 ajpeca, eMy cJaedyeT BO3BpalaTh OTKINK
550.

CyIecTByeT MHOXECTBO KJIMEHTOB, IMEPEaroIluX MOYTYy (4acTO ATH K€ MPOrpaMMBbl CIIyKaT Uil IpueMa MOYTHl 110
npotokosry POP3 wiu IMAP), koropsie He 00€CleuMBAaIOT MOJHYI MOJICPKKY JaHHOW crenupukanuu (Hampumep,
MOJICPIKKA OYepeneil s MocieAyronield nepenaun). Jas TakuxX KIMEHTOB OOBIYHOM MPAKTUKOW SIBIISIETCS OpPraHU3aIUs
YaCTHOTO COTJIAILICHHS C CEPBEPOM JUISI OTIPABKU €My BCEH ITOUTHI C LIEJIbI0 Hocienyonel 00padotku u nocraBku. Kak 06110
ormeueHo Bbime, SMTP He sBisercs wuIeanbHBIM peIIEHWEM ISl TakuX 3aad W paboTa CHUCTEMBI OINpeneNsieTcs
CTaH/IapPTU30BaHHBIMU TIPOTOKOJIAMHU TPEJCTaBJICHHUSI IIOYTHI, KOTOPhIE MOTYT BpEMs OT BPEMEHH MEHSTHCS C Y4ETOM
peanbHOTO OIbITa. B 11060M citydae, 4acTHBIN XapakTep COMVIAIICHHS MEXILy CEpBEPOM M KIMEHTaMH BBIBOAUT 3TOT BOIPOC 3a
TIPeAENbl JAaHHOHN criennpUKAILIH.

BaxxHo otmeTuth, uto 3amucu MX MOTyT yKa3bsiBaTh Ha cepBepbl SMTP, KoTophie JEHCTBYIOT Kak IIIIO3EI B IPYTHE CPEIIB, a
HE TOJIBKO BBITIOJHSIOT TPAHCIALUIO M OKOHYATEIBHBIN IpreM modTsl (cM. maparpad 3.8 u rmasy 5).

Ecmu cepep SMTP npunsut Ha ce0s 3a1ady TpaHCISIIUY MTOYTHI M O3[HEE OOHAPYKHII, UTO MOTy4aTeIb YKa3aH HEKOPPEKTHO
WM TIOYTY HEBO3MOXKHO JOCTaBHUTh 110 KAKMM-IIHOO0 IPUUUHAM, ITOT CEPBEP AO0JIZKEH CO3/1aTh YBEJOMICHUE O HEBO3MOKHOCTH
noctaBkd mouThl (undeliverable mail) u mepeciaTh ero OTIPABUTENIO HEJOCTABICHHOIO COOOIICHHUS, YKa3aHHOMY B 00paTHOM
nytu. [y yBeoMiIeHus ciaenyeT (10 BO3MOXHOCTH) MCIIOJIB30BaTh CTaHAapTHBIC (hopMaTs (cM., Hanpumep [24, 25]).

OTO0 yBeIOMJIEHHE JODKHO TMochbuiaTthesi cepBepoM SMTP ¢ xocTa-TpaHcnATOpa WIH XOCTa, KOTOPBIH OOHapyXHI
HEBO3MOXHOCTb 0cTaBKkU. EcrecTBeHHO, uTO 1151 cepBepoB SMTP HegomycTnma oTnpaBka yBeIOMICHUH O HEBO3MOXHOCTHU
JIOCTaBKH YBEIOMJIEHHH (O HEBO3MOXHOCTH JOCTaBKM 1MouThl). OZHUM U3 CIIOCOOOB NPEIOTBPAILEHHS TEeTeb PU Mepeaade
coo01eHni 00 ommnoOKax sIBISIETCS] HCIOIBb30BaHUe IycTol CTpoku obparHoro myTtH (null reverse-path) B komanne MAIL npu
mepenade yBemomuieHus. [lpm mepemade Takoro COOOMIEHHS CTPOKa OOpaTHOTO IMYTH A0JKHA OBITh myctod — null (oM.
naparpad 4.5.5). Komanga MAIL ¢ mycTeiM 00paTHBIM IIyTeM uMeeT Bua: MATL FROM: <>

Kak obcyxnanocs B maparpade 2.4.1, tpancmatop SMTP He 00s3aH mpoBepsiTe W 00pabaThIBaTh 3arojOBKH U TEJIO
TPaHCIMPYEMbIX COOOLICHUH, a TakKe HeAOMYCTHMBI JIIOObIE JIEHCTBHUS MO OTHOIICHHIO K COOOLIEHHIO, 32 MCKIIOYEHUEM
nob6aBieHust K 3aroioBkKy ctpoku "Received:" (cM. maparpad 4.4) n (HeoOs3aTeNbHOI) NONBITKH OOHApYKEHHS MeTenb (CM.
6.2).

3.8 NouTtoBbIe WNo3bl

OmnucaHHBIE BBIIIE TPAHCIATOPHI padoTatoT B TpaHcnopTHOW cpexe Internet SMTP, oxnako 3ammcu MX u pasHsle (popmbl
SIBHOW MapIIpyTH3allid MOTYT IOTpPe0OBaTh MCIIOJIB30BaHMS IPOMEXYTOUHBIX cepBepoB SMTP, koropsie OyayT
obecrieunBaTh MpeoOpa3oBaHUE MOYTHI MEXIY Pa3IMYHBIMU TPAHCIIOPTHBIMU cucteMaMu. Kak OblIo oTMedeHo B maparpade
2.3.8, Takue cuctemsl, paboTaroIye Ha IPaHNIaX MEXITy IByMsl CHCTEMaMH TPAHCIIOPTHOTO CEPBHCA, HA3bIBAIOTCS LITIO3aMU
WJIM IOYTOBBIMU IIITI03aMHU (gateway, gateway SMTP).

[IInro30BaHUE TOYTHI MEXKAY Pa3IWYHBIMH IOYTOBBIMH cpefamu (pasHbele (JOpMAThl W MPOTOKOJIBI) SIBIAETCA CIOXKHOMN
3aja4eif, CTaHIapTU3aLM KOTOPOH Takxke HenpocTa. OQHAKO MOXKHO c(OpMyIUpOBaTh HEKUe TpeOoBaHMUS 0OIIero MIaHa Uil
LLUTF030B MEX 1y Internet U IpyrumMu no4YTOBBIMHU CPEAAMM.

3.8.1 Nonsi 3a2onoeka npu pabome co WIO30M

[Tonst 3aromoBka MOTYT OBITH IPH HEOOXOOMMOCTH IEPENHCaHbl KOTIJa COOOIIEHHE MEepelaeTcsl Yepe3 TPaHully MEXIy
MOYTOBBIMH cpeamu. HecmoTpst Ha npuBeneHHble B naparpade 2.4.1 3anpeTsl JoKalbHas 9acTh ajpeca MOIydaTelsi MOKET
OBITH M3MEHEHA [IUTI030M; AOITyCKAETCS TaKXKe MPOBEPKA COINEPKUMOTO MOUTHI.

Jpyrue mo4ToBBIe CHCTEMBI IIPH Iepenade coodbmieHnii B Internet 4acTo MCIONB3YIOT MOAMHOXKECTBO 3aroioBkoB RFC 822
WM 00€CTIeYNBAET MOX0XKYI0 (DYHKIIMOHAIBHOCTD C MCIOIb30BAaHUEM APYTOr0 CHHTAKCHCA, HO HEKOTOPBIE U3 TAKUX ITOYTOBBIX
CHCTEM He MMEIOT IKBUBaJIeHTa KOHBepToB SMTP. CrnenoBaTensHO, KOrga cOOOmIEeHHE MOKUAAET IMOYTOBYIO cpeny Internet,
MOXeET IT0Tpe0oBaThCsl BKIOYeHUe nHpopMmannu u3 kousepra SMTP B 3aronoBok coobuienuns. Bo3MoxHbIM perieHnem Oyaer
CO3/]aHMe HOBBIX MOJIeH 3arojioBKa ISl Iepenadyn MHpopManuu u3 KoHBeprta (Hanpumep, X-SMTP-MAIL: u X-SMTP-
RCPT:). Opnako Takoe peuieHHe MOTPeOyeT M3MEHEHWsl NOYTOBBIX MPOrpaMM B 4YYXKOHW Cpele U MOXET IPUBECTH K
pasrialieHUI0 YacTHOW nHpopManuu (cM. maparpad 7.2).
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3.8.2 Cmpoku Received: npu ucnosnb308aHuuU Wisir0308

IMpu nepecebuike coobienus B cpeny Internet uiam U3 Hee IUTIO3 A0JIZKeH BKJIIOUUTH B 3ar0JIOBOK CBOIO CTPOKY Received:, HO
HeJ0IyCcTHMO MEHATh cTpokH Received:, yxe uMmeromuecs B 3ar0JI0BKe.

Ions Received: coobuieHuit U3 4y>HUX cpejl MOIYT HE COOTBETCTBOBATh JaHHOM crenudukanuyu. OnHako Haubosee BaxXKHbIM
aCIIeKTOM HCIIONB30BaHMs cTpOoK Received: siBisieTcst quarHocTika cOOEB B MOYTOBOW CHCTEME M Takasl OTJIaJKa MOXKET OBITh
CHJIbHO OCJIOXKHEHA IITI03aMH, KOTOPBIE TIBITAIOTCS «HCIPaBUTh» CTpoku Received:. /IpyruM BaskHBIM acnieKToM 00pabOTKH
TPacCUPOBOYHEIX ToJeit 3 Apyrux (He SMTP) cpex siBisieTcs To, 94TO IS IPHHAMAIOIIEH CHCTEMBI HEAOIYCTHMO OTBEpPraTh
MIOYTY HA OCHOBE (hopMarTa MoJjiel TPaCCUPOBKH U CJIelyeT COXPaHATh MAKCUMYM 3J[PaBOMBICIIHS IIPH BCTPEUE ¢ HEOKHIaHHON
nHpopManuei win popMaTamMu MOJIEH TPACCHPOBKH.

[Iro3y cnemyeT yka3plBaTh CpeAy U MPOTOKOJI C IOMOIIBIO TOJIS via B cTpoke Received, co3aBaemMblil IITIO30M.

3.8.3 Adpecauus npu ucnosib308aHuUU WI1H0308

Co cropons! Internet muro3y cjeayeT BOCIPHHUMATL Bce KOPPEKTHBIE opMaThl ajpecoB B komanaax SMTP u 3aromoskax
RFC 822, a Taxke Bce koppekrHble coobmieHuss RFC 822. 'eHepmpyemple MUIIO30M aapeca M 3arojOBKH JAOJIKHBI
COOTBETCTBOBATH NMPUMEHUMBIM cTaHmaptaM Internet (Bkirodas manayto crerudukanuio u RFC 822). 11Imo361 MOoIIUHSAIOTCS
TEM JKe TpaBmiiaM 00paboTKH MapIIpyTOB source route, KOTOpPBIE OMUCaHHI B aparpade 3.3 mist qpyrux cucrem SMTP.

3.8.4 [lpyaue nossi 3a20/108K08 rpu UCMO/Ib308aHUU WITH0308

[Inro3 mossken obecreunBaTh COOTBETCTBUE TpeOoBaHUAM Internet Bcex Ioseil 3aroloBKOB B COOOIIEHUSX, TI€PelaBaeMbIX B
nouroByro cpeny Internet. B uactHocTH, Bce agpeca B momsax From:, To:, Cc: u T. I. JOKHBI IIpeoOpa3oBbIBaThcs (eciu
HYXHO) B COOTBETCTBHH ¢ cuHTakcucoM RFC 822, moKHBI yKa3plBaTh TOJIBKO ITOJIHBIE JOMEHHBIE UMEHA U JOJIKHBI OBITH
3¢ deKTHBHBI U MOJE3HBI MU Iepeladl OTKIHMKOB. AJITOPUTMY, HCIIONB3YeMOMY Ui IpeoOpa3oBaHus Mmoutsl Internet B
Ipyrue popMaTsl, ciaeayeT 00ecreduBaTh JOCTABKY COOOIIEHNH 00 OMMOKaX U3 Ty:KOH MOYTOBOM Cpesl IO IIyTH BO3BpaTa U3
koHBepTta SMTP, a He oTnpaBuTeNIO, yKa3aHHOMY B oste From: (wmu npyrux moisix) 3aronoBka RFC 822.

3.8.5 KoHeepmbi npu pabome co wJnro3amu

[Ipn mepecbuike cooOmieHui W3 npyrux cpen B Internet muro3y cieayer yCTaHaBIMBAaTh B KOHBEpTE ITyTh BO3BpaTa B
COOTBETCTBHH C aJIpecOM BO3Bpara cooOIIeHHH 00 OmMOKax, eciiy 3TOT ajpec MpeAocTaBisieTcs dykoi cpemod. Ecim B
‘JY)KOP'I Ccpeac HET 3KBUBAJICHTHOH KOHIICIIWH, IIIKO3 JOJUKCH YCTAHOBUTDH U UCIIOJB30BATHL HAWITyYIlIEe HpI/I6J'II/I)KeHI/Ie (az[pec
HCXOJHOTO OTTIPABHUTENS COOOIIEHHS TIPY OTCYTCTBUH APYTUX BAPHAHTOB).

3.9 Pa3pbIB ceaHCOB U COeAUHEHUN
Coenunenne SMTP paspeiBaercs npu nosyuenun oT kiaueHTa komanasl QUIT. Cepsep Bo3BpainaeT B OTBET Ha 3Ty KOMaHAY
TIO3UTHBHBIA OTKIIMK M 3aKPHIBAET COCIHEHHE.
Huist cepepoB SMTP HemomycTuMO NpeTHAMEPEHHO 3aKPBIBATH COCIMHEHMS 38 UCKIFOUEHUEM CIICIYIOMIINX CHTYaIlnii:
Homyuenne komaras! QUIT u oTkink Ha Hee ¢ kogoM 221.
Omnpenenenne HeoOxomumocTn oTkimodeHus (shut down) cepeuca SMTP u Bo3BpaT koma 421. Takol OTKIMK MOXKET
BBIIaBaThCS TOCIIE TONYYEHHUs CepBepoM 000 KOMaHAB! WiH (TP HEOOXOIMMOCTH) ACHHXPOHHO (HE3aBUCHMO OT
KOMaH[) B IIPEAIOI0KECHNH, YTO KIUEHT OyJeT MoaydaTh OTKIIMK IT0CIIE BBOJIA CIEIYFOMICH KOMaH/IBL.
B wactHOCTH, pa3phlB COENMHEHHS CEPBEPOM B OTBET Ha HEMOHATHYI0 KOMaHIy SBIISIETCS HapyIIeHHEM JaHHON
cnerdukanuu. OXUmaercs, 4To cepBepbl OyAyT TEPIUMbI K HEM3BECTHBIM KOMaHiaM, BO3Bpallas B OTBET Ha HUX kox 500 u
0XMJ1asl JAIbHEUIINX UHCTPYKIUN OT KIJIMEHTA.
Cepeepam SMTP, kotopsie oTkiroyarotes (shut down) myTem BHENIHEro BO3ICHCTBHS, CJEMXYET MBITATHCS MEpeaaTh KIUCHTY
CTpPOKY, comepikaryto kox 421, mo 3aBepureHus padbotsl. Kimuerr SMTP 00braHO Oyner nmonydars kon 421 mocie nepegayu
clielyIoniei KOMaH/Ibl.
Kmuenram SMTP, y3HaBmEM O 3aKpBITHH COEAWHEHHs, cOpoce WIM APYIHMX KOMMYHHKAIMOHHBIX COOSX BCIEICTBHE
HEKOHTPOJIHMPYEMBIX KIMEHTOM COOBITHH, IUIs OOECIeUeHHs YCTOWMYMBOCTH IIOYTOBOM CHCTEMBI cJieAyeT (3TO OTYacTd
MIPOTHUBOPEYUT JAHHOM CIeNU(PHUKANNN, HO B HEKOTOPBIX CIyYasX MPOCTO HEOOXOTUMO) TPAKTOBAThH IMOYTOBYIO TPaH3AKIIUIO
KaK IIPH [TOJyYeHUH OTKIHMKA 451 1 JeCTBOBAaTh B COOTBETCTBUH C ITHM.

3.10 NMouyTOoBbLIE CNUCKN U NCEeBAOHUMBbI

Xoctram SMTP caeayer moanep >kuBaTh Kak ICEBIOHUMEI, TaK U CIIHCKH TS 00€CIICUeHHsI TPYIIIOBOM paCCHUIKH COOOIICHHH.
Korma coobmenre OocTaBimseTcs WIA HEepeCchUTaeTCs MO0 KaXAOMY aJpecy W3 CIHCKa, aapec Bo3Bpara B koHBepre (MAIL
FROM:) mosxeH 3aMeHSTBhCA Ha ajpec aJMUHHUCTpaTropa cmucka. OQHAKO B TaKWX CIIydasX 3aroiloBOK cooOmeHws [32]
JOJIKEH COXPaHATHCS HEM3MEHHBIM; B YACTHOCTH, HE IOJDKHO MEHAThCA nose From.

OIHHM M3 BaXXHBIX CBOMCTB IIOYTOBOI CHCTEMBI SBJIAETCS MEXaHH3M JOCTaBKH OJHOTO COOOLIEHHS MHOXKECTBY apecaToB 3a
cuer mnpeoOpasoBanus (expanding wiu exploding) mnceBmo-azpeca B CHHCOK peajbHBIX ajpecoB mosydareneir. Kornma
coo0ILeHNe TIepejaeTcs 10 TAKOMY IICeB/I0-a/ipecy (MHOTr/Aa ero HasblBaloT exploder), Komust 3TOro cooOIIeHHs MepechuIacTCs
N0 KaXaoMy azapecy u3 crnucka. CepBepy cliefyeT MPOCTO HCIOJIb30BaTh ajgpeca M3 CIHMCKA, IPUMEHEHUE IBPUCTUKH WU
MIPOBEPKH COOTBETCTBUSl JUIS HWCKIIIOYEHHS HEKOTOPHIX aJpecoB (HANpHMEp, OTIPaBHUTENS HMCXOIHOTO COOOLIEHUS)
HacTOATENIFHO He pexkoMeHnyercs. bynem HaspiBath mncesno-aapeca crimckamu (list, mail list) wmm nceBponnmamu (alias) B
3aBUCHMOCTH OT CII0co0a MMoJIy4eHHs a[pecoB U3 CIIHCKA.

3.10.1 NMcesOOHUMBI

I[.HH npeo6pa303aHMa IMCEBAOHUMA MOYTOBasd MporpaMma-rnojaydareiib MpoCTo 3aMCHACT B 3ar0JIOBKE ICEBA0-aJIpeCa KaKIbIM
a)lpeCOM n3 CIIMCKa, coxpawm HCU3MCHHBIMHU OCTaIll:-HyIO qacCThb KOHBepTa U TCJI0 COOGLHGHI/IH. Hocne 3TOTrO0 COO6LLleHl/Iﬂ
JOCTABJISIKOTCA UIN HGpﬁCLIJ'IaIOTCH I10 BCEM aupecaM.
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3.10.2 Cnucku

IToutoBbie cnucku obecmneunBarT nepepacnpenenenue (redistribution), a He mnepecbuiky (forwarding) cooOmenuid. s
npeoOpa3oBaHusl CIKUCKA MOYTOBAs MPOrpaMMa-MoNydyarelb 3aMEHsET B KOHBEPTE ICEBA0-aIpeC PEalbHBIMH aapecamu M3
crnucka. AJpec BO3Bpara B KOHBEPTE 3aMEHSIETCS Ha ajpec aJMUHHCTPATOpa CIKcKa (He OTIPAaBUTENsI COOOIICHUS ), KOTOPBI
OOBIYHO KOHTPOJIHPYET COJAECPIKUMOE CITMCKOB U IOCTABKY.

4. Cneyugukayuu SMTP
4.1 KomaHgbl SMTP

4.1.1 CemaHmuka u cuUHmMakcuc KomaHo

Komanmer SMTP ompenenstor mepenady modtsl M (pyHKIWH, 3ampalidBaeMble IOJIb30BaTeleM. KoMaHIBI TPENCTaBISIOT
cO0OM TEKCTOBHIE CTPOKH, 3aBepIIarolIecs mociemoBarenbHOCThI0 <CRLF>. B komaHmax MoTyT comepikaThCsi OYKBEI
(JlaTUHMLBL - npuM. nepes.), OTAEIECHHbIE MPOOEIOM OT MapaMeTpoB. B IesIX MOBBIMICHUS YPOBHS MHTEPONEPaOEeIbHOCTH
noryyatenst SMTP nomkHBI OBITH TEpIHUMBI K TIpo0enaM mepe KOMaHA0H MM Tepe]] 3aBepIIaoniei oCIeJ0BaTeIbHOCTHIO
<CRLF>. CuHTaKkcuC JIOKaJbHOW YacTH MMEHHU IOYTOBOIO SIIMKA COOTBETCTBYET COIJIAIICHMSM HPUHHUMAIOIIETO caiiTa u
CHHTaKCHUCY, onucaHHoMy B maparpade 4.1.2. Komanasr SMTP o0cyxmaroTcst HIDKE, @ pACCMOTPEHHUIO OTKIUKOB MOCBSIIEH
naparpad 4.2.

IlouToBas TpaH3aKIUA BKIIOYACT HECKOJIBKO 06’beKTOB JaHHBIX, UCTIOJIb3YCMBIX B KAa4Y€CTBEC apIryMCHTOB pa3IMYHbIX KOMAaHI.
OO6partHslii myTHn (reverse-path) siBisercs aprymentoM komanasl MAIL, npsmoit mytu (forward-path) — aprymenrom RCPT, a
JaHHBIE — apryMeHToM KoMmaHabsl DATA. OTu apryMeHTsl WM OOBEKTHI JAHHBIX JOJDKHBI IIEpelaBaThCsl U COXPAHATHCS 110
3aBEpLICHHUs MpHeMa JaHHBIX, YKa3bIBAIOIINX OKOHYAHWE MOYTOBOM TpaH3akmuu. i KaXIOro Tuma JaHHBIX (IPSAMOH M
0o0OpaTHBIN MyTh W MTOYTOBEIC JAaHHBIC) MCIIONB3YIOTCA pa3inuyHble Oydepbl. KoHkpeTHas kKoMaHOa IPUBOIUT K JOOABICHHUIO
(append) uH(pOpMaIHIO B KOHEII COOTBETCTBYIOMIETO Oy(hepa MM MPUBOIUT K CO3TaHUIO OAHOTO MM HECKOIBKUX OYy(hepoB.
Hexoropeie komanasl (RSET, DATA, QUIT) He noaiepxuBatoT napaMeTpoB. B oTcyTcTBHE Crieliu(UUECKUX pacIIMpEeHU,
MIPEAJIaraéMbIX CEPBEPOM M IPUHUMAEMBIX KJIMEHTOM, A TOCICOHMX HEAONMyCTHMO I[IepelaBaTh MapaMeTpbl TaKHM
KOMaHZIaM, a CepBepy cJiedyeT OTBEpraTh KOMaHAbI KaK B CIydasX HEKOPPEKTHOTO CHHTaKCHCA.

4.1.1.1 PacwmpeHHoe npuBetcteme (EHLO) nnu cranpgaptHoe npusetcteme (HELO)

DT KOMaHIIbl UCHOJB3YIOTCS 1yisl npeacraBieHust SMTP-knuenta cepsepy SMTP. Ilose apryMeHTOB CONEPXKHUT MOJHOE
noMeHHoe uMms kiueHta SMTP, ecnu Takoe nMms cymecTByeT. B tex cmyuasx, xorma knueHT SMTP He mmeer 3Haummoro
JIOMEHHOTO MMEHH (Harpumep, IpH JUHAMHYECKOM BBIICICHUU aJPeCOB M HEJOCTYIIHOCTH OOpaTHOro mnpeoOpa3oBaHus),
KIIMEHTaM cJIeqyeT IepeaaBaTh JOCIOBHBIN anpec (cM. maparpad 4.1.3), 32 KOTOpBIM MOXET cie[0BaTh MH(GOPMAIMOHHOE
rojie, moMorarouniee WAeHTUGHUIMPOBaTh KiIMeHTCKylo cucreMy. Cepep SMTP mnpencrasisier ceOsi KIMEHTY B JaHHOM
COEIMHEHHUH C ITOMOIIBI0 OTKJIMKA Ha KOMaHy IPUBETCTBHS.

Kmuenram SMTP crnenyer HaumHath ceccnto SMTP ¢ momompio xomanasr EHLO. Ecnmu cepep SMTP momnep:xuBaet
pacmupenHsie cnyx0b61 SMTP, on Oyzer nmepenaBaTh MO3UTHBHBIA OTKIIHK, COOOIIEHHE 0 cO0e Wi cooOmeHne 00 OommoKe.
Ecmu cepeep SMTP (B Hapyuienne naHHO# cnenuduKanum) He MOJAEPKUBACT HUKAKOro pacmupenHoro cepuca SMTP, on
Oyner reHepupoBaTh B OTBeT coobmerne 00 ommubOke. Crapeie kimmeHTHI SMTP moryT (kak o00Cy>XAajaoch BBIIIE)
ncnons3oBate komanay HELO (B coorBerctBum ¢ RFC 821) B3amen EHLO, cepBepbl AOKHBI TOIIEPKUBATH KOMAH/BI
HELO u naBath Ha HUX NIPaBUIBHBIA OTKJIMK. B 000M citydae KineHT qoJKeH ucnoib3oBark komanay HELO wmu EHLO no
Hayajla II0OYTOBOU TPAaH3aAKLMUHU.

Otu komaHzbel ¥ OoTKIUKM 250 OK Ha HUX HOATBEPXKIAIOT, 4TO KIMEHT u cepBep SMTP Haxomar B HauanbHOM CTaguu, B
KOTOPOI HET BHINOJHIEMBIX TPAaH3aKIMIi, a Bce TabaMIbl cocTosiHUS 1 Oydepa emie mycrole.

CUHTaKCHC:
ehlo = "EHLO" SP Domain CRLF
helo = "HELO" SP Domain CRLF

O6praHO B oTBeT Ha KoMaHay EHLO Bo3BpamaeTcst MHOTOCTPOYHBIN OTKIIHK, KaXKas CTPOKAa KOTOPOTO COAEPIKUT KITFOYEBOE
CJIOBO M MOXXET BKJIFOUaTh OAWH WJIM HECKOJBKO MapaMeTpoB. B cooTBeTcTBHM ¢ TPpeOOBAaHUAMH K HOPMAJIBHOMY CHHTAKCHCY
MHOTOCTPOYHBIX OTKIIMKOB KJIFOUEBBIE CIIOBa CIEAYIOT Tmocie koma 250 u medwuca (Uit BceX CTPOK, KpOME TOCIETHEH) Mn
npobena (B mocienHelr cTpoke). Huke mpuBeieH NMpuMep MO3UTHBHOTO OTKJIMKA ¢ HMCTHOJb30BaHHMeM HoTarmu ABNF u
CHUMBOJIOB 3aBepIieHus [8]:

ehlo-ok-rsp = ( "250" domain [ SP ehlo-greet ] CRLF )

/ ( "250-" domain [ SP ehlo-greet ] CRLF

*( "250-" ehlo-line CRLF )
"250" SP ehlo-line CRLEF )

ehlo-greet = 1*(%d0-9 / %d11-12 / %d14-127)

; CTpOKa CMMBOJIOB, He comepxamas CR wmmm LF
ehlo-1line = ehlo-keyword *( SP ehlo-param )
ehlo-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")

; IOIOJIHUTEJNbHEM CcHHTakcuc ehlo-params B 3aBucuMocTy oT ehlo-keyword
ehlo-param = 1*(%d33-127)

; JuoBOEHE CMMBOJIEL, BKJIouas <SP> u ynpamigomme xonsl US-ASCII (0-31)
Xots B komanae EHLO M0HO HCIIOJIb30BaTh JIO0YI0 KOMOWHAIMIO CTPOYHBIX U MPOIKMCHBIX OYKB, KOMaH/a BCEera M0JIKHA
pacrio3HaBatbesl U oOpadarteiBaThest Kak EHLO (3ariaBHble OyKBBI) — 3TO IPOCTO pacIIMpEeHHe MPaKTHKH, ykazanHoid B RFC
821 u maparpade 2.4.1.

4.1.1.2 Havano TpaH3akuum (MAIL)
OTa KOMaHAa CIYKHUT IJIsl HHUIMUPOBAHUS ITOYTOBON TPAH3aKIMH, B KOTOPOH IOYTOBBIC JAAHHBIE JOCTABISIOTCS HA CEpPBEP
SMTP, koTOpbIiA, B CBOIO O4Yepeb, JOCTABISLET MOYTY B OJMH WM HECKOIBKO MOYTOBBIX SIIUKOB FITH TEPENacT €e OPyTou
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ITOYTOBOI cucTeMe (BO3MOXHO, ¢ mcmoib3oBanneM SMTP). Ilome aprymMeHTOB comep:kuT OOpaTHBIN myTh (reverse-path) u
MOJKET BKJIFOUATh JIOTIOJHUTENBHBIE apaMeTpsl. B obmem ciydae komanga MAIL mMoxkeT mepenaBaThCsl TOIBKO B CIydasx
OTCYTCTBUS HE3aBEPILIEHHBIX IIOYTOBBIX TpaH3akuui (cM. maparpad 4.1.4).
OOpaTHbI MyTh yKa3bIBa€T IOYTOBBINM SIIUK OTHPABUTENA. B CHIy HCTOPHYECKMX NPHUYMH IOYTOBOMY SIIIUKY MOXKET
MIPEAIIECTBOBATh CIMCOK XOCTOB, HO Takas IpakTWKa B HacTosee BpeMs ocyxnaercs (cM. Ilpmnoxkenue C). B HekoTopbIx
TUIIax COO6LI.[CHHI>II-OT‘16TOB, OTKJIMKHM Ha KOTOPBIC MOTYT IMOPOXKAATh ICTIN (Haan/lMep, YBEAOMJICHHUA O OOCTAaBKE WU
HEBO3MOYKHOCTH JIOCTaBKH) TI0JIe 00paTHOTO MyTH SBJSIETCS MyCThIM (cM. maparpad 3.7).
Ota koMmaHza ouuninaer Oydepbl 00paTHOrO MyTH, MPSIMOTO IIYTH M NOYTOBBIX JAHHBIX, & TAKXKE MOMeNaeT HHPOPMAIHIO U3
KOMaHIHOW CTpPOKH B Oydep 00paTHOTO MyTH.
Ecnu cornmacoBaHo MCIIONB30BaHKUE PAaCIIMPEHHOT0 cepBuca, komanaa MAIL MoxeT conepikaTh JOTIOJIHUTENILHBIE TapaMeTphl.
CuHrakcuc:

"MAIL FROM:" ("<>" / Reverse-Path) [SP Mail-parameters] CRLF

4.1.1.3 Nony4artenb (RCPT)
3Ta KOMaHaa CIIYXUT U1 I/IJIGHTI/I(I)I/IKaLII/II/I OTACIBHOI'0 IOJYYaTelid MOYTOBBIX OJaHHBIX; IIPpU H606XOZ[I/IMOCTI/I 3a1aThb
MHOXECTBO MOJyyaTesled KOMaH/1a MOBTOPSIETCSI COOTBETCTBYIOLIEe YUCIIO pas. [losie apryMeHTOB COAEPKUT MPSMOM MyTh U
MOXKET BKJIFOUATh JAOIMOJHUTEIbHBIE TAPAMETPHI.
[IpsiMo¥t myTh OOBIYHO YyKa3bIBACT IOYTOBBIM SIMUK Modydarens. llepemaroniyM cucreMaM He CJedyeT TSHEepPHpOBAaTh
JIOTIOTHUTEIBHBIA CIIMCOK XOCTOB, M3BECTHBI KakK source route (MapIipyTu3anus oTmpaButeneM). [IpmHUMaromue CHCTEMBI
JOJKHBI PacIO3HaBaTh CHHTAKCHC source route, HO UM CJIeAyeT BBIpe3aTh CHEHU(UKAINIO, WUCIONB3Ys JIOMEHHOE UM,
CBSI3aHHOE C ITOYTOBEIM AIIHKOM, KaK Oy/ITO OTIIPAaBUTEINH BOOOIIE HE 3a/1aBal MapUIpyTa.
[TomoOHO 3TOMY TpaHCHATOpaM cJieAyeT IPOITyCKaTh MIIM HTHOPHPOBATH source route, a UMEHa HeAONMYCTHMO KOITMPOBATh B
mosie obparHoro mytu. Korjga mouyTta mpuUXOAWT K KOHEYHOMY afpecary (IpSMOW IMyTh CONEPKHUT TOJHKO TOYTOBBIN SIITHK
momy4atens), cepep SMTP momemiaer cooOmieHHe B TIOYTOBBIM ANIMK afpecata B COOTBETCTBUU C TPHHATHIMU
COIJIallICHUsMMU.
Hanpumep, noura, noiayyeHHast TpaHCIATOPOM XyZ.COM U COJEpkaliasi B KOHBEPTE KOMaH/bl

MAIL FROM:<userx@y.foo.org>

RCPT TO:<@hosta.int,@jkl.org:userc@d.bar.org>
00BIYHO OYIET IMepechUIaThCs HEMOCPEACTBEHHO Ha X0oCT d.bar.org B KOHBEpTEe ¢ KOMaHJaMH

MAIL FROM:<userx@y.foo.org>

RCPT TO:<userc@d.bar.org>
Kak yxkazano B Ilpunoxenun C, XOCT Xyz.COm MO:KeT TaKXXe TPAHCIUPOBATH IMOUTY Yepe3 IPYrod XOCT, HCIONb3Ys B

KOHBEPTE KOMaHJIbI
MATIL FROM:<userx@y.foo.org>
RCPT TO:<@hosta.int,@jkl.org:userc@d.bar.org>

i (a7 TpaHcsnuy gepes jkl.org)

MATIL FROM:<userx@y.foo.org>

RCPT TO:<@jkl.org:userc@d.bar.org>
[TockonbKy XOCTBI HE 00A3aHBI TPAHCIUPOBATh MOYTY, XYZ.COM MOXET OTBEPTHYTh COOOIIEHHE MPH MONyYeHHH KOMAaHIBI
RCPT, ucnons3ys orkiuk 550 (0TKa3 B COOTBETCTBUH € MCIIOJIb3YEMbIMH ITpaBUIIaMH - policy reason).
Ecnu cormacoBano MCTONIB30BaHUE PACIIUPEHHOTO cepBuca, komanaa RCPT mMoxeT Takxke BKIIIOYATh MapaMeTphl, CBI3aHHBIC
C OTJEJIBHBIM THIIOM CEPBHCHOTO PACIIUPEHUs, TIPeIaraeMoro cepepoM. JlJist KIueHTa HeJomycTHUMA Tepeada napaMeTpoB,
KpOMe T€X, KOTOphIE CBSI3aHBI C PACHIUPEHUEM CEPBHCA, TIPEIOKEHHBIM cepBepoM B oTKIKe EHLO.

CuHTaKcuc:
"RCPT TO:" ("<Postmaster@" domain ">" / "<Postmaster>" / Forward-Path) [SP Rcpt-parameters] CRLF

4.1.1.4 NaHHble (DATA)

[omyyaTens 00bI9HO BO3BpamaeT oTKIMK 354 Ha komaHay DATA u mocie 3Toro TpakTyeT JalbHEHIne CTPOKH (CHMBOJIEHBIC
rmocienoBareIbHOCTH, 3aBepmaromuecs <CRLF>, kak cka3ano B 2.3.7) kak MOYTOBEIE JaHHBIC OT OTIIPABHUTEN. JTa KOMaH/IA
nobasisieT (append) OYTOBBIE TaHHBIE B KOHEN Oydepa moutel. JlaHHBIE MOTYT BKITIO4ATh JitoOble n3 128 cumBonoB ASCII,
XOTsI OMBIT MOKA3bIBAET, YTO MCIOJIb30BaHUe yrpaBisitoimux cuMBoiioB (kpome SP, HT, CR, LF) MoxeT BbI3bIBaTh MPOOIEMBI,
MIO3TOMY CJIeAyeT H30eratb TAKMX CHMBOJIOB.

JlaHHbIe 3aBepLIAIOTCS CTPOKOIA, CoAeprKalel TOJIBKO TOYKY U MOCJIE0BaTEIbHOCTh 3aBEPUICHHsI CTPOKHU (B IOTOKE CUMBOJIOB
ato Oyner <CRLF><CRLF>, cm. naparpa¢ 4.5.2). Ormerum, uto nepsasi nocienoBarensHocth <CRLF> Ha camom nene
3aBepIlaeT IMOCIEIHIO CTPOKY IMOYTOBBIX JAHHBIX (TEKCTa COOOIIEHHs) WX (TIPH OTCYTCTBUM JAHHBIX) — KOMAHIHYIO CTPOKY
DATA. Hemomyctumo no0OaBiieHue JIMIIHUX TocienoBatenbHocTedt <CRLF>, mockonpKy 370 OyAeT MPUBOIWTH K BCTaBKE
IyCTOH CTPOKM B cooOuieHue. EJIMHCTBEHHBIM HCKIIOYEHHEM M3 JTOr0 NpaBuWia sBiseTcs 00paboTka CcOOOLIEHUH,
TepelaHHbIX MCXOAHOMY OTIpaBUTENro 0Oe3 3aBepruaromieil mocienoBarensHocT <CRLF> B mocnenHeil crpoke; B Takmx
ClIydasix OTHpaBisromas coobmenne cuctemMa SMTP mo/skHa OTBEpPrHYTH COOOIIEHHE KaK HEKOPPEKTHOE WM J00aBUTh
<CRLF> B koH1ie, uTo0sl mpuHUMaromuii cepsep SMTP cMor 3adukcupoBats yenosue end of data (koHer cooOmeHws).
Hcnonb3oBaHue CTPOK, 3aBEPIUAIOLIMXCS OOUHOYHBIM cUMBOJOM <LF>, xak 3T1o mpuHsato B HekoTopbhlix UNIX-cucremax,
MTOPO’KAAET 3HAUYUTEIHHO O0JbIIe PobeM, HeXKeIH pemaeTt U s cepeepoB SMTP Takoil moaxo HeqomycTHM, 1aKe BO UMS
MIOBBIIIEHUS] OTKa30yCcTOMUnBOCTH. B wactHOCTH, mocnenoBatensHOCTH <LF><LF> (mepeBon cTpoku 6e3 BO3BpaTa KapeTKH)
HeJ0MyCTUMO TPAKTOBATh KaK 3KBUBaJEHT nociuenoBarenbHocTd <CRLF>.<CRLF> st 3aBepiiieHus] HIOYTOBBIX JaHHBIX.
[TonyuyeHne wHOMKAaTOpa 3aBeplIEHHs AAaHHBIX TpeOyeT OT cepBepa OOpabOTKH COXpaHEHHOH WH(opMauuu Ui JaHHOW
no4toBoil Tpanzakuuu. [Ipu aToii 0OpaboTke HcCHOIB3yeTCs coaep)uMoe Oy(pepoB NPSIMOTO W OOPATHOrO IYTH, @ TaKXKe
Oydepa nmannbix. Ilo 3aBepmieHnn komanabl Oydepsl oummatorcs. Ecmu oOpaboTka KoOMaHABI 3aBepIUMIIach YCIEIIHO,
noJryuyaTenb JOJIKeH nepenats oTkauk OK, a nmpu Heynaue — OTKIMK 0 HeyaauHoW nomeiTke. Mogens SMTP He nomyckaer
YaCTHYHBIX OTKAa30B Ha 3TOM 3Tale — COOOIICHNE MM BOCHPUHHUMAETCS] CEpPBEPOM ISl IOCTaBKU C BO3BPATOM MO3UTHBHOTO
OTKIIMKA, WM COOOIICHWE HE MPUHHUMACTCS M CepBEp BO3BpAlllaeT HEraTUBHBINA OTKIHMK. [locne mepenadu MO3UTHBHOTO
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OTKIIMKA Ha 3aBEpIlEHHE IpHeMa JaHHBIX CepBep NPUHUMAaeT Ha ceOs MONHYI0 OTBETCTBEHHOCTH 3a 3TO COOOIICHHE (CM.
maparpag 6.1). Ilpu oOHapyXeHHH OIMMOOK BIOCIEICTBUH AOJLKHBI TI€pEelaBaThCs MOYTOBBIC YBEOOMIICHUS O HHUX, Kak
ckazaHo B maparpade 4.4.

Korma cepsep SMTP BocnpuHHMaeT cooOmeHHe IS TPAHCHISAIMA WIM OKOHYATEIbHOW JOCTAaBKH, OH IOMEIIaeT
TPacCHpOBOYHYIO 3amuch (trace record), KOTOPYIO Takke Ha3bIBatOT time stamp line (cTpoka ¢ BpeMEHHOI METKO#) UITH CTPOKa
Received B BepxHe#l yacTH MOYTOBBIX JaHHBIX. JTa 3aIllUCh MOKa3bIBaET XOCT, INMEpPEelaBIIUi COOOLIEHHE, XOCT-IPUEMHHUK
(cepBep), a Takke AaTy W Bpems mpreMa cooOrieHus. TpaHcaupyemMblie COOOIICHUST MOTYT COJIePKaTh Ha (DMHATLHOM dTarie
MHOXKECTBO TPAaCCHPOBOYHBIX 3amuceil. JleTanbHoe onucaHne TPacCHUPOBKH M CHHTAKCHCa 3alucell MPUBOAUTCS B maparpade
4.4.

JononnurensHyto nHpopmaruio no oopadorke komang DATA moxxHo Haiitu B maparpadge 3.3.

CHUHTaKCHC:
"DATA" CRLF

4.1.1.5 Copoc (RSET)

Ota KOMaH/1a CIIy KUT JUlsl TIPEpBIBAaHMS TEKYILel I0UTOBOM TpaH3akuuK. Bece coxpaneHHble B Oydepax JaHHbIE AOJKHBI ObITh
orOporieHs! ¢ ourcTkol Oygepos. [IpuHuMatomas cropona B orBeT Ha komaHny RSET mepemaer orkmmk 250 OK 6e3
JOTIOTHUTENBHEIX aprymeHToB. Komanny RSET kimueHT MOXeT BBOAWUTH B JIO0OH MOMEHT TpaH3aKIMH. JTa KOMaHIa
sBisieTcst SkBuBaieHTOM NOOP (He BBIMONHSACTCS HHUKAKWX JIEHCTBHU) mpu BBeAeHWU cpasy mnocie EHLO, no mepeoro
nucnonp3oBanuss EHLO B maHHOM ceaHce, IOCIe 3aBEpIICHHS M MMOATBEPKACHUS TEpeqaddl JaHHBIX WM HEIOCPEACTBEHHO
mepen komannoit QUIT. s cepBepoB SMTP HemomycTuMoO 3aKphIBaTh COCOMHEHHE B pe3yJbTaTe MOMYYCHHS KOMAaHIBI
RSET — mns pa3peiBa coenunenus cmykut komaana QUIT (cm. maparpad 4.1.1.10).

[Hockonpky o6padoTka komang EHLO TpeOyeT HeKOTOpPhIX JOTIOTHUTENBHBIX OTIepauii Ha cepBepe, UCIIOIb30BaHIE KOMAHBI
RSET o6s14n0 6051€€e 3 pexTrBHO, yem moBTopHBINM BBoJ EHLO, X0Ts dpopmanbHas ceMaHTHKa KOMaH/I OJMHAKOBA.
Cy1iecTByIOT 00CTOATENBCTBA (HEKOHTPOIUPYEMbIE IaHHOM crienuuKanueii), npu Kotopbix cepsep SMTP Moxer nony4uth
WHIMKAIMIO Pa3phiBa WM cOpoca COoeauHEHUs Ha Hmkenexainiem ypoBHe TCP. Jlnsi coxpaHeHHs OTKa30yCTOHYHUBOCTH
MOYTOBBIX cucteM cepBepaM SMTP caeayer ObITh TOTOBBIMU K TAKMM CUTYAIlUSIM U TPAKTOBATh UX KaK MOJy4Ye€HUE KOMaHIbI
QUIT no moTepu coeTMHEHMS.

CHHTaKCHC:
"RSET" CRLF

4.1.1.6 MNMpoBepka (VRFY)
OTta KOMaHAa MPOCUT MOATBECPAUTH apryMEHTHI, l/IZleHTI/l(l)l/ILII/IpyIOU_lI/Ie MOJIL30BaTeNId WM MOYTOBBIM SIUK. Ecnu sto ums
HIOJIb30BATeElIs, BO3BpaIlaeTcsi MHGOpMaIHs B COOTBETCTBUU C OIMCaHUEM B naparpade 3.5.
JlanHasi koMaH/1a He BO3ICHCTBYET Ha cosepxkumoe OydepoB 00paTHOro U MPSMOTO IIyTH, a Takxke Oydepa JaHHbIX.
CuHTakcuc:

"VRFY" SP String CRLF

4.1.1.7 Npeo6pasoBaTtb cnucok (EXPN)
OTa KOMaH/a IPOCUT HOATBEPANUTH aAPTYMEHTBI, HACHTH(OUIMPYIOIIUE CIIMCOK PACCHUIKU U (TIPH HATMUUH YKAa3aHHOTO CITHCKa)
BO3BpalllaeT CIHUCOK WieHOB. [Ipu ycnemHoM 3aBeplieHnd KOMaHIIbI BO3Bpalaercsi nHQopmanus, onucaHHas B naparpade
3.5. Orot oTKIHK OyneT comepkaTb MHOXKECTBO CTPOK 32 HCKIIIOYEHNEM TPUBHAJIBHBIX CIIy4aeB CIHCKA C OJHUM aPECOM.
JlanHas koMaH/1a He BO3ICHCTBYET Ha cosepxkumoe OydepoB 00paTHOro U MPSIMOTrO IIyTH, a Takxke Oydepa JaHHbIX.
CuHTakcuc:

"EXPN" SP String CRLF

4.1.1.8 CnpaBka (HELP)

[To sTolf KOMaHzIe cepBep BO3BpallaeT KpaTKHE CHpPaBOYHBIE CBEIEHHMs O KOMaHIax M aprymeHrtax. Komannma momker
HCII0JIB30BaTh B KAYCCTBC apryMeHTa UM prFOﬁ KOMaHJbI IJIA MOJTYUYCHUA COOTBCTCTByIOIJ.leﬁ CITpaBKH.

JlanHas koMaH/1a He BO3I€HCTBYET Ha cosepxkumoe OydepoB 00paTHOro U MPSIMOTO IIyTH, a Takxke Oydepa JaHHbIX.

Cepsepam cirexyet nozepxkusarb komany HELP 6e3 apryMeHTOB 1 MOKHO I10JIEP)KUBATh KOMaH/Iy C apryMEHTaMH.

CHHTaKCHC:
"HELP" [ SP String ] CRLF

4.1.1.9 NMycTtasa onepauus (NOOP)

Ota KOMaHJa He BJIMSET Ha cojepkumoe Oy(depoB U BBHINOJIHEHUE BBEICHHBIX paHee KoMaHn. [lo komaHIe cepBep MpOCTO
nepeaaet oTkiauk OK.

JlanHas KOMaHIa He BO3AEHCTBYET Ha copepxuMoe OyhepoB oOpaTHOrO M MPSMOTo MyTH, a Takke Oydepa TaHHBIX U MOXKET
BBOJUTHCA B JIF00011 MOMEHT. HpI/I HaJIMYMHU Y KOMaHIbI TapaMETPOB CEPBEPY CJEAYET UTHOPHUPOBATH UX.

CHHTaKCHC:
"NOOP" [ SP String ] CRLF

4.1.1.10 3aBepLieHue paboTbl (QUIT)

[TomyuyuB 3Ty KOMaHIy cepBep AOJIKEeH BO3BPAaTUTh OTKIMK U OK 3aKkphITh KaHAT Nepesayu.

Jlig cepBepa HeAONMYCTHM IIpeIHAMEPEHHBIN pa3phIB coeAnHeHus, 10 noixydeHus koMmanasl QUIT u oTkiinka Ha Hee (Jaxe
IIpY BO3HMKHOBEHMM OIIMOOK). Ecnu coenmHeHHe 3aKphITO MPEXIEBPEMEHHO B HApyIIEHHWE CKa3aHHOTO BBIIE WM B
pe3ysbTaTre ceTeBoro cOosi, cepBep JOJDKEH NpepBaTh BCe HE3aBEPLICHHBIE TPAH3aKLHUH, HE OTKAa3bIBAsICh OT BBIIIOJIHEHHBIX
TpaH3aKIMH, 1 (B 00LIeM Cilydae) J0JIKeH AeHCTBOBAThH KakK IPH MOJydeHHH HHPOopManuu 00 omuOKe BO BpeMs BBIIOIHEHHS
KOMAaH/Ibl WIIA TPAH3aKIHUH (T. €., OTKINK 4yZ).

Komannga QUIT mMosxeT ObITh BBEACHA B OO0 MOMEHT.

CHUHTaKCHC:
"QUIT" CRLF
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4.1.2 CuHmakcuc ap2yMeHmoe8 KomaHo
Huxe npuBesieH CHHTaKCUC IOJIEH apryMEHTOB INEPEYHCICHHBIX BBIINIE KOMaHJ (IO BO3MOXHOCTH, CIEAYET MOJb30BAaThCA
CHHTAaKCHCOM, OITMCaHHbIM B pabore [8]). Hexoroprle W3 mNpUBENEHHBIX HIDKE BapHAHTOB HCIIOJIB3YIOTCS TOJIBKO C
MapHIpyTaMu source route, kak onucano B IIpunoxenun C. O0o3HaueHus, He onpenenennsle 3uech (tuna ALPHA, DIGIT,
SP, CR, LF, CRLF), ontucansr B padore [8] (rnaBa 6) wiu [32].
Reverse-path = Path
Forward-path = Path
Path = "<" [ A-d-1 ":" ] Mailbox ">"
A-d-1 = At-domain *( "," A-d-1 )
; oTMeTuM, 4YTO 3Ta dopMa, HaszelBaeMas source route",
; BOJIXHA IIPMHMMATBLCH, €€ He cJjefnyeT I'eHepMpOBaThb I ClegyeT MI'HOPMPOBATH.

At-domain = "@" domain
Mail-parameters = esmtp-param * (SP esmtp-param)
Rcpt-parameters = esmtp-param * (SP esmtp-param)
esmtp-param = esmtp-keyword ["=" esmtp-value]
esmtp-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")
esmtp-value = 1*(%d33-60 / %d62-127)

; JiOOBlEe CHMMBOJIBL KpoMe =, SP 1 ynpaBJAnlMX KOIOB
Keyword = Ldh-str
Argument = Atom
Domain = (sub-domain 1*("." sub-domain)) / address-literal

sub-domain = Let-dig [Ldh-str]

address-literal = "[" IPv4-address-literal /
IPv6-address-literal /
General-address-literal "]"
; Cm. maparpad 4.1.3
Mailbox = Local-part "@" Domain
Local-part = Dot-string / Quoted-string
; PerucTp CHMMBOJIOB MOXeT pa3JIMdaTbCHd

Dot-string = Atom * ("." Atom)

Atom = l*atext

Quoted-string = DQUOTE *gcontent DQUOTE

String = Atom / Quoted-string
XoTs B IPHUBEICHHOM BBIIIE ONMCcaHNK TpeboBaHus K Local-part oTHOCHTENBHO MHOEPATBbHBI, XOCTAaM, TPUHUMAIOIINM TTOYTY
cjaenyeT M30eraTb OpraHMU3aIlUH IOYTOBBIX SAMIMKOB, A KOTOPEIX Local-part TpeOyeT (mnmm ucmonbiyet) Gopmy Quoted-string
WIN PAa3IMYaeTCsl PEeTUCTp CUMBOJOB. [ moObIX 3amad, TpeOyrommMx TeHepaluu WM cpaBHeHMs moiel Local-part Bce
¢dopmbl  Quoted-string JOJKHBI TPAKTOBAaThCS KaK »OSKBHBAJICHTHbIE M IEPENAIOIMM CHCTEMaM clefyeT (opmy,
HCIIOJIB3YIOIIYI0 MUHIMAJIbHOE KBOTHPOBAHUE.
HegonmycTumo ompenensTs NOYTOBBIE ALIMKH TaKUM 00pa3om, uyToObl B SMTP TpeboBanochk MCIOIB30BaHUE CHMBOJIOB, HE
Bxosmux B Habop ASCII (CMMBOJIOB, HCIOJB3YIOIIUX 8-OMTOBYIO KOMMPOBKY) WM yopasisiomux kogoB ASCII
(mecstnunsle 3HaueHusa 0-31 u 127). Takue cuMBOJIBI HEAOMYCTUMO HcIoNb30BaTh B KoMaHaax MAIL u RCPT unu apyrux
KOMaH/1aX, CO/IEPKAINX NMEHa ITOYTOBBIX SIIIUKOB.
OtmernM, yTO 00paTHBIN cidm (\) OTHOCUTCS K CHMBOJaM KBOTHPOBAHUS, WCIIOJIB3YEMBIM JUIl MHIMKALUK OYKBalIbHOTO
(literally) wcronp3oBaHMSI CIEIYIOIIEro cUMBONA (B3aMeH OOBIYHOW wuHTepmperanuu). Hampumep, 3ammck "Joe\,Smith"
cooTBercTBYeT “Joe, Smith”, T. e. 3amsaTas mocie 3HaKa \ TpaKTyeTCss IMEHHO Kak 3aIlsiTasi, a He CIIeHHAIbHBIA CHMBOJL.
Jiist obecriedeHUs] WHTEPOTIEPaOEFHOCTH U coBMecTUMOCTH ¢ DNS B MMEHOBaHWUHM W TPHIOKEHHAX (CM., HallpHUMep,
maparpag 2.3.1 6a3oBoro cranmapra DNS - RFC1035 [22]) HemonmycTHMO BKITIFOYAaTh B METKH JOMEHHBIX UMEH LTS KIINEHTOB
u cepBepoB SMTP Hukakue cUMBOJIBI, KpoMe OYyKB JaTHHUIBI, 1udp u neduca. B dacTHOCTH, CUMBOJI MOJUEPKUBAHUS
(underscore) ucmonb3oBaTh Helb3s1. CepBepbl SMTP, momydaromnie KOMaHIbI ¢ HEKOPPEKTHBIMH CHMBOJIAMH (IIPH OTCYTCTBUHU
JPYTHX MPUYHH JUIA OTKa3a) J0JIKHbI OTBEPraTh TAKHE KOMAH/BI C BO3BpaTOM OoTKINKa 501.

4.1.3 «JocnoeHbie» adpeca

WNHorma xocT He 3HAET JOMEHHOTO UMEHH M ITOYTOBAS CBS3b (B YACTHOCTH, Nepeaaya cOoOIIeHuit 00 ommbKkax) OIOKUpyeTcs.
Jis pemeHust 3TOW MPOOIEMBI B Ka4eCTBE ANbTEPHATHBEI JOMEHHOMY MMEHH MOXKET HCIOJB30BaTHCS CIeNHanbHas (Gopma
anpeca (literal address). Hdms ampecoB IPv4 sra ¢opma wucmoms3yer AecaTUYHOE NpeicTaBieHue OaiitoB [P-ampeca c
pasaerieHneM ToukaMu. Ajpeca 3aKIo4aloTcsi B KBaJapaTHble CKOOkuM (Hampumep, [123.255.37.2]), xoTopble TOBOPAT 00
UCIIOJNIb30BaHUK ajpeca [Pv4 B necsiTHYHOM NpeacTaBieHuu ¢ pasaeneHueM toukamu. st [Pv6 u apyrux dopm agpecaiuu,
KOTOpBIE MOTYT OBITH BIIOCIEACTBHM CTaHIAPTH30BaHBI, (hopMa BKIIOYAET CTAHAAPTU30BAHHBIA Ter, WACHTH(QHINPYIOIIHN
CHHTAaKCHUC ajpeca, [BoeToure (:) U COOCTBEHHO aapec B popmare, 3aJaHHOM cTaHaapTom [17].

B wacTHOCTH, HCIIOB3YIOTCS ClIEIYIOLINE BAPHAHTHI:

IPv4-address-literal = Snum 3 ("." Snum)

IPv6-address-literal = "IPv6:" IPv6-addr

General-address-literal = Standardized-tag ":" l*dcontent

Standardized-tag = Ldh-str ; mosmxeH OwmlTb cTaHmapTusoBaH B RFC m 3aperucTpupoBaH IANA

Snum = 1*3DIGIT ; mecdaruuHoe uejoe or 0 mo 255

Let-dig = ALPHA / DIGIT

Ldh-str = *( ALPHA / DIGIT / "-" ) Let-dig

IPv6-addr = IPv6-full / IPv6-comp / IPv6v4-full / IPv6v4-comp

IPvbe-hex = 1*4HEXDIG

IPv6-full = IPv6-hex 7(":" IPv6-hex)

IPvbe-comp = [IPv6-hex *5(":" IPv6-hex)] "::" [IPv6o-hex *5(":"
IPv6-hex) ]
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; 1: IpencTaBJsgeT IO kpalHel Mmepe 2 16-OMTOBHIX [IOCJIENOBATEJIBHOCTU HYJIEeM

; B IOINOJIHEHME K :: MOXET MNPUCYTCTBOBATbL He 0Oojiee 6 TpPyNn
IPvov4-full = IPvo-hex 5(":" IPv6-hex) ":" IPvd4-address-literal
IPvovid-comp = [IPvo-hex *3(":" IPv6-hex)] "::"
[IPv6-hex *3(":" IPv6-hex) ":"] IPv4-address-literal
; :: IpencTaBysgeT MO kKpalHel Mmepe 2 16-OMTOBHX [IOCJIENOBATEJILHOCTU HYJIEeM
; B IOIOJIHEHME K :: MOXET IIPUCYTCTBOBATL He OoJjiee 4 rpynmn u

; IPvd4-address-literal

4.1.4 lNopsi0ok KoMaHO

Jnst mopsiika UCIOJIb30BaHUs KOMaH/ CYIIECTBYIOT HEKOTOPBIE OTPaHUYCHHSI.

CeaHc, KOTOpBIA OyJeT BKIIOYATh MOYTOBYHO TPAH3AKIUIO, JOJKEH OBITh CHaualia WHUIMaI3upoBaH komanmoii EHLO.
Cepsepam SMTP caexyer BocnpuHHUMAaTh 0€3 WHHIMAIM3ALUM KOMAHAbBI, HE HCIOJB3YIOIIUE ITOYTOBBIX TpPaH3aKINH
(mampumep, VRFY mmu EXPN).

Komanma EHLO mo:keT BBOOWTHECSA KIMEHTOM B JNEHCTBYIOIIEM ceaHce. [Ipu mepBoM HCIOIR30BAHWU KOMaHIBI B JaHHOU
ceccun cepBep SMTP mosken ounctuTh Bece Oydepbl 1 COPOCUTH COCTOSIHUE Kak TpH moydeHnn koMaaasl RSET. MasiMu
cnoBamu, nocienoBaTensHOCTh KoMaHd RSET - EHLO saBnsercs M30BITOYHOM, M MMEET Majlo TOJdb3y BBUAY BBIIOTHEHUS
HEHY>KHBIX [TOBTOPSIOLIUXCS AEHUCTBUM.

Ecmm komanga EHLO nenpuemniema nist cepsepa SMTP, on nosken Bo3spamarh otkiauk 501, 500 umm 502. Cepep SMTP
J0JI2KeH COXPAHATH MOCIIE Nepelayl TaKKX OTKIMKOB TO COCTOSIHUE, KOTopoe ObL10 10 monyyeHus komanasl EHLO.

Knuenr SMTP poJzkeH (10 BO3MOXKHOCTH) HpeAOCTaBiIATh B mapamerpax koMmana EHLO mnepBuuHoe nomeHHoe ums (He
CNAME unmn MX) cBoero xocra.. Ecii 3T0 HEBO3MOXXKHO (Harpumep, KJIMEHT MCHOJIb3YeT TUHAMHYECKUH aipec U HE UMEeT
SIBHOTO MMEHH), CJIelyeT B3aMEH MMEHH HCIIOJIb30BATh «JIOCIOBHBIN aJipec, MPeNoCTaBIsIs JTONOJHUTENbHYI0 HH(OopMaluio,
KOTOPpasi TOMOKET MJICHTU(PHUIIUPOBATH KIMEHTA.

Cepeep SMTP mo:xkeT mpoBepsaTh COOTBETCTBHE ToMeHHOro nMenn B komanae EHLO peansrOMy [P-anpecy kimenTa. OmgHako
JUIA cepBepa HEHONMYCTHMO OTBEpraTh COOOINEHWE MPH HECOOTBETCTBHM MMEHH W alpeca — Pe3yibTaThl IPOBEPKU MOTYT
HCTIIOTB30BATHCS TOJNBKO ISl IPOTOKOIMPOBAHKS U TPACCHPOBKH.

Komanner NOOP, HELP, EXPN, VRFY u RSET moryT ucnosie3oBaThcs JH000H MOMEHT Ha MPOTSDKEHHH BCETO CeaHca U
naxxe 0e3 mpeaBapHUTEIbHON opranm3anuu ceanca. Cepsepam SMTP ciienyeT HOpManbHO 00pabaThIBaTh 3TH KOMaHAHI (T. €.,
HE BBIIaBaTh B OTBET OTKIUK 503) maxke B TexX cirydasx, KOTZia 3TH KOMaHIBI HCIONB3YIOTCA 10 moiydeHus komanasl EHLO;
KJIMEHTaM CcJIeflyeT OTKPBIBAaTh ceccHio ¢ moMonisio komanasl EHLO no BBosa mepeunciieHHbIX KOMaH/I.

Ecmu cnenoate 3tiM npasmiam, mpumep u3 RFC 821, nokaseiBaromuii otkiauk 550 access denied to you B OTBET Ha KOMaHIy
EXPN HexoppekteH, eciu komanaa EHLO He Obuia BBemena no EXPN wim oTka3 kiaMeHTy He ObUIO OTKa3aHO B
o0cmyxuBaHUN Ha ocHOBe [P-anpeca kiMeHTa Wi 10 pe3yJibTaTaM ayTeHTH()UKAMN WM aHAJOTHYHBIX MEXaHN3MOB.
Komanma MAIL (wmm ycrapeBmmme xomanasl SEND, SOML, SAML) naunHaer mouroBylo TpaH3akumio. [locie Havama
TpaH3aKLUHUM OHA BKJIIOYAET HAYAJIbHYIO KOMaHIy, oJHY Wid Heckoibko koMaHi RCPT u xomanny DATA, BBOAMMEBIE B
yKazaHHOM mopsiake. [louroBas Tpanzakuus npepsiBaercs komaunoir RSET (wmm HOBO# komanmoit EHLO). B ceance moxer
MIPOUCXOIUTh MHOXKECTBO ITOCIIEIOBATENBHBIX TpaH3aKIUN WM He OBITh TpaH3akiuii BooOme. HemomycTumo mepenaBath
komanny MAIL (mm SEND, SOML, SAML), ecnmu modroBas TpaH3aKIUs YXKe OTKPHITAa, T. €., 3Ty KOMAaHAy MOXHO
IepesaBaTh TOJIBKO IIPH OTCYTCTBHH B CEAHCE MPOIOJDKAIOMICHCS MOYTOBOM TpaH3aKIMH — MPEABIIyIas TPaH3aKIus JOJDKHA
OBITH 3aBepIleHa YCIENTHBIM BhIToTHeHneM KoMaHasl DATA wmnu npepBana komannoit RSET.

Ecnu apryMeHT HauMHaromield TpaH3aKIMI KOMaHJbl HEMpueMJieM, H0JKeH Bo3Bpamathes oTKIMK 501 u cepsep SMTP
J0JI2KeH COXPaHATh CBOe cOCTosiHME. Eci B ceaHce HapymaeTcs MOpsiioK KOMaH B TaKOM CTENEHH, YTO ATO NMPEMSITCTBYET UX
BBINOJIHEHHUIO CEPBEPOM, MOCIIEAHUH TOJKEH BO3BPATUTh OTKIUK 503, coxpaHss CBOE COCTOSHUE.

[Mocnenneit komannoii ceanca goskHa O0b1Th kKoMaHaa QUIT. Komanma QUIT He MOKET UCIOJIB30BaThCs B JIIOOOH MOMEHT Ha
MIPOTSHKEHUM CeaHca, HO KJIMEHTaM cJedyeT HMCIOJIb30BaTh 3Ty KOMaHIY Ul pa3pbiBa COCIMHEHMS JaKe IPHU OTCYTCTBHU
KOMaH/IbI OTKPBITHS CeaHca.

4.1.5 KomaHObI YacmHO20 UCMNOJIb308aHUsI

Kak Gbu10 cka3aHo B naparpade 2.2.2, KOMaH/pl, HAUWHAIOLHECs ¢ X, MOTYT UCIIOJIb30BaThCsl B PE3YJIbTATE JABYXCTOPOHHETO
COIVIAIIEHUS MEXAy KJIMEHTOM (OTmpaBuTeNb) M cepBepoM (mosydatens) SMTP. Ilpennonaraercs, uto cepsep SMTP, He
pacrio3HaroIunil Takue KoMaH b, Oyet Bo3Bpamars oTkik 500 Command not recognized. Cepsep SMTP ¢ pacmmpeHHBIME
(YHKIMSIMH MOKeT IEepe4nCIIUTh UMEHa, CBSI3aHHBIE ¢ KOMAH/IaMH YaCTHOT'O HCIOJIBb30BaHUS B CBOEM OTKIJIMKE HAa KOMaHIY
EHLO.

Komannpl, nepenanHble WM BocnpuHATble cucreMamMun SMTP n He HaumHarommecss ¢ X, AOJMKHBI COOTBETCTBOBAaTb
TpeboBaHUAM maparpacda 2.2.2.

4.2 Otknukm SMTP

Otknuku Ha koMauasl SMTP cayxar /uisi CHHXpOHM3AlMK 3alIPOCOB M BBIMOJHSIEMBIX JEHCTBUI MPH IMepeiaye MOYTOBBIX
COOOIIEHNH, a TaKkXKe U 00ecIedeH s TapaHTHH HOIyYeHUs! KIIMEHTOM CBeJeHui o cocrosinun cepsepa SMTP. Ha xaxnyro
KOMaHIly J0JKeH TeHepHUPOBAThCS €OMHCTBEHHBIN OTKIHK. /leTanpHOE OMMCaHWe MOCIeNOBaTEIIEHOCTEH KOMaHAa — OTKIIHK
TpUBOAMTCS B maparpade 4.3.

Otk SMTP comep kT Tpex3Ha4HBI HOMep (TepemaeTcs Kak TPH YHCIOBBIX CHMBOJA), 32 KOTOPHIM OOBIYHO CIEXyeT
CTPOKa TEeKCTa, €CJIM B JIAHHOW crielu(UKaIliK IBHO HE YKa3aHO HHOe. YKCIoBble KOl PeJHa3HAUEHBI I aBTOMATHYECKOMH
00paboTKN OTKIIMKOB, TEKCT — Juis yernoBeka. Lludposoii ko obecrieunBaer TpedyeMyro HHGOPMALHMIO U TIPOrpaMMe-KIIHEHTY
He TpedyeTcs MpocMaTpUBAaTh TEKCTOBYIO YacTh OTKIIMKA, KOTOPYIO B pe3yilbTareé MOXKHO IPOCTO OTOpachiBaTh WA
nepenaBarth MoJb30BaTeN0. MMeromuecss HCKIIOYEHUsT U3 3TOTO MpaBuIIa SIBHO yKa3aHbl B crenudukanuu. Hanpumep, xozpt
otkimukoB 220, 221, 251, 421 u 551 cBs3aHbI C TEKCTOBBIMH COOOIICHHSMH, KOTOPBIC KIHCHTCKAas Mporpamma JOJDKHA
pa3dupaTh U HHTEPIPETUPOBATh. B 0011eM cityuae TEKCT MOXKET 3aBHUCETh OT CEpPBEPa WM TEKYIIEro KOHTEKCTa, T. €., KaKIbIi
OKIIMK MOXET coJep)kaTh pasHblii TekcT. OOCyXIeHHE TEOPEeTHYECKHMX BOIPOCOB T'EHEPALMH OTKJIMKOB IPHUBOAUTCS B
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maparpage 4.2.1. DopMmarbHO OTKIHMK OMpeAeNseTcs Kak MOCIeIOBAaTeNbHOCTR: TPEX3HAYHbIN Kox, <SP>, cTpoka Tekcra,
<CRLF> nmm MHOTOCTpOUHBIH TeKCT (cM. maparpad 4.2.1). [Tockonbky (B HapyIIeHe TaHHOH crenn(UKAIIK) TEKCT HHOTIa
HE BKJIIOYAETCS B OTKJIMK, NOJYYHBIINM TaKOW OTKIIHMK KJIMEHTaM cjedyeT OBITh TOTOBBIMH K 00pabOTKE TOIBKO TEKCTOBOTO
Koma (BO3MOJKHO, IOCNIe KOAAa B OTKJIMK OyAeT MOMeINIeH cHMMBOJI mpobena). Ilpeamonaraercs, uro mumpb komanasl EHLO,
EXPN u HELP moryt Bo3Bpamiath MHOTOCTPOYHBIE OTKIHKM NPH HOPMAIBHBIX OOCTOSTENBCTBAX, OJHAKO TaKHE OTKIIMKU
JIOIYCKAIOTCS JUIsl BCEX KOMaH/I.
B ¢opmare ABNF otkiuk cepBepa umeer BUL:

Greeting = "220 " Domain [ SP text ] CRLF

Reply-line = Reply-code [ SP text ] CRLF
rne Greeting MosBISIETCSI TOJIBKO B OTKIIMKAX € KOAoM 220, aHOHCHPYIOIINX OTKPBITHE CEPBEPOM CBOEH YacTH COEIMHEHHSI.
Cepsepam SMTP ciaenyer nepenaBath TOJIBKO OTKIMKH C KOJAMH, YKa3aHHBIMHM B 3TOH crenuduKaiyy, CONpoBOXIas HX
TEKCTOM, YKa3aHHBIM B ITpUMepax, KOTAa 3T0 IPUEeMIIEMO.
Kmuertet SMTP qo/KHBI OTIpenensaTs CBOU ACUCTBHUS TOJNBKO Ha OCHOBE KOJa OTKJIMKA, a HE ero TeKCTa (3a UCKII0YCHHEM
"change of address" 251 u 551, a npu HeoOxomumoctu u 220, 221, 421). B obmem ciydae KIMEHT A0JLKHBI BOCIIPHHUMATD
0001 TEKCT M OTKIUKHM 0e3 TeKCTa (XOTs cepBepaM He cJieAyeT NepeaaBaTh OTKIMKOB, COAEPKAIIUX TONBKO Kox). [IpoGern
mmocyie KoJia OTKJIMKA pacCMaTpUBaeTCs Kak 4acTh TeKcTa. 110 BOZMOXKHOCTH MOyYaTeNlo caeayeT MPOBEPATh MEPBYI0 UPpPy
KOJIa OTKJIMKA (MHAUKAIHS BOKHOCTH).
[IpuBeneHHBI HIDKE CHHCOK KOJOB HEJOMYCTMMO DAcCMATpUBATh KaK HEM3MEHHBIH. XOTS qoOaBlieHHE HOBBIX KOZOB
ABJIACTCA PEAKUM W 3HAYUMBIM CO6bITl/IeM, HOBBLIC CTaHAApTbl MOTYT }106aBHHTb KOIAbI OTKIJIMKOB. CﬂeﬂOBaTeﬂbHO,
ornpasuresii SMTP no/kHBI OBITH TOTOBBI K 00pabOTKE KOJOB, HE YKa3aHHBIX B AaHHOH crneuudukanuu. Takas oOpaboTka
J0JIKHA OCHOBBIBAThCSl HA MHTEPIPETALMH TOJILKO NEPBOM LU(PHI KOJA.

4.2.1 BaxxHocmb KOO0O8 OMKJ/IUKa U meopemu4ecKue 80Mnpochbl

Kaxxmas u3 Tpex mu¢p Koja OTKIMKAa MMeeT CBOM ypoBeHb 3HaumMocTH. IlepBas mu¢pa ompenenser ycuex, Heyxady WIN
HE3aBEPIICHHOCTh KOMaHbl. {1t mpocThix kaueHToB SMTP mnm mpu moigyd4eHuH HEM3BECTHOTO KOJAa MOXKHO ONpPENEIUTh
JanbHeiIe JAedcTBus (MIPOJOJDKEHHE, MOBTOP, OTKAa3 M T. I.), OrPaHUYMBINKCH nepBod nu¢poit koxa. Kmuentst SMTP,
KOTOPBIC XOTAT MOJYYHTh OOJiee TOYHYIO HMH(DOPMAIUIO O MPOUCXOASAIIeM (OIIMOKA MOYTOBOM CHUCTEMbI, HEKOPPEKTHBIN
CHHTAaKCHC U T. II.) MOTYT HCIIOJIb30BaTh BTOpYyI0 1u(py kKoga. Tperbs uudpa u AONONHUTENIbHAsS UHPOPMAIHS B OTKIMKE
CITy’at JUIs IpelocTaBleHns1 HanboJiee OAPOOHBIX CBEICHUH.

[epBas nudpa Koja MOXKET NPUHUMATD 5 3HAYCHUI:

1yz — no3umuenbwlil npedsapumebHblil OMKIUK

Komanpa Oblma BOCTIpHHSATA, HO 3alpOIIEHHBIE ACHCTBUS IOKa HE BBINOIHEHBI, I03TOMY B JIaHHOM OTKJIMKE HE IepemaeTcs
OKOHYaTeNnpHOro moaTBepkacHusA. Kmmenty SMTP cnemyer mepenmate HOpyrylo KOMaHIy, YKAa3bIBAOIIYID CEpBEPY
HE0GX0IMMOCTh POJIOIDKEHHS MITH IIPEKPAIIEHHs 3alpOIIEHHON paHee oTepaLun .

2yz — no3umueHblil OKOHYAMENbHbII OMKIUK

3amnpomeHHas onepanys yCHeuIHO 3aBepIIeHa U MOTYT BBOAUTHCSA HOBBIE KOMAH/IbI.

3yZ — RO3UMUGHBIIL NPOMENCYMOYHDBLIL OMKIUK

Komanya Obiia BocripuHsITa, HO 3aIpOILEHHBIE ISHCTBUSI TOKa HE BBITIOJIHEHBI U CEPBEP JKAET JONOJIHUTEIbHON HH(OpMaLuy.
Kmuenty SMTP crnenyer mepenaTh Apyryr KOMaHIY, COJIEpXailyto TpeOyemble maaHHble. OTKIMKH 3TOH TPYIIIBI
HCIIONB3YIOTCS B KOMaH/1aX C IMOCJIe0BaTeIbHBIM BhIOIHEHHEM (HanpuMep, DATA).

4yz — Hezamu6HbIIL OMKIUK O 6PEMEHHBIX NPOOIEMAX

Komanzia He mpuHsTa M 3alpoleHHas orepaiys He BblnoyHeHa. OHAaKO YCIIOBUS, HE MO3BOJIAIONINE BBHIIOJIHUTE KOMaHIY,
HOCSIT BPEMEHHBIH XapakTep W OIepalys MOXET OBITh 3ampomieHa BHOBb. OTHpPaBUTENIO CIEIyeT BEPHYTHCS K Hayaiy
MTOCTIEIOBATEIHPHOCTH KOMaH (ecii TakoBas Obuta). [loHATHE «BpeMEeHHBIH» (transient) sIBISIETCSI HEJOCTATOYHO CTPOTHM U
B3aMMOJICHCTBYIOIIHE CTOPOHBI (KHeHT u cepBep SMTP) momKHBI 0MMHAKOBO HHTEPIIPETUPOBATH €r0. J{JIs KaXKJ0ro OTKIINKA
STOW TPYHIBI BpeMs MOXKET pa3inuyarbes, HO kiueHTy SMTP HudTo He 3ampemaer mpoaoiDKaTh HOMBITKH. Pa3mudans Mexmy
BPEMEHHBIMHU ¥ ITOCTOSIHHBIMU Tpo0ieMamMu (KOABI 5yz) JOCTAaTOYHO YCJIOBHBI U OTKIHKH 4yz OOBIYHO BO3BpAIIAOTCA B TEX
Clly4asix, KOrJja BO3MOXKEH HO3UTHBHBIN pe3yJbTaT MPH MOBTOpPE 0€3 M3MEHEHHs (JOPMbI KOMAHIBI M CBOMCTB OTIPABUTEINS
W TToJTy4aTens (T. €., KOMaH/a IPOCTO MOXKET OBITh TIOBTOpeHa 0e3 U3MEHEHUi ).

5yz - HezamueHblii OMKIUK 0 NOCMOAHHBIX NPOOIEMAX

Komanna He mpuHATa U 3ampouieHHas omneparus He BbinoiHeHa. Kimument SMTP He nosmkeH MpoCTO MOBTOPSITH KOMaHTY,
IIOCKOJILKY OHa 3aBEZ0OMO He OyeT BhINoJIHeHa. HeKoTophle «IIOCTOsIHHBIEY MPOOJIEMbI MOTYT OBITh PELIEHBI KOPPEKTHPOBKOM
KOMaHJI, ITI09TOMY I0JIb30BaTeNb (YEIOBEK) MOXKET 3arpocuTh y kiaueHta SMTP moBTopa omnepanuu mocie KOppeKTHPOBKH
KOMaHJI WM UX MOpPS/IKa.

Bropas mudpa oTKIMKa TOKAa3BIBAET KATETOPUIO OIIHOKH:

x07 Cunmakcuc: TaHHBIA OTKJIMK CBS3aH C CHHTAKCHUYECKOH OMIMOKOHN (CHHTAaKCHYECKH KOPPEKTHAs KOMaH/a, HO OTKJIMK HE
MOJKET OBITh OTHECEH K JIPYTHM KaTEeropusM, Hepealn30BaHHas KOMaH/a U T. 11.).

x1z Hugpopmayus: OTKIVK Ha 3arpoc HHGOPMAIUH (HAIIpUMep, CIIpaBKa HITH COCTOSIHHE).

x2z Coedunenue: OTKINKHU, OTHOCSINUECS B KaHAITy NIEpElayn.

x3z He ucnonvzyemcs.

x4z He ucnonv3yemcs.

x5z Iloumoeasa cucmema: Takyue OTKIMKU MOKA3bIBAIOT COCTOSHUE NMPUHUMAIONIEH MOYTOBON CHCTEMBI IO OTHOLIEHHIO K
3aMPOILECHHOM Ilepefaye Wi APyTUM JCHCTBUSIM I10YTOBOM CUCTEMBI.

Tperbst mm¢pa MO3BOISET MOMYUUTH JIOTOIHUTEIbHYI0 MHPOPMANUIO JUIl KaKIOH KaTeropuu, 3aJaHHOH BTOPOW LU(PO.
[IpuBeneHHBI HMKE CIMCOK OTKJIMKOB MJUIIOCTPHPYET 3TO MOAXOZA. TEeKCToBas 4YacTh OTKJIMKA SBISIETCS CKOpee
pEeKOMEHIyeMOH, 4eM 00s3aTeIbHON U MOXET U3MEHATHCS B COOTBETCTBHH CO CBS3aHHOW C OTKIMKOM KoMaHAo#. C apyroi

6 Cepsepsl SMTP, He momnepKuBaroue pacIIUPEHUH, MOTYT HE MMETh KOMAaHJ, MO3BOJIAIOUIMX OTKJIMKH 3TOTO THUIMA, M KOMaHJ I
NPOJOKEHUS WK IPEpbIBaHMs ONepaluy.
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CTOPOHBI, KOABI OTKIMKOB JOJDKHBI B TOYHOCTH COOTBETCTBOBATH INPHBENECHHONH B 3TOM pasnene cnenupukanuw. [Ipu
pa3paboTke mporpaMM-CepBEpOB HE CIIeAyeT H300peTaTh HOBBIE KOABI [T HE3HAYUTENFHO OTIMYAIOIINXCS CUTYAIMA — HY>KHO
BBIOpaTh HAHOOJIee MOIXO SN KOJI U3 YHCIIA ONPEIEIICHHBIX B CIIEHU(PHUKAIIH.
Hanpumep, xomanpl Tunia NOOP, npu ycnemniHoM 3aBepieHrd KOTopbiid kineHT SMTP He monydaer HOBo# uHboOpMaiuu,
OyayT Bo3Bpamars kox 250. Orkiauk 502 Bo3BpamiaeTcs MpH 3alpoce HEPeaJTn30BAaHHOW KOMaHIBL, a OTKIUK 504 — mus
PCAIM30BaHHBIX KOMaHA € HEMOAJACPKMBACMBIMU ITapaMETpaMu.
TekcT OTKIIMKA MOXET CoepKaTh OoJiee OJHOW CTPOKU M B TAKUX CIIydYasx TEKCT JOJDKEH MapKHPOBAThCS TaK, YTOOBI KIIMEHT
SMTP mor y3HaTh O 3aBepllieHHH TeKcTa. [l 3TOro MCIOJb3yeTcs CIelUaIbHbId (OpMaT MHOTOCTPOYHBIX OTKIIMKOB —
KaXIast CTpoKa (KpoMe MOCIeIHEH) JOIDKHA HAYHMHATHCSI KOJJOM OTKITHKA, ITOCIIE KOTOPOTro cienyeT aeduc (-), a gajee - TEKCT.
B mocnenHeit ctpoke BMecTo Aedrca UCIob3yercs npoden - <SP>, mocie KoToporo Moxer ciieioBaTh TekeT, 1 <CRLF>. Kak
yKa3aHO BBIE, CepBepaM CJedyeT IepenaBaTh CUMBON <SP>, ecnu manee He OymeT TeKCTa, HO KIMEHT J0JKeH OBITh TOTOB K
OTCYTCTBHUIO CHMBOJIA TIpoOena. Hmke mpuBeneH npuMep MHOTOCTPOYHOTO OTKIIHKA!

123-First line

123-Second line

123-234 text beginning with numbers

123 The last line
B GonpmmHCTBE CiydaeB KIMEHTY AOCTaTOYHO HAMTH CTPOKY, B KOTOPOH 3a KOIOM OTKIHKa ciuexyeT <SP> mmm <CRLF> un
MIPOMYCTUTh BCE NPEAMISCTBYIOMINE CTPOKH. B HEKOTOPBIX CllydasX TEKCTOBBIH OTKIMK COACPKUT BaKHBIC AJIS KIMEHTA
JaHHBIE, KOTOPBIE KJIMEHT MOXKET 00pabaThIBaTh C y4€TOM KOHTEKCTA.

4.2.2 KoObl omknukoe (no epynnam)

500 Syntax error, command unrecognized CuHTakcnyeckas omnOka, KOMaH/a HE Paclo3HaHa (3TO MOXKET TOBOPUTH
0 CIIMIIKOM JJIMHHOM KOMaH[e)
501 Syntax error in parameters or arguments CuHTakcu4eckas omuoOKa B mapaMeTpax Ml apryMeHTax
502 Command not implemented Komanna He peanuzoBana (cM. maparpad 4.2.4).
503 Bad sequence of commands HexoppexTHslil mopsiok KOMaHz
504 Command parameter not implemented IMTapaMeTpbl KOMaHIbI HE PEaTM30BaHbI
211 System status, or system help reply OTKJIMK C CUCTEMHOH CIIPaBKOM UM COCTOSTHUEM CUCTEMBbI
214 Help message Hudopmarnus o paboTe ¢ cepBepOM WU OTACIBHBIX KOMaHIaX.
220 <domain> Service ready Cuy>x0a [y1st yKa3aHHOTO JIOMEHA rOTOBA.
221 <domain> Service closing transmission channel 3akpbIBaeTCs KaHaJ epeadn il YKa3aHHOTO JOMeHa
421 <domain> Service not available, closing transmission {1 yka3aHHOTO JOMeHa OOCIY)XMBaHHE HEBO3MOXXKHO M KaHAI CBS3H
channel 3aKpBIBACTCA. DTO MOXKET OBITh OTKJIMKOM Ha IJIIOOYI0 KOMaHIy, €CITH
U3BECTHO, YTO CEPBHC OTKIIIOUCH
250 Requested mail action okay, completed Ormepanys 6J1aronoyJHo 3aBepIIeHa
251 User not local; will forward to <forward-path> HenokansHbIH TONIB30BaTENb — I0YTA OyIET NePechUIaTHCS M0 IPSIMOMY ITyTH
(cm. maparpad 3.4)
252 Cannot VRFY user, but will accept message and He ynaercst npoBepuTh IOYTOBBIH SIIKK, HO COOOIICHHE IPHUHSITO U CepBEp
attempt delivery MOIBITAETCsI €ro A0CTaBUTh (cM. maparpad 3.5.3)
450 Requested mail action not taken: mailbox 3ampomienHas omnepanys HEBO3MOXKHA — IIOYTOBBIA SIIMK HEIOCTYICH
unavailable (Hampumep, 3aHAT)
550 Requested mail action not taken: mailbox 3ampomeHHas omepanus HEBO3MOXKHA — TIOYTOBBIM SIIMK HEIOCTYICH
unavailable (HampuMep, MOYTOBBIN SIIMK HEe Hal/eH, K HEMy HeET JIOCTyINa MM KOMaH.aa
OTBEPrHyTa 110 COOOPAKECHUSIM HCIIOIB3YEMOM MONUTHKN).
451 Requested action aborted: error in processing 3anpolieHHas onepanys IpepBaHa B pe3yJIbTaTe OLINOKH.
551 User not local; please try <forward-path> HenokanpHblil MOJIB30BaTENIb — MOMBITAHTECh HCIIOIB30BATH MPSIMOIl MyTh
(cMm. maparpad 3.4)
452 Requested action not taken: insufficient system 3ampoiueHHas omnepanysi He BBIIOJHEHA MO MPUYMHE HEXBATKH MIPOCTPAHCTBA
storage (Ha mucke).
552 Requested mail action aborted: exceeded storage 3ampomieHHas omepanusi NMpepBaHa MO MPUYHWHE MPEBBIMICHUS BBIICICHHOTO
allocation (IMCKOBOTO) IPOCTPAHCTBA
553 Requested action not taken: mailbox name not 3ampomeHHas omeparys He BBIIOJHEHa — HEIOIyCTHMBIH IOYTOBBIN SIIIHK
allowed (HampuMep, CHHTaKCHYecKast OIIMOKa B UMEHH SIIIHUKA).
354 Start mail input; end with <CRLF>.<CRLF> Hauano BBona nanubix. 3aBepuieaue mo <CRLF><CRLF>
554 Transaction failed mm No SMTP service here OTka3 TpaH3akKIMH WIX OTCYTCTBHE mojuepkku cepBuca SMTP (mpu

TMOTIBITKE COSMHEHUS )

4.2.3 KoObl omknukoe 8 nopsioke HoMepoes

211 System status, or system help reply OTKIJIUK C CUCTEMHOM CIPaBKOH WU COCTOSHUEM CHUCTEMBbI

214 Help message Hudopmarus o paboTe ¢ cepBepOM MU OTACIBHBIX KOMaHIaX.

220 <domain> Service ready Cnyx0a Ui yKa3aHHOTO JOMCHA TOTOBA.

221 <domain> Service closing transmission channel 3akpbIBaeTCs KaHaJ epeadn Uil YKa3aHHOTO JOMeHa

250 Requested mail action okay, completed Onepartys 61aromnoryyHo 3aBepiieHa

251 User not local; will forward to <forward-path> HenoxanpHbI MOMB30BaTENb — MOYTa OyAET MEPECHUIATHCS MO MPIMOMY

myTH (cM. maparpag 3.4)

252 Cannot VRFY user, but will accept message and He ymaercs mpoBepHTb HOYTOBBIH SMIMK, HO COOOINEHHE HPHHATO U
attempt delivery cepBep MOMBITACTCS €ro N0CTaBuTh (cM. maparpad 3.5.3)

354 Start mail input; end with <CRLF><CRLF> Hauano BBozna nanssix. 3asepuenue no <CRLF> <CRLF>

421 <domain> Service not available, closing Jlns ykazaHHOro JOMEHa OOCIYy)XKMBaHHEC HEBO3MOXHO M KaHall CBS3H

http://www.bilim.com

19 http://www.protocols.ru



http://www.bilim.com
http://www.protocols.ru

Pa3ymHble ceTn oT komnaHum BiLiM Systems Ltd.

MepeBon RFC 2821

transmission channel

3aKpBIBACTCA. JTO MOXKET OBITh OTKIMKOM Ha JII0OYyI0 KOMaHZy, €ciH
U3BECTHO, YTO CEPBUC OTKIIOYEH

450 Requested mail action not taken: mailbox 3ampomeHHas omepanus HEBO3MOXXKHA — MOYTOBBIA SIIUK HEIOCTYIICH
unavailable (Hampumep, 3aHAT)
451 Requested action aborted: error in processing 3arnpolieHHas onepaius IpepBaHa B pe3yIbTaTe OMIHOKH.
452 Requested action not taken: insufficient system 3ampomeHHass omnepamus He BBIIONHEHAa 110 IPUYMHE  HEXBaTKH
storage MIPOCTPAHCTBA (HA JUCKeE).
500 Syntax error, command unrecognized CuHrakcuyeckas omuOKka, KOMaHJa He paclo3HaHa (3TO MOXKET T'OBOPHUTH O
CIIMIIKOM JUIMHHOM KOMaH/Ie)
501 Syntax error in parameters or arguments CuHTakcH4ecKkas omuoOKa B mapaMeTpax Ui apryMeHTax
502 Command not implemented Komanna He peanusoBana (cMm. naparpad 4.2.4).
503 Bad sequence of commands HexoppeKkTHbIH TOpSIIOK KOMaHI
504 Command parameter not implemented [TapameTpbl KOMaHIBI HE peaTU30BaHbI
550 Requested mail action not taken: mailbox 3anpomreHHas omepanus HEBO3MOXKHA — IIOYTOBBIH SIIIUK HEJOCTYIICH
unavailable (HampuMep, HOYTOBBIH SIIUK HE HAMeH, K HEMy HET JOCTyNa WM KOMaHZa
OTBEPrHyTa 110 COOOPAXKEHUSIM HCIOJIB3YEMOH HOJUTUKHY).
551 User not local; please try <forward-path> HenokanbHBIN M0J1630BaTENb — MOMBITANTECh HCIOJIB30BATh NMPSIMON MyTh (CM.
naparpad 3.4)
552 Requested mail action aborted: exceeded storage 3amporieHHasi onepaiys NpepBaHa MO MPUYWHE MPEBBIIICHNUS BbIICICHHOTO
allocation (AMCKOBOTO) MPOCTPAHCTBA
553 Requested action not taken: mailbox name not 3ampomieHHas omnepanus HE BBIIOJHEHA — HEIOMYyCTUMBIH MOYTOBBIN AIMK
allowed (HampuMep, CHHTaKCHUYeCKas OMIMOKa B UMEHH SIIIIKA).
554 Transaction failed wiit No SMTP service here OTKa3 TpaH3aKIM{ WIA OTCYTCTBHE MOJIEPKKU cepBuca SMTP (mipu momsiTke

COCIMHCHHUS)

4.2.4 Omknuk 502

VY pa3paboTYMKOB 4acTO BO3HMKAIOT BONPOCH 00 mcnonb3oBaHuu oTkimka 502 (Command not implemented — komaHna He
peanuzoBana). Kon 502 caexyer uCroiib30BaTh B TeX ClIydasx, koraa cepBep SMTP pacmo3nan komaHIy, HO HE yMeEeT ee
BBINONHATE. Eciin koMaHa He pacno3HaHa, cjeayeT Bo3Bpamarh ko 500. s cuctem SMTP ¢ pacmmpenHbIME QyHKIUSIMA
B oTkiMKax Ha koMaHay EHLO HemgomycTHMO yKa3pIBaTh KOMaH/BI, TpUBOAsIHE K OTKINKY 502 mmm 500.

4.2.5 Koobl omknukoe nocne DATA u nocnedyroujux <CRLF>.<CRLF>
Korna cepsep SMTP BosBpamiaer mosiHbIi MO3UTHUBHBIA OTKIMK (ko4 2yz) mocie 3aBepiueHusi komanael DATA ¢
nocienoBarenbHOCThI0O <CRLF>.<CRLF>, 3T0T cepBep npuHUMaeT Ha ce0si OTBETCTBEHHOCTS 3a CIIEAYIOIIHE Ollepalny:
JocraBka cooOuieHust (eciay HOYTOBBIN SIIUK MTOy4aTels CyLIeCTBYET)
[Ipy Heyna4yHOW MOMBITKE TOCTAaBKH B PE3yJIbTaTe BPEMEHHBIX MPOOJIEM HPEANPUHUMAETCSI Pa3yMHOE YUCIIO MTOBTOPHBIX
TIOTIBITOK C TepepriBaMu (cM. maparpad 4.5.4).
[Ipn Heymade BcleaCTBHE AOJNTOCPOYHBIX MPOOJIEM WM TOCIE HCUEpNaHWs 3aJaHHOTO 4YHCIa IONBITOK B Cilydae
BPEMEHHBIX ITPO0JIEM HCXOIHOMY OTIIPABUTEIIO COOOIIEHHS IOChUIACTCS yBetoMIIeHHE (T10 aapecy u3 Komanasl MAIL).
Korna cepsep SMTP Bo3BpamaeT OTKIMK O BpPeMeHHbIX mpobiemax (4yz) mocime komanmsl DATA ¢ 3aBepuiarolieit
nocnenoBaredbHOCTEI0 <CRLF><CRLF>, HenonmycTUMO IpeANpUHNMATH KaKHE-TO MOCTEIyIONIHe TIONBITKH JOCTaBKH 3TOTO
coobmennsa. Kimmenr SMTP coxpanser 3a co060ii OTBETCTBEHHOCTH 32 JOCTaBKY STOT0 COOOIICHUS M MOXXET BO3BPATHTH €0
MOJIb30BATEIIIO MIIM CHOBA TIOCTABHUTH B OYEpEib Ha JOCTaBKy (cM. maparpad 4.5.4.1).
[onb30oBarento, oTHpaBUBLIEMY COOOIIEHHE, CJIEAYET MPEIOCTaBUTh BO3MOXHOCTh MHTEPIPETUPOBATH XapakTep MpodieM
(BpeMeHHBIE WM TIOCTOSIHHBIE), MIEpeiaB eMy COOOIIEHHE 10 3JIEKTPOHHOM 1MouTe WK UHBIM criocoooM. Ecnu kment SMTP
CMOT PEIIUTh IPOOJIEMY TOCTABKH CAMOCTOSITEIBHO, YBEIOMIIEHHUE MOJIb30BATEII0 HE TIepeaeTCs.
Korna cepsep SMTP Bo3Bpamiaer nHGOPMAIHIO O J0JITOCPOUHBIX MpobdieMax (Koj Syz) mocie BeImoaHeHus komanasl DATA
¢ 3aBeparomieid nocienoBarenbHOCTEI0 <CRLF>.<CRLF>, HegomycTHMO IpeanpuHUMaTh KakHe-ITHO0O JONOIHHUTENbHbIE
TIOTIBITKM JOCTaBKM cooOmeHns. Kak u Uil ciaydas BPEMEHHBIX NPOOJIeM, OTBETCTBEHHOCTh 3a JIOCTaBKY COOOIIEHHMS
coxpassiercs 3a xmeHToM SMTP, HO KIHMEeHTY He cjleyeT IBITaThCsl HOBTOPHUTH JOCTABKY TOMY XK€ cepBepy 0e3 mpocMoTpa
COOOIIEHHMS TT0JIb30BATENIEM U BHECEHHSI COOTBETCTBYIOIINX N3MEHEHHH.

4.3 MNMopsaaok crnegoBaHUA KOMaHA U OTKITMKOB
4.3.1 O630p

CBsI3p MEX/ly OTIIPaBUTEIEM M MOJIydYaTeleM B IMPOLECCe MPEACTaBIseT COOOM JHManor, KOHTPOJIUPYEMBIH OTIIPaBUTEIIEM.
OTHpaBI/ITeﬂb BBOAWUT KOMAH/Ibl, a MOJy4aTCJb BO3Bpalla€T OTK/IMKHM Ha HHUX. Ecnu He cormacoBaHbI ApyTuc ycCjioBus C
UCIIOJIb30BAaHUEM DACIIMPEHHOTO CEpPBHCA, OTIIPABUTENb JOJIZKEH MOIYYUTh OTKIMK Ha MEpElaHHYI0 KOMaHIy Ipexiae, YeM
MIOCBIIATH CIEAYIOILYIO.

OnHUM M3 BOXHBIX OTKJIMKOB SIBJISICTCS PUBETCTBUE NPH OpTraHM3aliK coequHeHus. OOBIYHO MOJydaTelb MepeacT OTKINK
220 "Service ready" mpu opraHuzanuu coequHEeHUs. OTHPaBUTEIO CJIeqyeT JOXKIAThCs STOr0 OTKIMKA U TOJNBKO TOTOM
repeiaBaTh CIeIyomne KOMaHIbl.

Bce oTKIHMKH-TIPUBETCTBHS BKIIOYAIOT O(HIIMaTbHOE UMs (TIOHOE JOMEHHOE MMs) XOCTa, Ha KOTOPOM paboTaeT cepmep, B
KadecTBe MEpPBOTO CJIOBa IMOcJe KoJa. B HEKOTOPHIX CIydasx y XOcTa MOXET He ObITh coOcTBeHHOTO MMeHH. OOcyxiaeHne

aIbTEPHATHBHBIX UMEH IS TAKUX CUTYaIUi puBoAnTCs B maparpade 4.1.3. Hmwke npuseneHs! 3 mpuMepa NpUBETCTBHIL:
220 ISIF.USC.EDU Service ready
220 mail.foo.com SuperSMTP v 6.1.2 Service ready
220 [10.0.0.1] Clueless host service ready

7 B OpUTHHAJIC OIIMO0YHO CKA3aHO «HAOJITOBPEMEHHBIX» U YKa3aHbl KOJIbI SyZ HpLLM nepee.
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B npuBenenHol HyKe TabNHIE TaHBI BApHAHTHl OTKIMKOB MPU YAAYHOM M HEyJa4HOM 3aBepIIeHHH Bcex koMaHn. Caexyer
CTPOTO NPHUIEPKHUBATHCS ITHX KOJOB — IOJTydaTesIb MOXKET U3MEHATh TEKCT OTKJIMKA, HO CMBICT OTKJIMKA U JICUCTBUS B OTBET
Ha HETO ONPEEIISIFOTCS YHCIOBBIM KOJOM U ITOCIE0BATEIbHOCTHIO BBEICHHBIH paHee KOMaH]I,

4.3.2 [locriedoeamenibHOCMU KOMaHOa - OMKJIUK

Jnst ka0l KOMaH/Abl YKa3aHbl BCE BO3MOKHBIE BapHAaHTHI OTKIMKOB. [I0CKONBKY HEKOTOPBIE CepBEpbI MOTYT T'€HEPHPOBATh
WHBIE OTKJIMKU B COOTBETCTBYIOIIMX OOCTOSITENBCTBAX U C YyUYETOM BO3MOKHOCTH ITOSIBJIEHHUSI HOBBIX KOJOB, kiaueHTam SMTP
caenyer (110 BO3MOXKHOCTH) MHTEPIIPETHPOBATH TOJIBKO MEPBYIO IMUPpy Koma. KpoMe TOro, KIMEHT A0JKeH OBITh TOTOB K
paboTe ¢ HEM3BECTHBIMH KOIAMH, TAKXKE MHTEPHPETHUPYS B HUX TOJBKO HEPBYIO HUGPY. 3a UCKIIOYEHHEM paclIpEeHHOTO
WCIIOJB30BAHUSI MEXaHW3MOB, ONHCAaHHBIX B maparpade 2.2, mis cepsepoB SMTP HemomycTrmma miepenada KOJOB,
COJIepIKalX 4YTO-TM00 cBepX 3 nudp WIM HMCHONB3YIOIUX LU(PBI, HE BXOISIIME B pa3pelieHHbId auana3oH 2 - 5
(BKITIOUUTEITBHO).

OnucaHHbIe 31€Ch BapHUaHTbl OTKJIIMKOB Ha KOMaHJIbl (B MPpUHIHUIIE, U CaMU KOJI])I) MOTYT JOIOJIHATHCA WUJIW USMCHATLCA IIPU
ucnonb3oBaHuu pacumpernit SMTP, npeanaraeMbIx cepBepoM U MOHATHBIX (3aIpaIllBaeMbIX) KIMEHTOM.

B nomonHenune x nepeuyrcieHHbIM B Talbnuie kojgam JitoOble komanabsl SMTP Moryt Bo3BpaiiaTh TpU HPUBEICHHBIX HUXKE
KO/Ia B COOTBETCTBYIOLIMX HEIUTATHBIX CUTYalUsAX:

500 - nna caydas command line too long (camimkom AiIMHHAs KOMaHJa) WM NPU MOJYYEHHH HETOHSITHOHW KOMaHJBL.
OtmernM, uTo OTKIMK command not recognized B OTBeT Ha KOMaHIy M3 00s3aTeJILHOrO Habopa SIBJISETCS HapylleHHEM
JTAHHOM crieru(uKannm.

501 - Syntax error in command or arguments (CHHTaKcH4ecKas OIIMOKa B KOMaHJAE WM apryMeHTax). [ mommepKKu
OyaymuX pacIIupeHUi KOMaHAaM, BKIIOUEHHBIM B JaHHYIO crienudukannio kak koMaHnel 0e3 aprymentoB (DATA, RSET,
QUIT), caenyer Bosppamars OTKIWK 501 mpH HONMy4eHHH KOMaHIBI C apryMEHTaMH, €CIM HWHOE HE COIJIACOBAaHO B
anorcupoBanHoM EHLO pacmmpenum.

421 Service shutting down and closing transmission channel - cepBUC OTKJIFOUEH C Pa3pbIBOM KOMMYHHKAIHOHHOTO KaHasa.

B HOPMAJIBHBIX YCJIIOBUAX B OTBET HA KOMaHAbI MOT'YT BO3BpallaThbCs CICAYIOIMNE OTKIIMKU!

Komanna Ycenex Heynaua
Opranu3anys COeAMHEHUs 220 554

EHLO umu HELO 250 504, 550

MAIL 250 552,451, 452, 550, 553, 503
RCPT 250, 251° 550, 551, 552, 553, 450, 451, 452, 503, 550
DATA (npomexytoussli otkiuk 354) | 250 552,554, 451, 452

DATA 451, 554, 503

RSET 250

VRFY 250,251,252 | 550, 551, 553, 502, 504
EXPN 250, 252 550, 500, 502, 504

HELP 211,214 502, 504

NOOP 250

QUIT 221

4.4 TpaccupoBoyHasa nHdopmaumsa
Korma cepep SMTP momywaer cooOmieHne A [OOCTaBKM WM JajbHEWIned oO0paOOTKH, OH [10JI#KeH BCTAaBHUTH
TpaccupoBoYHYI0 nHpopmanuio (time stamp unu Received) B Hauano coaep>xumMoro, Kak onucaso B naparpage 4.1.1.4.
TpaccupoBouHas CTpOKa J0JIZKHA UMETh CIEAYIOILYIO CTPYKTYPY:

B nmone FROM, kotopoe momkno obecnieunBathess B cpeae SMTP, cienyer Bkimodath (1) MMs XOCTa-OTIIPaBUTEINS,

npeacrasineHHoe B komanae EHLO, u (2) [P-anpec otnpaBurens, onpeneneHnslii u3 coeaunenus TCP.

[Tone ID mosket Brmovats "@", kak npeaoxeHo B RFC 822, Ho 310 Heobs3aTenbHo.

[Tone FOR Mo:keT conepkaTh CIIMCOK 3JIEMEHTOB <path>, ecnu ucnonb3yercst MHOkecTBO komana RCPT. Oto moxer

BJIMSATH HA 0€30MaCHOCTH CHCTEMbI M OOBIYHO HEXXENAaTeIbHO BKIIIOUATh TAKUE CIHCKHU (cM. maparpad 7.2).
Jns mouroBeIx mporpamM Internet HemomycTMMO BHECEHHME W3MEHEHHMH B cTpokm Received:, yke NpHCyTCTByOIIHE B
3aronoBke coobmienns. CepBepsl SMTP moJkHBI 100aBIATH B HA4aJO CBOIO CTPOKY Received, HO HeZOIMycTHMO MEHSTH
MIOPSIIOK UMEIOIINXCSl CTPOK MIIM BCTABIIATH CBOIO CTPOKY Received B pyroe MecTo 3aroyioBka.
ITo mepe pacmmpenus cetu Internet mpocmoTp crpok Received craHoBHTCS Bce Ooiice BaXKHBIM CPEICTBOM AMArHOCTHKU
MTOYTOBBIX CHCTEM, OCOOEHHO I 0OHApyKeHUsI MeIUIeHHO paboTarouux Tpanciatopos. Cepepam SMTP, koTopsie co3maioT
noJist Received, cienyer siBHO 3a1aBaTh BpeMeHHOM caBur (Harpumep, -0800), a He KCIoIb30BaTh UMEHA YacOBbIX MOsICOB. [1o
BO3MOXKHOCTH CJIEZlyeT YKa3blBaTh JIOKaJbHOE Bpems (¢ yuderom mosica), a He UT. Takas uHdopmauus naer Ooiiblie
uH(popMaLuK 0 JIOKaJIbHBIX ycioBusx. Eciu Tpedyercst ncnonszoBats UT, momydarento JOCTaATOYHO UCIIOIb30BATh IPOCTYIO
apu(MeTHKy ISl OJIyYeHus1 Hy»KHOro 3HadyeHus. Viconp3oBanue gopmara UT nmpuBoauT kK nmorepe HHPOPMALMU O YaCOBOM
nosice cepepa. Eciu xkenarenbHO yKa3slBaTh UMsI 4aCOBOTO I105ICa, €r0 CIeyeT AaBaTh Kak KOMMEHTapHH.
Korna cepsep SMTP obecrieunBaeT «OKOHYATENBHYIO JOCTABKY» COOOIEHHUS, OH BCTABIIIET CTPOKY 0OpaTHOro myTH (return-
path) B Hauaso MOYTOBBIX HaHHBIX. Mcnosb3oBaHue return-path siBisieTcst 00s3aTENBHBIM M MOYTOBBIE CHUCTEMBI TOJIKHBI
moiep >kuBaTh 00paTHBIN myTh. CTpoka return-path coxpansier 3Ha4eHHE OJHOMMEHHOTO ITapaMmerpa m3 koMaHmel MAIL.
OxoHuaTenbHASA JOCTaBKa COOOIIEHHS Bee ele coxpanseT ero B cpeae SMTP. O0brdHO cooOmieHne J0CTaBIsAeTCs B IOYTOBBIN
AMIMK MOTb30BATEIIs UM TIOYTOBOE XPAHMIIMIIE, HO B HEKOTOPBIX CIIy4asX COOOILIEHUE MOXKET HOABEPraThCsl JOMOIHUTEIbHON
00paboTKe MK NepelaBaThCs B APYTUE TOYTOBBIE CHCTEMBI.
IIyte BO3BpaTa, COXpaHEHHBIH B MOYTOBOM SIIIMKE, MOXXET OTIMYAThCA OT aJpeca PEaJlbHOro OTIPABUTENIS COOOIIEHMS
(Hanpumep, TpH JOCTaBKE COOOILIEHUIT 00 OmMOKax IO CreHaIbHOMY aJpecy BMECTO Hepelnaud ux ormpasurento). Ipu

8 Cm. naparpad 3.4, B KOTOpOM 00CYkKIaeTCsl HCIOIb30BaHHE OTKIMKOB 251 u 551
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HCTIOJH30BAHNH TOYTOBBIX CITUCKOB TAaKO€ HECOBIAJCHHE BCTPEYAETCS YacTO M OKa3bIBaeT OONBIIYIO ITONB3Y, JOCTABISA
coobmieHns 00 omuOKax AePIKaTeIto CIICKA, a HE OTIPABUTENSIM COOOIICHIH.
B mnpuBeneHHOM BBIIIE TEKCTE MPEIIOJIAraeTcsi, YTO OKOHYATENbHbIC MOYTOBBIC NaHHbIE OYJIyT HAUYMHATBCS CO CTPOKU
00paTHOTO MYTH, 3a KOTOPOH OyneT ciemoBaTh OJHA WM HECKOJIBKO TPACCHPOBOYHBIX CTPOK. Ilocie CTpOK TpacCHpOBKH
pacroararTcs 3aroJIOBKH MOYTOBBIX TaHHBIX U TE€JO coodmienus [32].
B HekoTopeix ciyyasx cepep SMTP cnoxHo ompenenuts oOecrieunBaeT I OH OKOHYATEIbHYIO JOCTaBKy. [losTomy Bce
HOCJIE/IYFOIIME TTOYTOBBIE CUCTEMBI (TPAHCIISATOPBI, IIUTI03bI, CUCTEMBI MIEPECHUTKH) MOTYT yISTh CTPOKY O0paTHOTO ITyTH U
nepecrpauBarh komanay MAIL, obecrieunBasi B 10OCTaBJICHHOM COOOLICHUH €IMHCTBEHHYIO CTPOKY OOpaTHOTO My TH.
Ienepupyromeii coobmenne cucreMe SMTP He caemyer mepenaBath COOOIICHWI, B KOTOPBIX YK€ BKJIFOUYEH 3aroJOBOK
Return-path. J{ns cepepoB SMTP, obecrieunBaromux TpaHCIAIIIO, HeTOMYCTHMO IIPOBEPSTH JaHHbIE COOOLICHUS U HaJIMYHe
3aronmoBka Return-path. Cepsep SMTP, oOecneunBaromuii OKOHYATENBHYIO OCTAaBKY, MOKeT YIANSATh HMMEIOUIHIACS
3aronoBok Return-path mepen moGaBieHHEM CBOETO.
OcHoBHBIM Ha3zHaueHHeM Return-path sBisieTcs ykazanme agpeca, o KOTOPOMY CIIEAYET JOCTABIATh COOOMIEHHU 00 OmMOKax.
Jl1 0AHO3HAYHOCTH €JleyeT BKII0YAaTh B COOOIIEHNE eANHCTBEHHBIA BapHaHT 00paTHOTO ImyTH. CucTeMam, UCIIONIb3YIOMNM
cuarakcuc RFC 822 ¢ ommuaeiM ot SMTP TpancnmopTroMm, clieayeT yKa3blBaTh OJHO3HAYHBINA ajapec, CBA3aHHBIA C
TPaHCIIOPTHBIM KOHBEPTOM, 10 KOTOPOMY JIOJDKHA BO3BpaliaThes MH(popmanus 06 omubkax (Harmpumep, 0 HEBO3MOXKHOCTU
JIOCTaBKH).
Hcmopuueckoe 3ameuanue: lpusenennsie B RFC 822 cBejieHus, 0TBepraroiiye UCIOIb30BaHUe 3arojioBka Return-path (uiu
ajzpeca Bo3Bpara u3 koManasl MAIL B koHBepTe) Aiis JOCTaBKM MHpOpManuu o0 ommbKax, HeMpUMeHUMbI B cpene Internet.
Anpec obpaTHOro myTH (Kommupyemblii B Return-path) moJiskeH ncnonb30BaThest JUIsl JOCTABKH BeeX cOoOOIIeHnH 00 ommnoOkax B
Tpoliecce AocTaBKu. B yactHocTH:
lmozam u3 SMTP B npyrue cpezp! ciiexyeT BCTaBiIsSTh OOpATHBIN MyTh, €CJIM Y HUX HET MH(OPMALUK O TOM, YTO JIpyTast
cpema Takke HCIONB3yeT B aapecax IOMEHHbIE MMeHa Internet W moamepKWBaeT OTHENBHBIA KOHBEPT C alpecoM
OTTIPABUTEIS.
[nro3am u3 nmpyrux cpenq B SMTP caexyer ymamsaTe W3 3aroyioBKa CTPOKY OOpaTHOTO IIYTH M KOIHPOBATH OTY
nHpopMmanuio B KoHBepT SMTP mimm oObeaMHATH €€ C TPUCYTCTBYIOMIEH B KOHBEpPTe WHGpoOpManueil W3 Ipyroi
TPAHCIIOPTHOM CHCTEMBI ISl IIOCTPOCHUSI 00paTHOro MmyTH [yl KoMaHsl formation present in the envelope of the other
transport system to construct the reverse path argument to the MAIL command in the SMTP envelope.
CepBep JOJDKCH NMPUHUMATH CIICHHAIbHBIE MEPBI B ClIydasdaX, Korjia 06pa60T1<a IMPUHATBIX MOYTOBBIX JAHHBIX MOXKET 6I)ITb
ycneumoﬁ JIMIIb OTYAaCTH. DTO MOXKET HpOH30ﬁTH, €CJIM 1ocJIC MpueMa HECKOJIBKHUX aJIpeCOB nonyanenei/i U IIOYTOBBIX
JaHHBIX U1 HUX cepBep SMTP oOHapyuT, 4TO BO3MOXHA JJOCTaBKa TOJIBKO HEKOTOPHIM M3 YKa3aHHBIX ajpecaroB. B Taknx
ciydasx Ha komaHny DATA nosken BosBpamarses oTkiauk OK. Ognako cepsep SMTP poskeH moAroToBUTh U IepenaTh
YBEJOMJIEHHE O HEBO3MO>KHOCTH JIOCTaBKH OTHPABUTEINIO COOOIICHUSI.
Jo:kHO TIepeaaBaThCsl OJHO YBEJIOMIIEHHE CO CIIMCKOM BCEX allpecaToB, KOTOPHIM HEBO3MOXHO IepelaTh COOOIIECHHE, WIIH
OTJENbHBIC YBEJOMIICHHUS I KXKIOTO W3 TAaKUX anpecaToB. M3 cooOpakeHHWii SKOHOMHHU TEpPBEIA BapHaHT SBIIETCS Oolee
MIPEINOYTHTENEHEIM. Bee yBeoMIIeHUsI 0 HEBO3MOKHOCTH JOCTAaBKH TIEpEatoTCs ¢ UCHoiIb3oBaHue kKoMaHasl MAIL (maxe B
TeX CIydYasx, Korna npobieMa Bo3HHKIIA IpH 00paboTke ycrapeBmmux komana SEND, SOML unn SAML) u cogepxar mycroe
nojie obpatHoro myTtH (cM. maparpag 3.7).

BpeMeHHbIE METKM U ITyTH BO3BpaTa (hopMasbHO ONPEICIITIOTCS CIIEIYIOIINM 00pa3oM:
Return-path-line = "Return-Path:" FWS Reverse-path <CRLE>
Time-stamp-line = "Received:" FWS Stamp <CRLEF>
Stamp = From-domain By-domain Opt-info ";" FWS date-time
; date-time omnpenesnerHo B [32], HO dopma "obs-", ocoBeHHO IJysa 2-3HAaYHOTO ykaszaHusa Trola
; BanpemeHa B SMTP u ee MCIHOJIb30BaHME HEAONYCTMMO.
From-domain = "FROM" FWS Extended-Domain CFWS
By-domain = "BY" FWS Extended-Domain CFWS
Extended-Domain = Domain /
( Domain FWS " ("™ TCP-info ™)™ ) /
( Address-literal FWS " (" TCP-info ™)" )
TCP-info = Address-literal / ( Domain FWS Address-literal )
; cepBep noJsiydaeT mMHOopmMaumo u3 coemmHeHusa TCP, a He m3 xoMaHOs EHLO.

Opt-info = [Via] [With] [ID] [For]

Via = "VIA" FWS Link CFWS

With = "WITH" FWS Protocol CFWS

ID = "ID" FWS String / msg-id CFWS

For = "FOR" FWS 1*( Path / Mailbox ) CFWS
Link = "TCP" / Addtl-Link

Addtl-Link = Atom
; JomoJsiHMTeJIbHBEIE CTaHIAapPTHBEE MMEHa KaHaJloB permcrpupyioTrca B IANA.
; Iome Via wmcrnojybayeTcs HOpexIe BCer'o Ui YyXoT'o TpaHcnopTa (He Internet).
; CepBepam SMTP HemonmyCTMMO JMCIIOJIb30BATh HE3apeIMCTPUPOBAHHEE MMEHAa.
Protocol = "ESMTP" / "SMTP" / Attdl-Protocol
Attdl-Protocol = Atom

4.5 [ipyrve Bonpochbl peanusauum

4.5.1 MuHumanbHasi peanu3sauyus
Hdus obecnieuerns paboter SMTP Tpebyercst obecrieunTs TO KpaifHel Mepe MUHHMAIBbHYIO (YHKIHOHAIBHOCTH. Hinke

NEPEUYNCICHBI KOMaHAbI, KOTOPBIC KaXKJasd painu3annsd A0JJKHA IMTOAACPKHUBATHE B COOTBETCTBUU C JTaHHOM cneumbnxauneﬁ:
EHLO
HELO
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MAIL

RCPT

DATA

RSET

NOOP

QUIT

VREY
JIroOble cucTembl, KOTOpble BKitouatroT cepBep SMTP, mommepkuBaromuii TpaHCISIIMIO WM JIOCTaBKY ITOYTHI, JAOJKHBI
TIOJI/IEPXKUBATh 3apPe3ePBUPOBAHHBII MOYTOBBIN SIIUK postmaster Kak He3aBUCHMOE OT PEerucTpa JoKaibHoe nMs. be3 takoro
azpeca MOXHO OOOMTHCH, €CIIM CepBEep BCErIa BO3BpAIIACT OTKIMK 554 Ha OTKpHITHE coequHeHuil (cm. maparpad 3.1).
TpeboBanue MpuHUMATH MOYTY JJIS agpecaTa postmaster, BeeT kK ToMy, uto komanasl RCPT, ykaspiBaromue agpec postmaster
B TIOOOM W3 TOMEHOB, Ui KOTOpPEIX cepBep SMTP obecneunBaeT mouToBOe OOCTYKHBAaHUE, a TAKXKE CHEIHAIbHBIA CIyJYan
komaHael RCPT TO:<Postmaster> (6e3 yka3zaHus JOMeHa), OJLKHBI TIOIEPKUBATHCS CEPBEPOM.
[Ipennonaraercs, uro cuctembl SMTP OynyT npuiaraTs Bce pa3yMHBIE YCHIIHSA JUIS BOCTIPHSTHSA MOYTHI B anpec Postmaster ot
nmo00ii npyroi cuctemsl B Internet. B axcTpeMalibHbIX cityyasix (HampuMep, IpU arakax Ha ciayO0bl - denial of service attack)
WIA IpYyTUX HapyLICHUAX CHCTeMBbl Oe3omacHocTH cepBep SMTP moxer GIOKMpOBaTh MMOUTY, HANPABICHHYIO IO aApecy
Postmaster. OpHako, NPOAOJIKUTENBHOCTh TaKOW OJOKUPOBKH CJeAyeT MaKCUMaJIbHO OrpaHM4YHMBaTh, BO HW30ekaHHE
OJIOKUPOBKH COOOIIEHHH, KOTOPBIE HE SIBJISIOTCS YACTHIO aTaKH.

4.5.2 lpo3payHocmb
Be3 mpuWHATHS HEKOTOPHIX CIENHUaIbHBIX Mep mocienoBarenbHOCTh <CRLF>.<CRLF> Oyzer BOCHpHHUMATBCS Kak
3aBEpIICHHE MOYTOBBIX JAHHBIX U HE MOXET BKIIIOYAThCS IOJIb30BaTENEM B TEKCT. OOBIYHO MOJIB30BATENH JaXKe HE 3HAIOT O
TaKUX «CKPBITBIX» IIOCIENOBATENbHOCTSIX. ISl Mpo3padyHOd Iepeadd MOATOTOBICHHOTO IOJb30BATENEM TEKCTa CIIyXkKaT
CJICIYIOIIHE TIPOLIETYPBI:
Ilepen otnpaBkoil cTpokH Mo4TOBOro Tekcra kiueHT SMTP nposepsier nepBelii cuMBOJ cTpokd. Eciu TakuM cUMBOJIOM
SIBJISIETCSI TOYKA, KIMEHT IPOCTO JOOABJISIET K €lIe OJHY TOYKY B Haualle CTPOKH.
Cepep SMTP, nposepsieT nosyueHHy0 CTpOKy. Ecnu oHa COAEp>KUT TOIBKO TOYKY, 3TO TPAKTYeTCs KaK 3aBEpLICHUE
JaHHbIX. Ecay mocie TOuku B Hayase CTPOKU CIEXYIOT JONOJHUTENbHbIE CUMBOJIBL, 3Ta TOUKA IPOCTO yIANISeTCsl.
[ToutoBble maHHBIE MOTYT BKJIIOUYaTh JiEoOble W3 128 cumBonoB ASCII. Bce cHMBONBI TOCTaBISIOTCS B TOYTOBBIA SIIHK
MOTy4aTerst, BKIIOYast MpoOessl, TadyIATOpbl ApYyrHe YIpaBISIOIME CUMBOJIBL. Eciim kaHanm mepemauu mojiepXuBaer §-
OWTOBBIN (OKTETHBII) MOTOK MaHHEIX, 7-OmToBhle Koabl ASCII mepenaroTcs ¢ BRIpaBHHBAHHEM II0 MPAaBOMY Kparo OKTeTa U
HyJIEBBIM 3HaYCHHEM cTapiero outa. Tpancmaropsl SMTP ucnonp3yroT crieluaibHyI0 TPAKTOBKY 8-OHTOBBIX CHMBOIIOB (CM.
3.7).
B HEkoTOpBIX cucTeMax MOXKET TPeOOBAThCs Heperada NPUHATHIX U COXPAHEHHBIX JAaHHBIX. DTO MOXET ObITh aKTyaJlbHO [UIS
XOCTOB, HCHONb3yOmuUX oTan4YHbIi 0T ASCII nokanbHbII HAOOP CHMBOJIOB, €CIIM OHM COXPAHAIOT JAHHBIC B 3allUCSX, a HE B
CTPOKaX WJIHM IPHU UCIOJIh30BAHUH CICIHAIBHBIX CUMBOJBHBIX MOCIICOBATEILHOCTEH B KauecTBe orpanuuunTenci (delimiters)
BHYTPY TOYTOBBIX SIIMKOB. Ecim Takue mpeoOpa3oBaHusi TPeOYIOTCS, OHU AOJKHBI OBITH OOpaTHMBIMH, OCOOEHHO ISt
MOYTOBBIX TPAHCISTOPOB.

4.5.3 Pa3mepbl u maumM-aymsl

4.5.3.1 OrpaHnyeHus pasmeposB
CyImecTByIOT HEKOTOpBIE OOBEKTHI, Ui KOTOPHIX TpeOyeTcs: orpaHmueHue pasmepa. Kaxnmas peamusamust AOJKHA OBITh
croco0Ha MPUHUMATh OOBEKTHI, pa3Mephl KOTOPBIX HE BBIXOIAT 3a 3TH orpanndeHus. CieayeT (10 BOSMOXKHOCTH) W30eraTh
nepenadd o0bEKTOB Oouibiero pasmepa. OHAKO HEKOTOpBIE MOYTOBBIE CHCTEMBI Internet co3naroT Takue aapeca B Gopmare
X.400 [16], koTopbIe MOTYT MOTPEOOBATH OONBIIETO pa3Mepa 0OBEKTOB — KIIMEHTHI MOTYT IBITATHCS MEePEeIaTh TAKUE OOBEKTHI,
HO OHM AOJIKHBI OBITH TOTOBBI K OTKa3y CEpBEPOB OT OOCIY>KHMBAaHUs CIHMIIKOM OOJIbIINX OO0BEKTOB. JIsi CHMOKEHHMS
BEPOSITHOCTH BO3HMKHOBEHHs NMPOOJEM B peaM3alMsiX CIEAyeT HCIIOIb30BaTh METOAbI, HE OTrPaHUYUBAIOLIME DPa3Mephl
00BEKTOB.
Jl0KanvHaA yacms aopeca
MaxkcumanbHBIH pa3Mep UMEHH TI0JIh30BaTeNs MITH JIOKATFHON YacTH ajipeca COCTaBIsIeT 64 CHMBOIIA.
oomeH
MakcuManbHBIA pa3Mep TIOMEHHOTO UMEHHU COCTaBIISIET 255 CUMBOJIOB.
nymp
MaxkcumanbHas JUIHHA IPSIMOTO W 00PAaTHOTO My TH COCTaBIISIET 256 CHMBOIIOB (BKIIFOUAS Pa3ACIUTENN U MyHKTYAIHIO).
KOManoHas cmpoxa
MaxkcumanbHas AJMHA KOMaHIHON CTPOKM € Y4eToM 3aBepuiaromieii mocienoBarenbHocTh <CRLF> cocraBmser 512
cuMBoJIOB. Pacimpenuss SMTP MoryT paspemars Oosiee AJIMHHBIE KOMaH/IbL.
CMpPOKA OMKIUKA
MaxkcumanbHas JIMHA CTPOKH OTKIMKAa ¢ yderoM kojga U <CRLF> cocraBnser 512 cumBOnOB. J[OMONHUTENBHYIO
MH()OPMAINIO MOXKHO TI€peaTh, UCTIOb3Ysl MHOTOCTPOYHBIH OTKIIUK.
meKcmosas cmpoka
MaxkcumanbHas JuiiHa cTpoku Tekcra ¢ ydyeromM <CRLF> cocraBmser 1000 cumBonoB (He y4uTHIBas 100ABIIEMYIO B
HAYaJo TOYKY B CIIydasx oOecredeHus mpo3paqnoctn). Pacmmpenus SMTP mMoryT ncnosip3oBats 0oliee [UIMHHBIE CTPOKH.
cooeprcumoe coodujeHus
OrpaHndeHre MaKCUMAJIBHOTO pa3Mepa COJIEPKUMOTO COOOIICHHUs (BKITFOYAst 3ar0JI0BKH U TEJO) AOJIKHO OBITH HE MEHee
64K oxretoB. [Tocne BBeneHus cranaapros Internet Ha multimedia-nioury [12] pa3smepsl ouTOBBIX cooOuIeHuii Internet
MHOTOKpPaTHO BO3pPOCIIM M 1O BO3MOXKHOCTH ClieyeT nm30erath orpaHuueHus pasmepa coooOuenuil. Cucremam SMTP,
KOTOpbIE€ HE MOTYT OTKa3aThCsl OT OTPAaHMUYEHHUS Pa3MEpoB cJjelyeT peanu3oBaTh cepBucHoe paciupenue SIZE [18], a
kienTamM SMTP, nepenatommm Oosplre cooOLIeHNs!, caeAyeT 10 BO3MOXKHOCTH MCIIOIb30BaTh 3TO PACIIUPEHHE.
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recipients buffer
MunnmanpHOe uncino Oydepmsyemsix momydarenelt cocraBisier 100. OTka3 oT mpuema cooOmeHnit (s 30BITOYHBIX
monmyyareneit) mpu umciue komaHx RCPT wmenee 100 sBnsercs HapymieHHWeM JaHHOW crerudukanud. Jlns
TpaHcIupyommx cepsepoB SMTP HegomycTHMO, a HOCTaBISIOMINM — He CJedyeT IPOBEpSATh 3ar0JOBKA M OTBEPrarh
COOOIIeHNs Ha OCHOBE 3aIaHHOTO uuciia norydateneii. CepBep, B KOTOPOM OTpaHHYMBACTCS YHCIIO TIOTydaTeNe, A0JIKeH
UCIIONIb30BaTh Pa3yMHBIH BHIOOP OTKIIOHSIEMBIX COOOIIEHHH (CKOpee cpa3y OTKJIOHHUTH aJpPEecaToB, BBIXOASAIIMX 32
HpeJieNbl IOMyCTUMOTO YHCIIa, HeXEIH TOTOM OTOpachIBaTh IPUHATHIE CHavana aapeca). KiueHram, KOTOpbIM TpedyeTcs
JocTaBka coobuieHusi, Bkitoyatomero o6osiee 100 komann RCPT caexyer ObiTh ToTOBBIME K Tiepenade Oyiokamu mo 100
a/IpecoB B O/IMH IIPUEM.

O1wmmnOKy, CBS3aHHBIE C BBIXO/IOM 32 JIOITyCTHMBIE TIPEJIENIb, PUBOJIAT K IIepejade COOTBETCTBYIONINX OTKIMKOB!

500 Line too long - CIMIIKOM IJIMHHas CTpoka

501 Path too long — CJHMIIKOM IOJIMHHBEI IIyThb

452 Too many recipients - ciauMmkoM MHOTO IojiydaTeJiey (CM. HIMXe)
552 Too much mail data — CJAMIIKOM MHOTO IIOUTOBBEIX IAHHBIX .

B RFC 821 [30] HekoppekTHO ykazaHo, uTo cepBep SMTP B ciaygasx npessimenus ancia komasg RCPT (too many recipients)
TeHEePHUPYeT OTKIHMK C KomoM 552. KoppeKTHBIM KOJOM IS TAKUX OTKIMKOB sBisieTcs 452. KimeHTaM cjieyeT TpaKToBaTh
KoA 552 B TaKHX CIydasx KaKk BpEMEHHYIO IIPo0IeMy, a He IOCTOSIHHYIO, YTOOBI OITMCAaHHAsl HUXKE JIOTUKA MOTJIa paboTaTh.
Kornaa coorBercrByronmii crienndukanun SMTP cepBep crankuBaercsi ¢ Takol mpoOieMoi, OH uMmeeT 1o kpaiHelr mepe 100
npuHATEIX KoMaHn RCPT B cBoem Oydepe momyuareneir. Eciam cepBep crnoco0eH HpUHATH COOOLICHHE, W3 KIMEHTCKOU
ouepenu Oyner ynaneHo no kpaitaeit mepe 100 agpecos. Korya kiMeHT npeArnprMeT HOBYIO MOMBITKY MEPEAadyr aapecoB, s
KOTOPBIX ObLT MostyueH OoTKIHK 452, cepBep SMTP cmoxer momectuTh B Oydep moaydareneit mo kpaiineir mepe 100 aapecos.
Kaxmast moBTOpHast MOMbBITKA OyIeT 00eCIeurBaTh repeaady COOOIICHHUS 10 KpallHeH Mepe COTHE aJpecaToB.

Ecmu cepeep SMTP umeer npenen ans uucna komann RCPT u 3TOT mpepen mpeBbilIeH, cepBEp AOJIKEH HCIOIb30BAThH
OTKJIMK C KOJOM 452 (HO KJIMEeHTY cjeayeT ObITh TOTOBBIM M K IOJIydeHHIO KoJa 552, kak ObuIo ykasaHo Bbime). Ecim
OTpaHWYEHUsI cepBepa 3a/1aHbl IIPaBUIIaMH, OH MOKeT HCIOJIB30BaTh OTKIHMK ¢ KojoM 5XX. Oto Oyner Hanbosiee pa3yMHBIM
peIIeHneM, €Cli OTpaHNUYeHHE NPEJHa3HauYeHO Ui OJOKMPOBKU MEpEeaadn COOOLIEHNH, B KOTOPHIX CIHMCOK MOJydYaTenei 1mo
pa3Mepy MpeBHIIIAET CaMO COOOIIEHHE.

4.5.3.2 Tanm-ayTbl
Kmuenter SMTP monaHbl OIAEPKUBATh MEXaHU3M TaiiM-ayToB. TaiiM-ayThl JOJKHBI 33aBaThCS Ui KOMaHM, a He Ui
BpEMEHH Bceld mouTOBOW Tpam3akiuu. CJieayer oOecrednBaTh BO3MOXKHOCTH HACTPOMKHM 3HAYCHHH MapaMeTpoB 0e3
MOBTOPHOW KoMImsAnuu koga SMTP. s peanu3aruu 3Tux TpeOOBaHUH TaliMephl 3a7at0Tcs Tt Kax a0l koMaHasl SMTP u
sl Kaxzaoro Oydepa mnepenaun JaHHbIX. llocnenHee o3Hawaer, 4ro OOMWMI TaiiM-ayT Juisl TpaH3aKLUH pacTer
HPONOPIIMOHAILHO YBEJIMUEHHIO pa3Mepa COOOIICHHS.
Ha ocHoBe ombiTa pabOTBHl TPAHCISATOPOB C BBICOKOH HAarpy3koil 3HauyeHHs TaiiM-ayTOB, KOTOPBHIE CJIAyeT KCIOJIb30BaTh
COCTaBJISIOT:
Cmapmoeoe coooujenue 220: 5 munym
Kmuentckuit mpoiecc SMTP nmomkeH otnuuath cOom B coenmHeHHAX TCP OT 3amepKKM CTapTOBOTO TMPHUBETCTBHS C
kxogoMm 220. Muorue cepBepbl SMTP Bocnpurumarot coennaerne TCP HO 3amepxuBaroT nepenavy otkiuka 220, moka B
CHCTEME He OCBOOOIUTCS JOCTATOYHOE JJIs1 OOPAOOTKH IOYTHI KOJIMIECTBO PECYPCOB.
Komanoa MAIL: 5 munym
Komanoa RCPT: 5 munym
Ecmm 06paboTka CIMCKOB PAacCBUIKHM M TICEBIOHMMOB HE OTKJIAIBIBAETCS O TpHUeMa COOOIIeHus, TpeOyeTcs yBeInueHIe
TalM-ayTa.
Huuyuuposanue komanovt DATA: 2 munymeot
DTOT TaliM-ayT ompeienseT Bpemsl oxuaanus oTkiuka 354 Start Input Ha komanny DATA.
bnok oannvix: 3 munymol
Bpems oxunanus 3aBepmierns kaxaoro Berzopa TCP SEND mns mepenaun ¢pparMeHTa TaHHBIX.
3asepuienue npuema oannsix no komanoe DATA: 10 munym.
Bpems oxupanns otkimuka 250 OK. Korma momydarens MpHHAMAET 3aBEPIIAIONIYI0 TOYKY B JAaHHBIX, OH OOBIYHO HAYHMHAET
00paboTKy IMOIY4EHHBIX NAHHBIX IS TOCTAaBKHM COOOILIEHWS! B MOYTOBBIM SIIIUK IMOJb30BaTeNs. JIOXKHBIE TaliM-ayThl B 3TO
BpeMs KpaliHe HeXeJaTelbHbl U 0OBIYHO MPHUBOJAT K JOCTABKE MHOTOYMCICHHBIX KONHUH COOOIIEHHS, OCKOJIbKY COOOIIEHNE
MOJKET OBITh YK€ MTOCTaHO U CepBEp MPUHSIT Ha ce0s1 OTBETCTBEHHOCTH 3a €Tr0 JO0CTaBKy (cM. maparpad 6.1).
Cepsepam SMTP ciieayeTt ncronp30BaTh TaliM-ayT HE MEHEE 5 MUHYT IPU OXKHJIAHUH OT KIMEHTA CIEeIyIOmeil KOMaH/IbI.

4.5.4 Cmpameausi noemopos

O6mas crpykrypa peanusauuu SMTP BkitodaeT 1mojbp30BaTeNbCKUE IMOYTOBBIE SIUKH, OJHY MJIM HECKOJIBKO O0JjacTed s
XpaHeHHsS OdYepend COOOMCHWH W OAWH WM HECKOJNBKO JEMOHOB, OOCTY)XHMBAIONINX IPHEM W Tepenady Mo4Tel. TodHas
CTPYKTYypa CHJIBHO 3aBHCHT OT MOTPEOHOCTEH MOJB30BATENEH XOCTa, a TAKXKE YHCIa M pa3Mepa MOIIepPKUBAaeMBIX XOCTOM
CIFICKOB pacchUTKd. Hipke ommcaHO HECKOJIBKO BapHaHTOB ONTHMH3AIMH, KOTOPBIE MOTYT OBITH OCOOCHHO IIOJIE3HBI IS
MTOYTOBBIX XOCTOB C OOJIBIION HArPy3KOM.

Jlrobast cTpaTerust OpraHM3alluy Ouepeei AOJIKHA BKIIIOYATh TalM-ayThl JJISl BCEX OMEpAaIlHii, 3aJaBaeMble HE3aBHCUMO IS
Ka)X0i koMaH bl [Ipn m00bIX 00CTOSITEILCTBAX HEAOMYCTHMO BO3BpalIaTh COOOIIEHUs 00 OIMOKaX B OTBET HA COOOLIEHUS
00 ommmoOKax.

4.5.4.1 CtpaTterus nepegauu

B pamkax obmeit moxenu knreHT SMTP npencrariser co00l OAMH MM HECKOJNBKO IPOIECCOB: KOTOPHIC MEPHUOIUICCKU
MBITAIOTCS TIePeIaBaTh UCXOIAIIYIO MOYTY. B THIIMYHOW cHCTeMe MPOrpaMMbI TIOJrTOTOBKHY ITOYTOBEIX COOOIICHUN UMEIOT TOT
WIM WHOU croco0 3ampoca HEeMEIICHHOW 00pabOTKH MCXOMASAIICH MOYTHI, XOTS [0YTa, KOTOpas HE MOXET OBITh OTIpaBJICHA
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He3aMeIJINTENPHO AO0JIKHA MTOMEIIAThCS B O4Yepeb, OTIPABUTENh OYIET MEePHOAMYECKH IBITAThCS €€ OTOCHATh aapecaTaM.
3ammch MOYTOBOM ovepenu OyIeT BKIIFOYATh He TOIBKO caMO COOOIIEHNE, HO U KOHBEPT IJIS €r0 JJOCTaBKH.

OTnpaBuTens AOJLKEH JeNaTh May3y Iepea MOBTOPHOW MOIMBITKOM OTHpaBUTH MOYTY ajpecary Iocjie Heymadd. B obmem
cllydae MHTEPBaJ OXHIAHHSA cJeayeT nenarh He MeHee 30 MHHYT, oIHAKO Oojiee M3OIIPEHHBIE MOIXOABI C IEPEMEHHBIM
BpEMEHEM OXHIaHWA OyAyT OaBaTh NPEMMYIIECTBA B TeX CiIydasx, kKorga KiueHT SMTP moxer ompenenuTs MpUYHHY
HEeyJIauH.

[TomBITKH MPOJIODKAIOTCS IO TEX IMOp, IMOKa COOOINECHHE He OyAeT JMOCTABICHO HJIHM IMOKA HE MCTEYET 33JaHHOC Ha MOIBITKU
noBTopa Bpemst (00bIUHO, He MeHee 4 - 5 nHell). [TapameTpsl TOBTOpa AOJIKHBI ObITH HACTPAUBAEMbBIMHU.

Kiuenty ciiexyer coxpaHsTh CIMCOK XOCTOB, KOTOPHIM HE yAaJOCh OTHPABUTH MOUTY U COOTBETCTBYIOIIME 3HAUEHUS TailM-
ayTOB YIS COCIMHEHUH BMECTO «TYIIBIX) MOIBITOK TIOBTOPA.

OnpIT TOKa3bIBaeT, YTO OMMOKA OOBIYHO HOCAT BPEMEHHBIH XapakTep (OTCYTCTBHE CBSI3M C CHCTEMOW ajpecara) U
pEeKOMEeHIyeTCca JAeaTh BE IOMBITKH MOBTOpa B TEUEHHE IEPBOTO Yaca XpaHCHHS IHChMa B OYEepeNH, a Janee MOBTOPSATH
TIOTIBITKY TIepeadn Kaxkasle 2 — 3 Jaca.

Kmuert SMTP MoXeT COKpaTUTh 3aA€PKKy Iepe IOBTOPOM, COTJIAaCOBaB Takoe coBpamienue ¢ cepsepom SMTP. Hampuwmep,
MIPH MOJYYSHUHU TIOYTHI ¢ KAKOTO-TO aJpeca, OUYeBHIHA BO3MOKHOCTD IIEpeIady 10 3TOMY afpecy HOUTHI U3 oUepeau (€Ciiu OHa
ectp). Mcmonb3ys TakoW MOAXOA, MPHUIOKEHHE B OOIBIIMHCTBE CIIy4aeB MOXET OOONTHCH 0e3 SBHOTO HCHOIb30BAaHUS
GbyHKUMI «iepenaTh cooOIeHus u3 ouepenu ceityac» tuna ETRN [9].

Bo3morkHa nanpHeias onTuMU3aIKsl CTpaTeTuu Mepeiaun 3a CYEeT UCIIOJIb30BaHUS MHOXKECTBA aJJpecoB Ha XOCTe (CM. HUXKE),
YCKOPSIOIIETO JJOCTABKY MOUTHI 32 CUET MOBLIIICHHUS Pacxo/ia PECypcoB cepBepa.

Kiuent SMTP MoxkeT uMeTh OOJIBIITYI0 OYepeib COOOIIESHHA T KaXKI0TO U3 HEMOCTYIMHBIX X0CcTOB. Eciii Bce 3T cooOIIeHUs
BKIIIOYATh B KKAYIO MOIBITKY TOBTOPA, 3TO OYJET MOPOXKAATh 3HAYUTEIbHBIC U30BITOYHEIN Tpaduk B Internet, a moutoBas
cucreMa OyIeT HENOCTYITHA B TEUYCHHE JIUTEIBHOTO mepuoxa. Otmerum, 4yto KimeHT SMTP B oOmem ciydac MoxeT
KOHCTAaTUPOBATh HEYAAYHYIO MOMBITKY TOJBKO [0 UCTEUCHUH TaiiM-ayTa (HECKOJIBKO MHHYT), a Jake MUHYTHAs 3aJepXKKa Ha
coeIHEeHNe OyNeT NPUBOAUTH K OUYEHb OONBIINM 3aJep)KKaM, €CITd B OUYepelH CKOIMINCh AECATKH WIH Jake COTHHU
HEJIOCTABIICHHBIX COOOIICHHUH I OJTHOTO XOCTA.

B To xe Bpems, ximentam SMTP crnexyer ¢ 00O OCTOPOKHOCTHIO HCHOIB30BATh KAIIUPOBAHHBIC HETATHBHBIE OTKIIMKU
oT cepBepoB. B akcTpemansHOM cirydae, eciin komanga EHLO BBogutcs MHOTO pa3 B TedeHne ogHoro coeamHeHust SMTP,
cepBep MOXKET BO3BpAIaTh pa3Hble OTKIUKH. OYeHb BaXXKHO MOAYEPKHYTh, UYTO OTKIHUKH Syz Ha KomManay MAIL HexomycTuMo
KOLIUPOBATh.

Korma coo0rieHue 1ocTaBisieTcsi MHOKECTBY azpecatoB u cepeep SMTP, Ha KOTOpBIH KOMUpyeTCs COOOIICHHE IS TIepeIadH,
COBIIAJIACT IJIi MHOXECTBA MOTyYaTelIeH, cJIeAyeT IepeJaBaTh CAMHCTBCHHYIO KOO COOOIICHHS IS BCEX TAKUX apecaToB.
T. e., kmuenty SMTP caeayer ucnonb3oBath nocienoBatenbHoctb komanna MAIL, RCPT, RCPT,... RCPT, DATA Bwmecto
nocnenoBareinpHocT MAIL, RCPT, DATA, ..., MAIL, RCPT, DATA. OnHako npu OOJBIIOM KOJHYECTBE a[pecaTOB MOXKET
OBITH MPEBHIICHO JOMYCTUMOE YUCIo oBTOpoB KoMaHabl RCPT Ha ogry komanmy MAIL.

Kmunenr SMTP mis obecriedeHus] CBOCBPEMEHHOM JOCTaBKH MOKET TMOIICPKUBAaTh MHOXKECTBO OJHOBPEMEHHBIX HCXOAIINX
MTOYTOBBIX TpaH3akuuil. OQHAKO I MPEIOTBPAIICHUS U30BITOYHOTO PacXo/a PecypcoB XOcTa Ha 00paOOTKY IOYTHI, YHCIIO
OJTHOBPEMEHHBIX TPAH3AKIIMN MOXET OTPaHNINBATHCS.

4.5.4.2 CtpaTterusa npuema

Cepeepy SMTP caeayer mbITaThCsi COXpAaHUTH MMOCTOSIHHOE MpociymuBaHue moprta SMTP. 3to Tpebyercs misl moanepKKu
MHOkecTBa Bxojsmmx TCP-coequnennit s SMTP. Hekoropble orpaHuyeHdsi BO3MOKHBI, HO CEpBEpPbI, HECIIOCOOHBIE
o0cyxuBaTh Oosiee oiHOM TpaH3akumun SMTP oqHoBpeMeHHO, SIBJISAIOTCS HApyLIEHHEM JTaHHOW crieluduKanmy.

Kak Obuto ckasano Bbimie, ceppep SMTP mnpu mosydeHHH MOUYTHI OT KaKOTO-IHOO M3 XOCTOB MOXKET aKTHBU3UPOBATh CBOU
MexaHu3M odepeneit SMTP a7 nonbITKU NOBTOPHOM MEpeaayy MOYThl, XPAHUMOM sl 3TOrO XOCTa.

4.5.5 CoobweHusi ¢ nycmbiM nosiem o6pamHo20 nymu

Hexotopble THIIBI yBeIOMIICHHUH, TpeOyeMble CYIIECTBYIOLIMMH WIH NPEAJIOKCHHBIMU CTAaHAAPTAMHU IIEPENAIOTCS C IYCTHIM
nojieM o0paTHoro mytd. K umciy Takux cooOlIeHHid OTHOCSTCS yBeIOMIIeHHs: 00 ommnOKax npu gocraBke (cM. maparpad 3.7),
apyrue tunbl coobmennii DSN (Delivery Status Notifications — yBeoMieHHst O COCTOSIHMM JTOCTaBKK) [24] u cooOuieHus
MDN (Message Disposition Notifications — yBenomienus o nocraBke) [10]. Bece Tumbl yka3aHHBIX COOOLICHHIA SIBIISIOTCS
YBEJOMJICHHSIMH O TIPEIBIAYIIEM COOOIIEHHH U IMOCBUIAIOTCS 10 OOpaTHOMY IYTH W3 3arojioBKa COOOIIEHHS, C KOTOPBIM
CBSI3aHO JJaHHOE yBejoMieHHe. HeBO3MOXKHOCTh JOCTABKH 3a4acTylO CBsi3aHa ¢ MpoOJieMaMH B MOYTOBOI CHCTEME Ha XOCTe
azpecara, HosToMy Hekotopsle AJII1 HacTpanBalOTCs Ha NEPECHUIKY TaKMX yBEAOMIICHUI KOMY-HHOYAb, KTO OyJeT crocodeH
HCIPaBUTH MPOOIIEMY C TTOYTOH (HAIIpUMep, C UCIOIh30BaHNEM IICEBIOHIMA postmaster alias).

Bce ocranbHBIC THITEI COOOIIEHUH (T. €., T00BIe COOOIIEHNS, I KOTOphIX cTaHAapThl RFC He TpeOyIoT Hemoib30BaTh MyCTON
IyTh BO3BpaTa) CJIENYeT HOCHLIATh C KOPPEKTHBIM, HEITyCTHIM II0JIEeM 0OpaTHOTO Iy TH.

Pa3paboTunkaM aBTOMAaTH3HPOBAHHBIX ITOYTOBBIX CHUCTEM CJIeiyeT ObITh aKKypaTHBIMH M 0OecCleunBaTh KOPPEKTHYIO
00pabOTKy pa3HBIX THIOB COOOIIEHHUH C IyCTHIM ITyTeéM BO3BpaTa. B 4acTHOCTH, TakMM cHCTeMaM He cjeayeT OTBedYaTh Ha
coobmieHns 6e3 00paTHOTO MyTH.

5. llpeobpasoeaHue adpecoes u obcryxueaHue NoYmsl

[ocne Toro, xak kmueHT SMTP nexcuueckn HWACHTUGHUIMPYET TOMEH, UL KOTOPOTo IpeqHa3HadeHa IepefaBaeMasl Ha
00paboTky mouta (cM. maparpads! 3.6 u 3.7), ZOJLKHO BBIIOJIHITHECSA oOparieHue K ceppepy noMeHHbix uMmeH (DNS lookup)
Juist peoOpaszoBanus JoMeHHoro uMenu [22]. Ipeamonaraercs, 4to B ajgpecax ucroisb3ytorcs noineie umeHa (FQDN) —
Mexanu3Mm ompeneiaeruss FQDN mo yacTHUHOMY WMEHHM WM JIOKAIBHOMY IICEBJJOHMMY BBIXOJIUT 3a MpeAeNbl JaHHOW
cienuduKaMy ¥, B CHIy CIIOKHBIICHCS NPAKTUKH, B OOIIEM CiIydae HE JOJDKEH HCIONIb30BaThes. lIpu momcke cHaudana
MIPEANPUHIMAETCS TIONBITKA HAWTH JIOKAJIBHYIO 3anuch MX, cBsizaHHyto ¢ uMeHeM. Eciii B3ameH aToro Oyzer HaiijeHa 3amich
CNAME, nonydeHHoe B pe3ynbraTe UMsi oOpabaThiBaeTcst Kak ucxogHoe. [Ipu orcyrcrBum 3ammceir MX oqHOBpeMEHHO C
HAIMYHEM 3aruceil A, MOCIenHss TPaKTyeTcs, Kak OyITO OHa CBA3aHA ¢ peaibHOi 3ammcbio MX 0, ykaspIBaromeil Ha TOT ke
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xoct. Ecnu HaiimeHa omHa mim Heckoibko 3amuceir MX mis cuctemsl SMTP HegomycTHMO HCTIONB30BaTh Kakue OBl TO HU
OBLTO 3amucH A, CBSI3aHHBIE C 3TUM MMEHEeM, IIOKa OHM He OyAyT HalIeHBI C MCHOJIBh30BaHMEM 3amuceit MX — mpuBeneHHOE
BBIIIIE TIPABWJIO «HEABHBIX» (implicit) 3anumceit MX npuMEHHMO TOJIBKO B CIIydasx OTCYyTCcTBUS peanbHbIXx MX. Ecmm 3ammcn
MX mpuCyTCTBYIOT, HO HM OJHA M3 HHX HE MOXET OBITh HCIOJBH30BaHA, KIIMEHTY AOJIKHO BO3BPAIIATHCS COOOIIEHHE 00
omuoKe.

[Tocne ycneurHoro noucka JoMeHHOTo MMeHH B DN'S Mo>KeT Mpon30iTH 0TOOpaskeHHe OJHOTO aJipeca BO MHOXKECTBO aJIpEeCOB
3a CYeT MWCIOJIb30BaHUsI MHOXXecTBa 3amuceili MX M MOIIEPKKHM XOCTOM HECKOJNbKHMX anpecoB (multihoming). s
obecrieueHnsi HaJeKHON JjgoctaBku mouThl KiueHT SMTP moskeH ObITh CIOCOOCH NBITaThCS (BKJIIOYas ITOBTOPHI)
HCIIOJIb30BATh BCE aJipeca B COOTBETCTBUU C UX MOPSAKOM B CIIMCKE, [IOKA IOCTaBKa HE 3aBepUIUTCs ycrexoM. OqHaKo MOKeT
CYIIECTBOBATh KOH(QUTYPAIIIOHHOE OTPAHUYCHHUE YUCIIA UCIIONIB3YEMbBIX aTbTePHATUBHBIX aJIpeCcOB. B Takux ciydasx KIUCHTY
SMTP caenyer npennprHAMATh TOMBITKA IO KpaHEH Mepe I IBYX aJIpecoB.

Jist parmXKIpOBaHUS aIPECOB XOCTOB MCIIONIB3YEeTCs [IBA THITA JAaHHBIX — MHOXKECTBEHHBIE 3anic MX ¥ MHOTOJIOMHBIE XOCTHI.
MHuoxecTBeHHBIE 3aniicn MX conepykaT HHPOPMAIIHIO O MPEAMOYTCHUAX, KOTOPas AOJIKHA HUCIIONB30BaThCS IPU COPTUPOBKE
ciucka (cM. Hmke). MeHpmme 3HaueHHss MX ykaspIBaroT Ha 0ojiee MpeanoYTUTENbHBIE aapeca JocTaBKu. llpm Hammamm
HECKOJIBKUX aJIPeCOB C OAMHAKOBBIMHU 3HAYCHHSIMH MX HeT SBHBIX NMPHUYHH JAJIS MPEINOYTEHHUS TOTO WM WHOTO ajgpeca u
ormpasurens SMTP moskeH BEIOMpaTh MOPSIOK TaKUX apecOB CIyYalHBIM 00pa3oM IS paclpeeeHus] Harpy3Kd MEXIy
Pa3HBIMU IIOYTOBBIMU CEPBEPAMU OJJHOU OpraHU3aLUU.

Xoct momyuatenst (BO3MOXKHO C NPEANOYTHTENbHOM 3amucbio MX) MOXET OKa3aTbCs MHOTOJOMHBIM — B TaKHUX CIy4asx
JIOMEHHOE UMs OyJeT IpeoOpa30BhIBATLCS B CIUCOK aapecoB [P. OTBETCTBEHHOCTH 32 YHOPSIOYUBAHKUE 3TOTO CITMCKA JICKUT
Ha uHTepdelice mpeodOpazoBaTens uMmeH (domain name resolver), KOTOPBI IOJDKEH YIOPSAIOYHBATH CIIHCOK B TIOPSIIIKE
CHI)KEHHUS MPEANOUTEeHUH, a oTinpaBureinb SMTP goskeH nbiTaThCcst HCHOIB30BATh a/ipeca B MPEAJI0KEHHOM MOPSLIKE.

XoTs moanepKKa MONBITOK TIOCTABKU C UCIIOJIB30BAHIEM MHOXKECTBA aIpecoB TPEOYETCs OT pean3allii, BO3MOXKHOCTh TAKHX
TIOTIBITOK MOKET OBITH OTpaHWYEHA WM OTKIIOYEHA COBCeM. Bormpoc o memecooOpa3sHOCTH HCIOIB30BAHUS PA3HBIX aJpPECOB
MHOTOJJOMHBIX XOCTOB OCTaeTcsi CHOpPHBIM. OCHOBHBIM apryMEHTOM B TIOJNB3Y TAaKUX IOMBITOK SBJISIETCS MOBBIIICHHE
BEPOSTHOCTH CBOEBPEMEHHOM TOCTABKU COOOIICHHH, a B HEKOTOPBIX CIyYasix — MPOCTO 0OeclieueHrne BOSMOKHOCTH TOCTABKH.
[IpOTHBHHUKH TaKOTO IMOIXOAA CYUTAIOT, YTO OH BElIeT K HM3JIHUIIHEMY pacxody pecypcoB. OTMETHM, YTO HCIIOIB30BAHHE
pPECypCOB CHIILHO 3aBHCHUT OT BBIOPAHHOI CTpaTeruu nepeiayu, kak Obuio rokasaso B naparpade 4.5.4.1.

Ecmu cepsep SMTP npunumaeT coolmieHue, s aapecata KOTOPOro JaHHBIM cepBep O3Ha4YeH B 3amucu MX, 3TOT cepBep
MOKeT TPaHCIMPOBaTh cooOlieHne (MOTEHIUAIBHO, MMOCIe MOoJydeHHs nepenucaHHbix aapecoB juisi MAIL FROM w/umm
RCPT TO), obecrieunBasi ero OKOHYATENbHYIO TOCTABKY, WM MEPEAATh €ro JaNbIIe, UCTIONb3Ysl TOT WIM MHOW MEXaHU3M, HE
OTHOCSIIMICSA K TpaHcHOpTHOW cpene SMTP. EcrecTBeHHO, IUIsl BTOPOTO CiIy4asi CHa4aja JOJDKEH OBITh IMPOBEPEH CITHCOK
3anuceit MX.

Ecnn cepBep ompenenser, 4To €My CIeIyeT TPaHCIMPOBATH COOOLICHHE Oe3 IepeniChIBaHMs 3arojOBKOB, OH JI0JLKEH
OoTCOpTHPOBaTh 3anmucu MX [utst onpeereHnst HyXKHOH. Briciuii mpropuTeT uis epenadu cooOmeHus OyneT IMeTh 3aIHch ¢
MUHUMAaJIbHBIM 3HaueHHeM MX. XOCT-TpaHCIATOP HOJDKECH MPOBEPUTH CITUCOK Ha MPEIMET HANMYHS B HEM UMEH HJIH aIpecoB,
W3BECTHBIX UIA TpaH3aknuu. Ecim HaiiieHa COOTBETCTBYIOIIAS 3aIllMCh, BCE OCTAIBHBIC 3aIllUCH, U1 KOTOPHIX ypPOBEHB
MPEINOYTEHUS] HE BBINIE HAWIEHHOTO, OJDKHBI MCKIIOYAaThCs M3 paccMoTperua. Ecim Takux 3ammceil HET, 3TO TOBOPUT 00
ommbOKe W cepBep AOJKEH BEPHYTh COOOIIeHHE, Kak HemocTaBisiemoe. C OCTaBIIMMHUCS B CIHHCKE 3alMCAMHU CJeayeT
TTOBTOPATH MONBITKU JTOCTaBKH COOOIICHHUS B MOPAIKE CHIKCHHUS IIPHOPHUTETA 3aIIHCH.

6. O6bHapyxeHue u peweHue rnpobsiem

6.1 HapgexxHas goctaBKa M OTKITMKW MO 3/1IEKTPOHHOM NoyTe

Korma nonywarens SMTP npuanMaet gacte mouTsl (mepenaB oTkiuk 250 OK B orBeT Ha komanxy DATA), on mpuHUMaeT Ha
ce0s1 OTBETCTBEHHOCTD 3a JIOCTABKY WIM TPAHCIALUIO cooOmeHust. K 3Tol OTBETCTBEHHOCTH CIIELYET OTHOCHUTHCS CEPhE3HO.
Heponycruma mnoTepst COOOLIEHHHM 1O HE3HAYMTENBHBIM MNPUYMHAM THIA MOCIEAYIOIIET0 «IAACHHS» XOCTa WIH
MIPeACKa3yeMoi HEXBATKU PECYPCOB.

Ecnu nocne Bocnpusitusi cooOiieHns 0oOHapyKMBaeTCsl HEBOZMOXKHOCTh €ro JI0cTaBkH, mostydaresnis SMTP (cepsep) mosken
NOATOTOBUTH U TIepenath yBegomiieHue od stom. [lpu nepenaue yBeaomiieHUs AOJKeH HCIOIb30BaThes mycToit ("<") myTh
BO3BpaTa B KOoHBepTe. [lomyuaresieM Takoro yBeIOMIICHUS [J0JIKeH OBITh agpec U3 0OpaTHOrO MyTH B KOHBEPTE (WJIM CTPOKE
Return-Path:). Ecnu oOpatneiii myth myctoit ("<"), mis cepsepa SMTP Hemomyctmma nepenaya yepomiieHusi. OOBIYHO,
HUYTO HE 3alpellaeT Ha JIOKaJbHOM YpOBHE (B TOH ke cpelie, K KOTOpOH OTHOCHTCS maHHbIH cepsep SMTP) npunnmars
peleHne o MPOTOKOJMPOBAHUN WIIM WHOHM (DMKCAIlMM CBEAEHWH O IyCTOM IyTH Bo3Bpara. Ecim ajapecom sBisieTcsl sSIBHBII
MapIIpyT Source route, U3 HETO AOJIAKeH BBIICIATHCS MmocaeqHuit naTepsa (final hop).

B kauecTBe mprMepa MpeoIokKIM, YTO Hy>KHO NEPEAaTh yBEJOMIICHHE JUI COOOMEHNUS, IPUHITOTO 110 KOMaHE:
MAIL FROM:<Q@a,@b:user@d>

YBenoMIIeHUE T0JIKHO nepeaaBaTbCsa ¢ IOMOMIIbIO KOMaHIbI:
RCPT TO:<user@d>

Hexotopsie mpobaeMsl ¢ 1ocTaBKO# mocie Toro, kak cucreMa SMTP Bocnpunsiia coobuierne, Hem3zOexHsl. Hanpumep, y
npuHuMaromiero cepsepa SMTP Moxer He OBITH BO3MOXKHOCTH TPOBEPKH BCEX anpecoB AocTaBku B komaHmax RCPT mo
NpUYMHE HEKpUTHYeCKuX (soft) ommboK B cucreMe TOMEHHBIX UMEH, IIOCKOJIbKY aJ[pecaToM SIBJISAETCS CITUCOK PACCHUIKHU (CM.
onucanue RCPT), nnu cepBep neiicTByeT Kak TPAHCIATOP U HE UMEET MOCTOSIHHOTO JOCTyIa K CUCTEME JOCTaBKH.

Bo u3bexanue ay0aupoBaHus COOOIICHUI B pe3yIbTaTe TaiM-ayToB, nmojiydateab SMTP mo/KeH mbITaThCsl MUHUMH3HPOBAThH
BpeMs OTKJIMKA Ha MHAUKATop 3aBepiueHnst AaHHbIX <CRLF>.<CRLF>. [Togpo6Hoe 00cyXeHne 3Toro BOnpoca IMpHBOIUTCS
B RFC 1047 [28].

6.2 OGHapyxeHue netenb
[Ipocroii noxcuer uucna 3aronoBkoB Received: B MPHUHATBIX COOOLICHUAX OOECHEYMBAET MPOCTOM, XOTs U Hed(peKTHBHBIN
crocod oOHapyxeHMs Tmerenb B 1ouyrtoBod cucreme. Cepsepam SMTP, wucnonmesyrommM Takoil cnocob, ciaemyer
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yCTaHABIMBaTh BBICOKHH TOpor oTkaza (o0praHO, He MeHee 100 3ammceii Received). HezaBucmMo 0T HCHOIB3yeMOro
MeXaHHU3Ma cepBep AOJLKeH 00ecIIeYnBaTh CPEACTBA ICTEKTUPOBAHMS H NIPESIOTBPAILCHUS TPUBHAIBHBIX IIETEb.

6.3 KomneHcauus OTKNOHEHUN OT CTaHAapTOB
K HecuacTpl0 MPUXOIUTCS CTAIKUBATBHCS CO MHOXECTBOM BapHallMil, TBOPUECKUX peaTM3aldi W OTKPOBEHHBIX HapyIICHUH
CTaHAApTOB IS MOYTOBBIX NMPOTOKOJIOB Internet — oHM BO3HMKAIOT 4acTo, APyrue - pexke. JebaTsl mo BompocaM IOIUTHKH
KOPPEKTHO peallM30BaHHBIX TIoiydaTeneii  (cepBepoB) wimm TpaHchasaTopoB SMTP  oTHOCHTENPHO  HEKOPPEKTHO
MIOJTOTOBIICHHBIX COOOMICHNH (TIBITaThCs TEpENaTh MX B HEM3MEHHOM BHJE, OTBEPTHYTb WJIM TBITATHCS WCIPABHUThH JUIS
TIOBBIIICHUS] BEPOSITHOCTH YCIEIIHOW [JOCTaBKM M MOCJIEAYIOMIETO OTBETa HAa HHUX) HA4yalKlCh IOYTH OJHOBPEMEHHO C
MOSABJICHUEM CTPYKTYPHPOBAaHHOW IIOYTHI M KOHIA 3TOMY OOCYXIEHHIO HE BHAHO. CTOPOHHHMKH IKECTKOH HOJUTHKU
YTBEPKIAIOT, YTO MOMBITKY UCTIPABICHHS PEAKO AAIOT MOJOXKHUTENbHbIE Pe3yIbTaThl U OTKA3 OT MepeJadn INIOXUX COOOLeHUH
SIBJISIETCSL ©MHCTBEHHBIM CIIOCOOOM HW30aBUTHCS OT HEKOPPEKTHO paboTalomuX MOYTOBBIX MporpamMm. CTOPOHHHMKH
HCIIPpaBJICHUA COOGU.[CHI/H‘/‘I WK JOCTaBKM B HCU3MCHHOM BHJIC CUUTAIOT, YTO IMMOJIB30BATCIIU NPEANIOUYUTAIOT IMOYTY, KOTOpasa
paboTaeT BO BceX BO3MOXKHBIX CUTYalMsX U Ha 5TOM HaIlPaBIEHUH MOXET CYIIECTBOBAaTh 3HAUMTENBHOE JAaBjeHNe pbiHKa. Ha
MIPaKTHKE JaBJIEHHE DPHIHKA MOXKET OKa3aTbCsi Oojee CHIIBHBIM ISl OTIEIBbHBIX IPOM3BOAWTENCH, UbS HPOIYKIHS YETKO
COOTBETCTBYET CTaHAAPTaM, HE3aBUCHMO OT IIPUCYTCTBUS pealbHBIX Pa3pabOTUNKOB.
[TpoOnemsl, cBI3aHHBIE ¢ HEKOPPEKTHBIM (POPMATOM COOOIICHUH, OOOCTPIIIICH MOCHE BBEICHUS CIEHHATBHBIX MPOTOKOJIOB
JUTSA 9TeHHs (3arpy3KH) IOYTHI C cepBepoB [3, 26, 5, 21]. DT mpoTOKOIBI MOAAEPKHUBAIOT Hcmonb30BaHne SMTP B kauecTBe
MIPOTOKOJA Tepetadn u cepBepoB SMTP 1s TpaHCHAIMU TMOYTH HA XOCTHl KJIIMEHTOB ATUX HMPOTOKOJIOB (KOTOPBIE YacTO HE
HMMEIOT MPSIMOTO TOCTOSIHHOTO MoAKitodeHus Internet). Mcropuueckn MHOTHE M3 TaKMX XOCTOB HE MOIJICP)KUBAIOT 4acTb
MEXaHMU3MOB M JaHHBIX, UCTIONB3yeMbIXx SMTP (i mpoTokorom modtoBsIXx ¢dopmaros [7]). HekoTopsle HE MOTYT COXpaHATH
3HAUYCHUC TCKYLICTO BPEMECHU, APYIU€ HE MMOHUMAIOT YaCOBLIX MOsACOB, TPETHU HE 3HAIOT CBOCI'0O UMEHU U, KOHECYHO, HU OAWH
U3 TAaKUX XOCTOB HE MOXKET YJIOBIIETBOPSTH TEM TPeOOBaHUSM, KOTOPBIE 3aJI0)KEHBI B KOHLenuio afapecoB RFC 822.
B orBer Ha mosiBieHue «yuiepOHbIX» KinueHToB SMTP muorme cuctembl SMTP ceituac pomonmHuTensHO 00padaThIBAIOT
COOOIIEHNS, ITOJIyYEHHbIE OT TaKUX KIMEHTOB B HETIOJHOM WJIM HEKOppeKTHOM (opmate. Takas crparterus B oOLIeM ciydae
IpremiieMa, KOrja CepBep MOKET HICHTH(UIMPOBATh M ayTEHTU(HIMPOBATH KIMEHTa, HA OCHOBAaHMU 4YEro CTPOUTCS
B3aMMOJEHCTBUE MEXy KJIMeHTOM Hu cepBepoM. delivered to them in incomplete or incorrect form. Takoe pemenue
3HAYUTEIBHO JIy4Ille 10 CPABHEHHIO C HMCIIPABICHHUSIMH, KOTOPBIE MOTYT BHOCHTH CEpPBEPBI IOCTABKH WJIM TPAHCIALMH UIS
MaJIO3HAKOMBIX MJIM COBCEM HEM3BECTHBIX ITOJIb30BATENECH M KIIMEHTCKAX MAIlHH.
Hwmxke mepeuncieHbl M3MEHEHHUS, KOTOPBIE MOTYT OBITH MpH HEOOXOAWMOCTH BHECEHBI B OOpabaThiBaeMble COOOIICHUS
OTMPABJISIONIMMHE (MCXOAHBIMHU) cepBepamMu SMTP nnu ucrionbp3oBaThest Ha prueMHOMN ctopone SMTP:

nobasiieHHe MoJIsl message-id IpH ero OTCYTCTBHU;

no06aBIeHUE AaThl, BDEMEHH U 4YaCOBOTO MOsCA MPU UX OTCYTCTBUH;

KOPPEKTHPOBKa ajpeca B cCOOTBETCTBUU ¢ popmarom FQDN.
Yem MeHbIIIE l/IH(l)OpMaLII/II/I CCPBEP UMCECT OT KIIMECHTA, TEM MCHEC OUCBUIHbI KOPPEKTUPOBKU 1 60.]1])].[16 OCMOTPUTCIIBHOCTU U
KOHCEpBaTU3Ma B CIIEAYET HCIIOJIB30BaTh IPU PACCMOTPEHHM BOIPOCa O BO3MOXKHOCTH M CHOCO0aX KOPPEKTHPOBKU
coobenuii. [TepeuncieHHble BbIIe N3MEHEHHST HeAOIYCTHMO BBITIOJIHATE HA IPOMEXYTOUHBIX TpaHciaropax SMTP.
B nroboM ciiyqae KOpPPEKTHO peasM30BaHHBIC KIIMEHTHI, IPENOCTABIIONINE KOPPEKTHYIO HH(pOpMalio OyIyT HMETb
MIPEANOYTEHNE IPH KOPPEKTHpOBKe coobmennii cepepamu SMTP. Bo Bcex cuTyamusix peKOMEHAYeTCsl TIIAaTeIbHO
JOKyMEHTHPOBATH (B TIOJISIX TPACCHPOBKH H/MIM KOMMEHTApHSIX B 3ar0JIOBKE) BHOCHMBIE CEPBEPOM M3MEHEHHSI.

7. Bonpocbl 6e3onacHocmu
7.1 Mail Security and Spoofing

[Ipupona mourst SMTP He oOecnieunBaer 0€30MaCHOCTH, MOCKOJBKY JIIOOOH IIOJIB30BATENIb MOXKET HAIPAMYIO
B3aMMOJEHCTBOBATh C INPUHUMAIOIIMM WIN TpaHCIupyommMm cepBepoM SMTP, cosmaBath cooOmieHuss U OOMaHBIBATh
MIPOCTOYIIHBIX ITOJy4YaTelNiel, MoJaralouux, YTo 3TO MoYTa OT KOro-to apyroro. Co3gaHue Takux COOOIIEHHH, OOMaHHBINA
XapakTep KOTOPHIX He OOHapyXXHWBaeTcs, — 3a/a4a OoJiee CI0XKHasl, HO BIIOJIHE TIOCHIIbHAS AJISI JIIOAEH C HYKHBIMHU 3HaHUSMH.
CrenoBarensHO, 10 Mepe TOBBIIICHHS YPOBHsS 3HAHWH B cepe moduTsl Internet denoBek HauyMHACT MOHUMATh, YTO MOYTA
SMTP He MoxeT OBITH ayTeHTH(WIIMPOBaHA Ha TPAHCIOPTHOM YpPOBHE, PAaBHO KaK HE OOECIIEYMBAETCS M IPOBEpKa
LEJIOCTHOCTA TO4YThI. PeaibHass 0€30MAaCHOCTh IOYTHI OO0ECIEYHMBACTCS TOJABKO CKBO3HBIMH (end-to-end) meromamu,
BKJTFOYAFOIIMMHE TEJIO COOOIEHHSI, THITA HCIIOIb30BaHMs IUPPpoBbIX moanucei (cM. [14], PGP [4], S/MIME [31]).

PaznuyHble cepBHCHBIE pacCIIMpeHHsT M KOH(HUIYpalUMOHHbBIE OIIMH, KOTOpble OOECleYnBAIOT ayTeHTH(UKAIMIO Ha
TPaHCIIOPTHOM YpOBHE (Hanmpumep, MexAy KiueHToM u cepBepoM SMTP) Heckonbko ymyumaroT cutyanuto. OnHaKo Moka
9TH METOJbl HE JIONOJHEHbl AaKKypaTHOW TNepelnaueil OTBETCTBEHHOCTH B XOpPOIIO CIPOEKTHPOBAHHOW cpele ¢
JoBepuTenbHbIME oTHoUeHUs MU (carefully-designed trust environment), yHacnenoBaHHast «c1a00CTb» TPAHCIIOPTHOW CpeJibl
SMTP B vacTu obecrieueHuss 0e30MaCHOCTH OyIET COXPAHSATHCS.

[ombITKN 3aTpyIHHUTH MOJB30BATENSIM HOACTAHOBKY B IT0Jie OOpAaTHOTO IyTH B KOHBEpPTE M 3aroyioBke From KOppeKTHBIN
qy)KOM azpec B3aMEH aJpeca pPeabHOTO OTIIPABUTENIS 3aBEAOMO HEMPABHIBHBI - 3TO 3aTpyAHSET PabOTy JIETUTHMHBIX
MIPUIOKEHNH, B KOTOPBIX ITOYTA IIEPEJACTCSI OHUM IOJIH30BATENIEM T10 MPOCHOE JPYTOTro MM OTKIMKH Ha OIIHOKH (JOCTAaBKY)
JOJDKHBI TepelaBaThCsl MO CHENUAIbHOMY azpecy (CHCTEMBI, KOTOpbIE OOECIEeUMBAIOT IIOJIB30BATEINIO YIOOHBIE CIIOCOOBI
3aMEHbI 3TUX TMOJIEH I KaKAOTO COOOLIEHHUS! OTAETIBHO AOKHBI OyIyT MBITAThCS CO34AaTh OCHOBHBIE U MOCTOSHHBIE ajpeca
MIOYTOBBIX SIIMKOB I II0Jb30BaTeNeld B COOTBETCTBHH C MOJSAMU Sender B reHepUpyeMBbIX COOOIICHUSX ).

Ota cnenuuKays HE pacCMaTpUBaeT BONPOCHl ayTeHTU(HKALMH, CBA3aHHbIE B mpoTrokosoM SMTP, Ho mnonesnas
(YHKIMOHATBHOCTh HE MOXKET YIIEMIISIThCS B HA/ISK/IE HA HECYIIECTBEHHYIO 3alIUTY NMPOTHUB (ajbcu(PUINPOBAHHOM ITOYTHI.

7.2 CKpbIiTble konuu - BC
B mnepemaBaemsix cepBepy SMTP komanmax RCPT moryt mpucyTcTBOBaTh agpeca, IO TE€M WM WHBIM NPHYUHAM HE
yKa3aHHBIE B 3aroJIoBKe cooOmieHns. J[ByMs OCHOBHBIMHM BapHaHTaMH PEIIEHHS] TAKWX 3a4ad SBJISETCS HCIIOJIB30BAHUE

http://www.bilim.com 27 http://www.protocols.ru



http://www.bilim.com
http://www.protocols.ru

Pa3ymHble ceTn oT komnaHum BiLiM Systems Ltd. MepeBon RFC 2821

CIHCKOB U CKPBITHIX Komuii (blind copies — mm be). B Tex cimydasx, korna ucmonb3yercs 6onee ogaoit komanasl RCPT u ans
TOTrO, 4TOOBI M30€XaTh IMOJABICHUS HEKOTOPHIX (DYHKIMH 3TOro MeXaHW3Ma, KiMeHTam U cepBepam SMTP He caexyer
KOMMpOBaTh BeCch HaOOp aprymeHToB komaHapl RCPT B 3aroyioBku Kak 4acTbh TPacCHPOBOYHBIX IMOJIEH, MH()OPMALMOHHBIX
MoJIeH WJIM 3ar0JIOBKOB YaCTHOTO pacirupeHusi. IIocKonbKy Ha MpakTHKE 3TO MPABHUIIO YaCTO HApyIIaeTcs M HE MOXKET ObITh
o0ecrieyeHo NPUHYAUTENbHO, iepeaarone cucteMbl SMTP, KoTopsie 3HaI0T 006 NCHOIB30BaHUH bCC, MOTYT CYECTh HOJIE3HOM
nepenavdy Kakaol CKPhITOM KOMUHU B OTNIEIBHON TpaH3aKIMK ¢ equHCTBeHHON KomaHaoit RCPT.

He cymectByer Hepa3pbIBHBIX OTHOLIEHHH Mexay oOpatHbiM (13 komana MAIL, SAML u 1. n.) u npsimeim (RCPT) appecom
B TpaH3akiuu SMTP (koHBepTe) M anapecamMu B 3arosoBka. IIpuHuMaromuM cucremMam He cJeAyeT INbITaThCs HAMTH Takue
COOTHOIIECHHS M HCIIOJIb30BATh MX JUISi W3MEHEHMs 3aroJIOBKOB C LEJIBIO JOCTABKM COOOIIeHHMs. [lomyssipHBINA 3aroyioBoK
Apparently-to (BUAMMO AJIsi:) SIBISICTCS HAapyLIEHWEM JAaHHOTO INPHHIMIIA U XOPOIIO M3BECTHBIM CIy4aeM HEHaMEpPEHHOI'O
pasrianieHust HHGopManuy; He cJIeflyeT M0JIb30BaThCs 3THM 3ar0JIOBKOM.

7.3 VRFY, EXPN n 6e3onacHocTb

Kak o6cysxnanock B maparpade 3.5, oTaenbHbIEe CaiiThl MOTYT 3a0iiokHpoBarh ncnosbzoBanue komany VREFY u EXPN u3
coobpaxxeHunii 6e3onacHocTH. Kak ciiepyer n3 cka3aHHOTO BBIIIE, JUI pealn3alyid, 00ecleunBarONIMX BO3MOXKHOCTh TaKOH
OJIOKMPOBKHM HEAOIyCTUMO IIOKa3blBaTh, YTO OHM MOTYT IPOBEpAThH ajpeca, He TpoBepss ux ¢axrudecku. Ecim cait
OIMOKHMpyeT KOMaHIbl U3 cooOpakeHUi OezomacHocTH, cepBep SMTP moskeH Bo3BpamaTh OTKIHK 252, a HE KOI, KOTOPBIH
MOJKET BBECTH B 3a01Ty>KJICHHE OTHOCUTENBHO PE3yIbTaTOB BEpH(HUKAIINN apeca.

Boszepar koma 250 B orBer Ha koMaHmy VRFY mocne mpoBepku IHUINE CHHTAaKCHCa KOMaHIBI (2 HE YKa3aHHOTO ajpeca),
ABJIAETCS HapyLIEHMEM 3TOro IpaBuwia. ECTECTBEHHO, 4TO peanusauuu, «mnojaepxusatrouniue» komanny VRFEFY, koropeie
Bceraa OyIyT BO3BpalIaTh OTKIMK 550 HE3aBUCHMO OT KOPPEKTHOCTH aipeca, TAKKe HapyIIaloT 3TO IPaBUIIO.

3a mociegHHEe HECKOJIBKO JIeT COAEP)KHMOE CIHMCKOB PACCBUIKM CTajJ0 OYEeHb IMOMYJSIPHBIM Cpeld TaK Ha3bIBaeMbIX
«cnamepoBy (spammer). McnonszoBanue komanasl EXPN st «cOopa» afipecoB BBIHYIMIO aJIMUHUCTPATOPOB MPUHSTH MEPHI
IPOTUB HEIOIyCTHMOTO HCIIOJIb30BaHMUs CIHUCKOB. PaszpaGorumkam caeayer noxanepxkuBath komanny EXPN, a caiitam
cjaexyeT OBITh OCTOPOXKHBIMU TIPH OLIEHKE BO3MOXKHOCTH yTeYKH MH(opManuu. B kauecTBe MexaHW3Ma ayTeHTH(UKaINUU
SMTP nekoTopsle calThl pa3pemaroT npuMeHeHre komas sl EXPN TOIbKO OTAENBHBIM MONB30BATENSAM.

7.4 PasrnaweHune nHcpopmaumm B aHOHcax

INponomxkarorcst fedaThl IO BOIPOCY O JOCTOMHCTBAX aHOHCHUPOBAHUS THIIA M BEPCUU cepBepa (a HHOTAA M JOMEHHOI'O MMEHU
cepBepa) B IPUBETCTBUSX M OTKIMKax Ha komanny HELP u HexmocraTkax B pe3ysbraTe pasrianieHus HHGOpMAaLUH, KOTopas
MOXKET HCIONb30BaThCsl Ul opraHusanuu arak. IlonesHocTs 3Toil mHbopManuu aid oTiagku crnopHa. Te, kTo paryer 3a
JOCTYITHOCTb 3TOH MH(pOpMaIMy, YTBEPAKIAIOT, YTO 3TO IO3BOJIUT CKOpee NOOUThCs pealbHON Oe3omacHocTu cepsepa SMTP,
YeM Ha/eXJa Ha IONBITKM CKPHITh HW3BECTHBIC YSI3BMMOCTH ITyT€M yTauBaHUs peanbHOM mH(popmarmu. Caiitam ciemyer
MIPUHUMAaTh 3TOT BONPOC BO BHHMAaHHWE, pa3pabOTUMKaM HACTOSATEIBHO PEKOMEHIYETCS MPEAOCTaBIATH JIPYTHM XOCTaM
MHUHAMAJIbHYIO HH(GOPMAIHIO O THIIE U BEPCHH ITPOTPAMM CepBepa.

7.5 PasrnaweHue nHopmMaumm B nonsix TpacCUpOBKU

B HekoTOphIX 00CTOSTENBCTBAX (HAIIPUMEpP, NPU JIOCTaBKE IMOYTHl M JIOKAIBHOM CETH, XOCThI KOTOPOH HE IOJKIIOYECHBI K
Internet Hanpsimy¥0), oSt TpaccupoBku (Received), BHOCHMBIE B COOTBETCTBUH C TAHHOH crienu(pUKaIeld, MOTYT COIepKaTh
“MeHa XOCTOB U JIPYTYI0 HHPOPMALIHIO, KOTOPYIO HE ClieAyeT pa3riamars. OOBIYHO 3TO He co3AaeT MpodieM, HO AT CaliTOB
BBICOKUMH TPEOOBaHUSMH K BOIPOCY Pa3IJIallleHUs] HMEH 9TO MOXKET UMETh Ba)KHOE 3Ha4eHHE. JIOTIOTHUTENbHBIC OIIepaToOphl
FOR Taxke ciienyeT UCIOIb30BaTh C OCTOPO’KHOCTBIO HIIM HE MCIIONIb30BATh COBCEM B TEX CIIydasX, KOIZla MHOTOYHCIICHHBIE
MOJIy4aTeIr MOTYT HelpeJHaMepeHHO iepenats HHGOpMaIHio 0 CKphIThIX nojiy4atessx (blind copy - be) apyrum.

7.6 PasrnaweHue nHgpopmaumm npm nepecbisike coodLeHun

Kak o6cyxnanocs B maparpade 3.4, ucnonp3oBaHue OTKIAKOB 251 wim 551 i uaeHTHUKAIA 3aMEHBI apeca, CBI3aHHOTO
C IIOYTOBBIM SIIMKOM, MOKET IIPUBOJMUTH K HEYMBIIIUICHHOMY pasriameHuto nHpopmanun. CaiTsl, 11l KOTOPBIX 3TH BOIPOCHI
UTPAIOT BaXKHYIO POJIb, JOJUKHBI COOTBETCTBYIOIIMM 00pa3oM 3a/laBaTh KOH(PUIypPaLHIO CBOMX CEPBEPOB.

7.7 CBobopna pencrteun cepsepa SMTP

Cepsep SMTP mokeT oTKa3aTbCsl IPUHATH MOYTY MO0 TEXHWYESCKUM WJIM HHBIM IPUYWHAM Ha CTOPOHE MPUHUMAIOIIETO CaiTa.
OpHako Koomepanus MeXIy CaTaMi M WHCTAJULIIUSMHE JeJlaeT BO3MOXKHBIM QyHKIIHOoHupoBaHue Internet. Eciu caiiTer OymayT
CIIMILIKOM aKTUBHO HCIIOJIb30BaTh IPABO OTKa3a OT MpueMa Tpaduka, BO3MOXKHOCTb JTOCTaBKH MOYTHI (OJHA W3 BAXKHBIX
¢bynkumii Internet) cymecTBEHHO MOHU3UTCS, MOITOMY CIIEAYET OCTOPOXKHO M B3BELICHHO MPUHUMATh PEIICHHS B 4YacTH
BOCHpusATHs (0TKa3a) U 00pabOTKH TpaduKa.

B nocnennue roapl ucnosib3oBaHue (YHKIMKA TPaHCISIMU Ha HPOMEXYTOYHBIX CalTax CTajo NMPUMEHSThCA KakK CIoco0
COKPBITHSI ICTUHHOTO IPOUCXOXKIEHHs MOUYThl. HekoTophle caliThl B pe3yiibTaTe CTAIM MPEAOCTABIATh (DYHKIMN TPAHCISIUN
TOJBKO H3BECTHBIM WJIM WAECHTU(GHIUPYEMBIM OTIIPAaBUTENSAM M pa3paboTdynkam cjexyeT oOecrieunBaTh B IpOrpamMMax
BO3MOXKHOCTH Tako ¢uibTparuu. Korna moura orBepraercs 1o TeM WM UHBIM IIPHYMHAM, ONIPEeIsIeMbIX ITOJIMTUKON CalTe,
peKkoMeHayeTcst ucnoiab30BaTh ko1 550 B oTkiankax Ha komanasl EHLO, MAIL niu RCPT.

8. Pecucmpauyus e IANA

ArentctBo IANA mopzepKuBaeT TpH PETHCTpa, CBSI3aHHBIX C JaHHOW crenu¢ukanueil. [lepBblii peructp BKIOYaeT
cepBucHbIe pacmupeHnss SMTP u cBs3aHHbIE ¢ HUMH KJIIOYEBBIE CJOBa, a Takke (MIPH HEOOXOAMMOCTH) KOMaHIBI M HX
mapameTpsl. Kak ckazano B maparpage 2.2.2, HI 0JHa U3 3alMCEH 3TOTO PErHCTPa HE MOKET HAaUMHATHCA C X. 3allUCH MOTYT
CO37]aBaThCA TOJIBKO AJISI PACIIUPEHHI cepBUCA (M CBA3aHHBIX C HUMH KIIOUEBBIX CIIOB, TapaMETPOB U KOMaHH), KOTOPBIE
oTIpeJieNIeHbI B cTaHAapTax uin skcnepumeHTanbHbIX RFC, omo6pennsix IESG mms Takux 3amad.
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Bropoii peructp comepxut teru (tag), HASHTHPHUINPYIOMINE «IOCIOBHEIe» (DOPMBI 3alMCH UMEH, OTIMYHBIE OT anpecoB [Pv4
(ota dpopma BriaroueHa B RFC 821 u nHactosmyio crnermdukanmto) u [Pv6 (BkmrodeHa B 3Ty crenudukanuto). [dpyrue
BapUaHTBhI «JJOCIIOBHOT0» MPE/ICTABICHUS TPEOYIOT CTaHIapTH3ALMH, KOTOPOI B HACTOSIIIEE BPEMsi HET HU ISl OZHOTO U3 HUX.
Tperuii peructp, ocHoBanubli RFC 821 n 0OHOBIEHHBIN HaHHOHW crienuduKanned, CONESPKUT UASHTH(PUKATOPHI KAaHAIOB U
[IPOTOKOJIOB, KOTOPbIE MOT'YT HCIIOJIb30BAaThCs B cyOomeparopax via u with TpaccupoBo4HBIX cTpOK (3aronoBku Received:),
onucaHHbIX B maparpade 4.4. UneHTUDHKATOPEI KAHAIOB U MPOTOKOJIOB B JIOTIOJHCHHUE K YKa3aHHBIM B 3TOH crierudukaiuu
MOTYT PErUCTPUPOBATHCSA TOJBKO MyTEM CTaHAApTH3AlMU MM Yepe3 IKCIEepHUMEHTaNbHbIEe pacuupeHust npotokosos (RFC,
omobpennsie IESG).
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11. BnazodapHocmu

B nmonroM u TpymHOM Mpollecce MOATOTOBKH 3TOTO JOKYMEHTa NPUHSUIO Y4acTHe MHOTO Jrojneil. [JJonroe oOcyxiaeHne c
ydgactTreM OoinpIioro umcna Jroaed Bemock B paboueit rpymme IETF DRUMS (kak B nuuHBIX Oecemax, Tak U C
HCIIOJIb30BAHUEM PACCHLIOK) M0 PA3IMYHBIM TEXHUYECKUM BOMPOCAM M POJIM MEPECMOTPEHHOrO CTaHIapTa B IIOYTOBOU
cucreme Internet — MHOTHME YYaCTHUKH 3THX JAUCKYCCHU MOMOIJIHM B pa3pabOTKe OKOHYATEIHLHOrO BapHAHTA CHELU(PHUKAIIH.
CoTHH y4aCTHHUKOB IUCKyCCHH, [uiammxcsi ¢ MoMeHTa Beixoga RFC 821, TpyaHO mepeuncianTs 3/1ech, HO BCe OHU BHECTH CBOM
BKJIQJl B [TOJITOTOBKY Cliel(HUKALIUH.

? [lepeBo 9TOr0 JOKYMEHTA Ha PYCCKHI S3BIK MOXKHO HAHTH Ha caiite hitp:/www.protocols.ru. IIpum. nepes.
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MpunoxeHus
A. TpaHcnopmHbit cepeuc TCP

Coenunenns TCP nmomnep:xuBarot nepenady 8-OuToBbIX OaiToB, a manable SMTP mpencraBnsaioT co6oii 7-OMTOBBIE CHMBOJIBI
ASCII. Kaxnpiit cuMBOJI mepenaeTcs B 8-OMTOBOM OaiiTe ¢ HYJIEBBIM 3Haue€HHEM crapiuiero o6murta. CepBUCHBIC PACIIMPEHUS
MOTYT U3MEHSTh 3TO MPABUJIO U pa3peniaTh nepeaady 8-OUTOBBIX OAUTOB IS COACPIKUMOTO COOOIICHUH, HO HE [T KOMaH] U
otkinkoB SMTP.

B. NeHepayusi komaHO SMTP u3 3a2onoekoe RFC 822

Hexoropble cuctembl ncnonb3yroT 3aroiioBkd RFC 822 (Tonpko) B MPOTOKONAX NPEINCTABICHHS IIOYTHI, @ B OCTAJIBHBIX

ciydasx reHepupyror komanael SMTP Ha ocHoBe 3aronoBkoB RFC 822, korma takue coobmenus nepenarorcs AJIIT (MTA)

or arentoB II[TA (MUA). Ilockonbky mpotokon B3ammozeictBusi AJIl — TIITA siBnsiercss 4acTHBIM W HE 3aJaeTcs
craHiapramy Internet, B TaKuX Cirydasix MOTYT BO3HHKATh pobieMsl. Hanpumep, mpoOieMbl MOTYT BO3HHKATh ITpH 00paboTKe

KoM bce W mepepacnpenelieHnn CIECKOB, Koraa WHGOpMamus, MOTCHIMAIbHO OTHOCSIIAsCS K MOYTOBOMY KOHBEPTY, HE

OTAENsIeTCS B Iporiecce 00paboTKH OT MH(POPMAIIMN U3 3ar0JIOBKOB M HE XPaHUTCS OTAENBHO OT HEe.

Arenram IIITA pexomeHOyeTcs peaocTaBIATh cBoeMy repsomy AJIII (submission client) KOHBEPT OTHENBHO OT COOOMICHHS.

OnHako, eciii KOHBEPTHI HE MO IEPKHUBAIOTCS, CJIelyeT reHepupoBath komanasl SMTP, ncrons3ys npuBeJeHHbIE IPABUIIA!

1. Kaxmprit agpec mosryuatens u3 moueit 3aronoska TO, CC, BCC caenyer xomupoBats B komanay RCPT (renepupyst, npu
HEOOXOJMMOCTH, HY>KHOE YHCIIO KOMUI COOOIIEHNs A IOMELICHHUs B o4epeb Wiu fnocTtaBku). Crofa BKIIFOYAIOTCS BCE
aapeca, nepeuncieHnble B «rpymnmne» RFC 822. Bee mons BCC caenyer ynansath u3 3aroyioBkoB. Ilocne 3aBepieHus
TaKo¥ 00pabOTKH OCTABIIMECS 3arOJIOBKU CJIENYeT IPOBEPUTHh HA MPEAMET HaIM4Ks aapecos B moisix To:, Ce:, Bec:. [pu
OTCYTCTBUH CJIEMYeT IIOMECTUTh 3ar0JIOBOK bee: 0e3 kakoi-mudo nHpopMmalmu, Kak yka3aHo B padore [32].

2. Anpec Bo3Bpara B komaHne MAIL ciexyer (o BO3MOXKHOCTHM) IOJy4aTh W3 CHCTEMHOM HAEHTH(UKALNU
MIPEACTABISAIONIEr0 MoYTy (JIOKaJbHOrO) TMojb3oBaTens win w3 mnoist From:. Ilpum  nocrymHocTH cucTeMHON
nAeHTH(UKALNY, 3TH JTaHHBIE CJIeAyeT TaKke KONMPOBaTh B Iojie 3aroyioBka Sender, eciayn MHGOpMALUs OTIMYAETCS OT
anpeca B noine From (Bce mmerommuecs monst Sender cinemyer ynanuTh). CrcTeMa MOXKET IMO3BOJST MPEICTABISIONIAM
MIOYTY TI0JIL30BATEISIM IIEPENHCHIBATh aJPEC BO3BpaTa B KOHBEPTE, HO BO3MOXKHO IMPEAOCTaBICHHE 3TOTO MpaBa TOJIBKO
MIPUBWJICTUPOBAHHBIM MOJIH30BATEIAM. JTO HE TPENOTBPAINACT IMOAMEHBI MOYTOBBIX aJPECOB, HO OCIIOXKHSAET TaKylO
noameny (cM. naparpag 7.1).

IIpn Takom wucnonp3oBanuu areHToB AJIIl OHM HECYT OTBETCTBEHHOCTh 3a KOPPEKTHOCTH IEPEAAaBAEMOrO COOOIIEHHUS.

MexaHn3M MPOBEPKU KOPPEKTHOCTH M 00paboTKa (MM BO3BpAT) HEKOPPEKTHBIX COOOIIEHHH SIBISIFOTCS YacThio MHTEpderica

AT - TIITA (MUA-MTA) u He paccMaTpuBarOTCsl B JAHHOU clielA(UKALINH.

[IpoTokon mpeacTaBieHUs OYTHI, OCHOBAHHBIN ToIbKO Ha cranaapTe RFC 822, HegomycTHMO HCIIO/IB30BaTh Ha IIII03aX U3

apyrux (e SMTP) mouroBeix cuctem B cpexy SMTP. [lononHurtensHble AaHHBIE JUIS KOHCTPYMPOBAHMS 3aroJIOBKOB

TpeOyeTcs MoJy4aTh U3 HEKOTOPBIX HCTOUYHHUKOB B JIPYTOi cpezie (OMOTHUTEIbHBIC 3aroJ0BKH WIM KOHBEPT).

[omeITKM TEepenaBaTh COOOLIEHHsI 4epe3 IUII03bI, WCIIONB3Yys TOJNBKO IIOJISI 3arojioBka to W cc OyAyT HpUBOIUTH K

BO3HMKHOBEHHIO ITOYTOBBIX IETENh W APYTMM HApyIIEHUSIM B paboTe ModToBoi cucteMsl Internet. Otu mpobiemsr OymyT

BO3HHMKATh OCOOEHHO YacTO B CIIydYasX OTIIPAaBKM COOOIIEHWH 4epe3 CIMCKHM PacChUIKM Internet m pacrpeneneHuH MOdTH B

qy)KH€ CpeJlbl ¢ UCTIONb30BaHNEM MH(pOpMaIK n3 KoHBepTa. Koraa npu nepechuike Takux COOOMIEHUH yUUTHIBAIOTCS TOIBKO

3aroJIOBKH, BOSHUKHOBEHHE MOYTOBBIX IIETENIh 00paTHO B cpeay Internet (1 Ha MOYTOBHIE CITUCKH) TOYTH HEM30EKHO.

C. Mapwpymsi Source Route

Hcropuuecku nose <reverse-path> cozmeprkano B source routing CIMCOK IPOMEXKYTOYHBIX XOCTOB M MMsI IIOYTOBOTO SIIUKA
ornpasuresns. [lepBbIM B crincke <reverse-path> ciieayer yka3siBaTh XOCT, nojasmiuii komanay MAIL. TTono6HO aTomy mose
<forward-path> MoxeTr ObITh CIHHCKOM XOCTOB source routing u ajpeca noiy4darens. OaHako, B oOuieM ciiy4yae, B MoJe
<forward-path> caeayer BKiIIOYaTh TOJBKO IIOYTOBBIM SIIMK W JOMEHHOE MMs NOJydyaTens, OTAaBas pelIeHHEe 3ajJauyu
MapIIpyTU3alMy MouThl Ha OoTKyn cucreme DNS. Mcrnonb3oBaHue SIBHBIX MapLIPYTOB OCYXKIAETCS - XOTS CEPBEPHI TOKHBI
OBITh TOTOBBI K IOJYy4YEHHIO U 00paboTke Takux MapmpyToB (cMm. 3.3 u F.2), xiMeHTaM He cieayeT IepeiaBaTh sSBHbIC
MapHIpyTHI.

Jns nerneld TpaHCIAIMK NPSAMON IMyTh MoXeT ObITh source route B ¢popme @ONE,@TWO:JOE@THREE, rne ONE, TWO,
JOJIZKHBI OBITH TIOJIHBIMU JOMEHHBIMH UMeHaMH. Takasi ¢popma UCIIONIb3yeTCs ISl TOTO, YTOObI MOYKHO OBLIO OTIIMYMTH ajpeca
OT MapupyToB. [I0YTOBBII MUK TPEACTABIAET COO0H aOCOMOTHBINA apec U MapIIPyTHYIO HHPOPMAIHIO I JOCTAaBKH. DTH
MIOHATHS HE CIIEyeT ITyTaTh.

[Ipu ucnone3oBanun source route TpeboBanust RFC 821 u nmpuBeaeHHBIH HMXKE TEKCT BCTYHAIOT B MPOTHBOPEYHE B YaCTU
MeXaHH3Ma CO3/laHKsl 1 OOHOBJICHHS IIPSIMOTO U 0OPATHOTO ITyTH.

Cepep SMTP mpeoOpasyeT apryMeHTHl KOMaH[BI ITyTeM IMepeMelIeHHsl HACHTH(HUKaTopa (ero IOMEHHOE MMS WM UM
J000ro JoMeHa Jyisi KOTOPOro cepBep 00ecleurBaeT IMOYTOBBIH OOMEH), €CII TaKoi MAEHTU(HHUKATOP MMEETCs, U3 MPSMOTO
MyTH B Ha4aJi0 00pPaTHOTO MyTH.

OTMeTuM, YTO MPSIMOI M OOpaTHBIN MyTH MOSBISAIOTCS B KOMaHAax M oTKiIukax SMTP, HO He SBJISAIOTCA HEOOXOIUMBIMHU B
coo0meHnu (T. €., HeT HeOOXOAMMOCTH BKIIIOYECHUS] TaKMX IMyTeld M OCOOEHHO ONMCAHHOIO 37ech CHHTaKcuca B moust To:,
From:, CC: u 1. m.). U naoGopot, s cepBepoB SMTP HemomycTumMo u3BiekaTb WHPOpMALWIO M3 3THX IOJICH IpH
OKOHYATeJIEHOH TOCTaBKE COOOIIEHUSI.

[Ipy HanM4YMK crIMCKa XOCTOB OH SIBIISIETCS] «OOPAaTHBIMY» MapIIPyTOM SOUICE route M IOKa3bIBAET, YTO MOUYTA TPAHCIHPOBAIach
yepe3 KaXIblii XOCT B CHHCKE (IIEPBBIM B CIIMCKE yKa3aH MOCICIHUI 10 BPEMEHH TPAHCIATOP). DTOT CIIMCOK HCIIONB3YeTCs
KaK source route il BO3BpaTa OTIPABHUTENIO YBEIOMJICHHH O HEBO3MOXHOCTH JOCTaBKHM. Korma KakIplii TpaHCIATOD
nobapiser ce0sf B Ha4ajgo CHHMCKA, OH JOJIMKeH WCIIONb30BaTh HMs, KOTOPOE M3BECTHO B TPAHCIIOPTHOW cpene, KyzAa
TpaHCIHMpPYeTCs T104Ta, a HE B CpeJie, OTKY/1a T0YTa MOCTYNWIa (€CIIH 9TH IMEHA Pa3IHYaroTCs).
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D. CyeHapuu
B sToM mpunmokeHWH TMPHBEOCHO HECKOJBKO IMPHMEPOB MONHBIX cueHapueB ceancoB SMTP. 3makom C: obo3Hauaercs
otmpasurens (knueHT SMTP), a 3HakoMm S: - cepsep SMTP.

D.1 CueHapun Tunu4Hon TpaHsakumm SMTP
PaccmarpuBaeMsblii HibDKe NMpHMEp MOKa3bIBAaeT Mepenady cooOrmieHus, otmpapieHHoro CmurtoM (Smith) ¢ xocra bar.com
anpecaram Jones, Green, Brown Ha foo.com. [Ipennomnaraercs, uto bar.com koHTakTHpyeT ¢ foo.com Hampsimyto. [Toura ms
Jones u Brown npuauMaetcs, a Green He IMeET IMOYTOBOTO sITiKa Ha foo.com.
S: 220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250 HELP
MAIL FROM:<Smith@bar.com>
250 OK
RCPT TO:<Jones@foo.com>
250 OK
RCPT TO:<Green@foo.com>
550 No such user here
RCPT TO:<Brown@foo.com>
250 OK
DATA
354 Start mail input; end with <CRLEF>.<CRLF>
Blah blah blah...
.etc. etc. etc.

250 OK
QUIT
221 foo.com Service closing transmission channel

N OQOnLOOOQOnOQONnLONONONOLnnVnnnAO

D.2 CueHapumn npepBaHHOM TpaH3akuumn SMTP

S: 220 foo.com Simple Mail Transfer Service Ready
C: EHLO bar.com

S: 250-foo.com greets bar.com
S: 250-8BITMIME

S: 250-SIZE

S: 250-DSN

S: 250 HELP

C: MAIL FROM:<Smith@bar.com>
S: 250 OK

C: RCPT TO:<Jones@foo.com>

S: 250 OK

C: RCPT TO:<Green@foo.com>

S: 550 No such user here

C: RSET

S: 250 OK

C: QUIT

St

221 foo.com Service closing transmission channel

D.3 CueHapum ¢ TpaHcnsumen

Ortan 1 - OTmpaBUTENs -> TPAHCIATOP
S: 220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250 HELP
MAIL FROM:<JQP@bar.com>
250 OK
RCPT TO:<@foo.com:Jones@XYZ.COM>
250 OK
DATA
354 Start mail input; end with <CRLEF>.<CRLF>
Date: Thu, 21 May 1998 05:33:29 -0700
From: John Q. Public <JQP@bar.com>
Subject: The Next Meeting of the Board
To: Jones@xyz.com

Bill:
The next meeting of the board of directors will be
on Tuesday.

QOO0 nananQnnnnn O

John.
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C: .
S: 250 OK
C: QUIT

S: 221 foo.com Service closing transmission channel
Oran 2 - TpaHCIATOp -> KOHEYHBIH ITOTydaTeh
S: 220 xyz.com Simple Mail Transfer Service Ready
EHLO foo.com
250 xyz.com is on the air
MAIL FROM:<@foo.com:JQP@bar.com>
250 OK
RCPT TO:<Jones@XYZ.COM>
250 OK
DATA
354 Start mail input; end with <CRLF>.<CRLF>
Received: from bar.com by foo.com ; Thu, 21 May 1998
05:33:29 -0700
Date: Thu, 21 May 1998 05:33:22 -0700
From: John Q. Public <JQP@bar.com>
Subject: The Next Meeting of the Board
To: Jones@xyz.com

Bill:
The next meeting of the board of directors will be
on Tuesday.

John.

250 OK
QUIT
221 foo.com Service closing transmission channel

nOOnOoOOOOOOOO0O0000a00QnQOnQnQn O

D.4 CLl,eHapMVI NPoOBEepPKU 1 nepepavmn
220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250-VRFY
250 HELP
VREFY Crispin
250 Mark Crispin <Admin.MRC@foo.com>
SEND FROM:<EAK@bar.com>
250 OK
RCPT TO:<Admin.MRC@foo.com>
250 OK
DATA
354 Start mail input; end with <CRLF>.<CRLF>
Blah blah blah...
.etc. etc. etc.

250 OK
QUIT
221 foo.com Service closing transmission channel

(DO(DOOOU)OU)OU)OU)OU)U)U}U)U}U)OU)

E. ﬂpyaue 80I1POChbI, cesi3aHHbIe CO WIJ1rn3amMu

B o0mem ciydae, nurozam Mexay Internet U 1pyrumMu NOYTOBBIMU CHCTEMaMH CJIeyeT IBITaThCsl COXPAHUTh CEMAaHTUKY ITPH
repefadye COOOIIEHMSI Yepe3 TPaHMIly MEXAY JABYMs IOYTOBBIMH cucTeMaMu. lIIIro3bI, KOTOpbIE IBITAIOTCS ClenaTh
«BBIPE3KW» MyTeM OTOOpakeHWs (Harmpumep, nepeiada WHGOPMALUK M3 KOHBEPTAa ONHOW CpEelbl B 3arojIOBOK MIIM TENO
cooOmIeHns B IpyToii cpeze), B o0IIeM cirydae He MOTYT o0ecriednTs TpedyeMoro ypoBHs nepenayun napopmarmm. CHCTEMEI,
TPAHCIUPYIOIIIE MEXIY CPedaMH, KOTOPbIe HE MOTYT MOAICPKUBATh OJXHOBPEMEHHO KOHBEPTHI U 3aroJIOBKH MOYTHI Internet
JOJDKHBI TIOHMMATh, YTO B TAKUX CIIydYasx MOTeps HEKOTOPOH MH(POPMALMU MIPAaKTHIECKH HEU30SKHA.

F. OmmeHeHHbIe so3MoxHocmu RFC 821

Hexotopsie BozmokHocTH RFC 821 mpu3Hanbl mpo6ieMaTHYHBIMY U MX He cJIeAyeT UCIIO0Ib30BaTh B moute Internet.

F.1 KomaHda TURN

Ora komanna, omucanHas B RFC 821, 3arparmBaer BakKHBIE aCHEKTHl O€30MMaCHOCTH, ITIOCKOJIBKY B OTCYTCTBHE KECTKOM
ayTeHTH(UKAIMK JJIs1 XOCTOB, 3alpPAaIIMBAIONIMX CMEHY pOJiell KIMEeHTa M cepBepa, TaKyl KOMaHIY MOXHO C JIETKOCTBIO
HCHOJIB30BaTh UL Iepeajapecaniy NouThl. lcrmomb3oBaHME 3TOM KOMaHABI ocykmaercss W cuctemam SMTP He caenyer
NPUMEHSTH ee 0e3 ayTeHTU(PUKAIMN KINEHTa CEPBEPOM.

F.2 fiBHas mapwpyTrnsauma nNoyYThbl
RFC 821 ucrnonb3yer KOHLEHIHUIO SIBHOTO 33/1aHus MapuipyTa oTrnpaButeneM (explicit source routing) [uisi JOCTaBKH MOYTHI C
OJTHOTO XOCTa Ha JIPYroil 4epe3 MpOMEXyTOYHbIe TpaHCIATOpbl. HeoOX0AMMOCTh B TakOil MaplIpyTH3alMM OTIaja HOcIe
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mosiBiteHNst B DNS 3ammceit MX. CymiecTBeHHBIH BKIIaA B OTKa3 OT TaKoil MapmpyTtu3anuu BHec mokymeHT RFC 1123, B
COOTBETCTBHH C KOTOPHIM IIOCIIE CHMBOJIA (@ B agpece IOJDKHO YKa3bIBaThCsA MONHOE JoMeHHoe uMs. CliemoBaTenbHO,
€MHCTBEHHON NPUYMHOHN TMOIEPKKH Source route SBJSETCS WHTEPONEepabdebHOCTh CO CTapbIMU KineHTamMu SMTP wm
areatamu MUA, a Takke OTJIagKka IOYTOBBIX cHcTeM. OJHAKO Takasg MapIIpyTH3alisl MOXKET OBITh IIOJIE3HA TIPHU
BO3HHUKHOBEHUH CEPHE3HBIX MPOOIEeM BPEMEHHOT0 XapakTepa (THIa akTyarbHOCTH 3ammceii DNS).

Cepeepsl SMTP moKHBI MPOODKATH BOCIIPHUATHE CHHTAKCHCA SOUrCe route B COOTBETCTBHHU C JAHHOW crierudukanueii u
RFC 1123. IIpu He0OX0JMMOCTH CEpBEPHI MOTYT UTHOPHPOBATH SIBHBIE MapLIPYThl, UCIIOJNIB3Ys U3 aJIpeca TOJIbKO TOMEHHOE
ums. [Ipu MCnoibp30BaHUHU source route COOOIICHHE MOJKHO IEPEChLIaThCs B IEPBbIM yKa3aHHBIM B ajpece JoMeH. B
YaCTHOCTH, JUIs CEPBEPOB HEJOIMYCTUMO COKpAIlleHUE MaplIpyTa source route.

Knuentam He ciaeayeTr HCNOJB30BaTh SIBHYH0 MapHIPYTHU3alUI0 32 HCKJIIOUCHHEM HEIUTATHBIX CUTyallUd THUNA OTIAaAKH,
MTOTEHIINATIFHON TPAHCIIAIHUY B 00X01 OpaHIMaydpOB HIIH CIIy9aeB BOSHHKHOBEHHS KOH(PHUTYPAIIHOHHBIX ONTHOOK.

F.3 Komanpa HELO

Kak 6pui0 ykazano B maparpadax 3.1 u 4.1.1, komanna EHLO sBnsiercst Gonee NmpearmoyTHTENbHOM, HEXENIH yCTapeBIIas
komanna HELO. CepBepsl 10IKHBI TPpUHUMATH U 00padarsiBaTh koMaH sl HELO aiist moaep KKy CTapbIX KIMEHTOB.

F.4 #-nntepanbl

B RFC 821 ykazaHa BO3MOXHOCTh 3aJlaHMs agpecoB Internet ¢ MOMOIIBIO JECITUYHOTO MPEACTaBICHUS HOMEpa XOCTa ¢
npepuxcom #. Ha npaktuke c nosisienreM TCP/IP akTyassHOCTB Takoro npeacTaBieHus Obuia yrpadeHa. B Hacrosimiee Bpemst
STOT BapUaHT OCYKIAETCS U HEAOMYCTHM JUIS UCTIONb30BaHUs.

F.5 aTtbl un roabl

IIpu BrmtoueHuu kiaueHTamu u cepBepamu SMTP 3HaueHuit natel B cooOlieHus (HallpuMep, B MOJIS TPACCUPOBKH) JAOJIKHO
HCIIOJIb30BaThCs 4-3HaUHOE MpeJcTaBieHue Tofa. JIByX3HAUHOE MPEACTABIEHUE OCYXKIAeTcs, a TPEX3HAYHOE HUKOIJA HE
JIOITYCKaJIOCh B MMOYTOBBIX cUcTeMax Internet.

F.6 JononHutenbHble KOMaHAbI npﬂMOVI nepegadiun

B gomonHenne k cnenu@UKalMKM MEXaHW3Ma JOCTABKH COOOINCHHI B TMOYTOBBIC SIIMKH mojb3oBareneid, RFC 821
obecrieunBaeT 100aBOYHbIE KOMaHBI U NPSMOM JTOCTaBKH COOOIIEHHH Ha KOHCOJb Nosb3oBaress. OTu koManasl (SEND,
SAML, SOML) wucnonp30Baiiich B pealM3alldsaX JJ0CTATOYHO PEIKO, a M3MEHEHHWS B TEXHOJIOTHMHM PadO4YnX CTAHIMH |
MOSIBJICHUE APYTUX MPOTOKOJIOB MOT'YT IIPUBECTH K ITOJTHOMY 3a0BEHHUIO 9THX KOMAaH/I JaXKe IPH UX MOAJEPIKKE B ITPOrpaMmMax.
JUis knueHToB HegomycTumo npepocrasienHue yciryr SEND, SAML unu SOML, HO ux MOryT peanu3oBaTb cepBepsl. Ilpu
peanm3au THX CIYXO CepBEepoM MOJKHA HCIIONB30BaThCS MOJENb, IpuBencHHas B cnenudukanun RFC 821, a nmena
KOMaH[I I0JKHBI ITyOMKOBaThCs B 0TBET Ha Komanay EHLO.

lMonHoe 3asiesieHuUe aeMmopPCKuUX ripase

Copyright (C) The Internet Society (2001). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise
explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without
restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and
derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or
references to the Internet Society or other Internet organizations, except as needed for the purpose of developing Internet
standards in which case the procedures for copyrights defined in the Internet Standards process must be followed, or as
required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or
assigns.

This document and the information contained herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND
THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL
NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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